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The limitations of the traditional memory architecture in servers—where
memory modules are tightly coupled to the processor via the DDR memory
interconnect—have resulted in unsustainable memory capacity costs and the
emergence of memory bandwidth bottlenecks in datacenters. Memory disag-
gregation is a promising architectural solution to the limitations of the tradi-
tional server-centric memory architecture—memory is decoupled from individ-
ual servers into a common pool accessible by multiple servers through alternate
interconnect(s) different from DDR. Such an architecture enables statistically
multiplexing memory capacity demands across multiple servers, thus improv-
ing utilization and minimizing costs. It also enables mitigating memory band-
width limitations by leveraging alternate interconnects that offer better band-
width scaling trends than the DDR memory interconnect.

The widespread deployment of cache-coherent interconnects such as Com-
pute Express Link (CXL) has opened the gateway to realizing the vision of mem-
ory disaggregation. Such interconnects enable the processor to directly access
disaggregated memory through load and store instructions in a cache-coherent
fashion without the need for software-level interposition. While the hardware
support exists, realizing memory disaggregation over such cache-coherent in-
terconnects requires effective memory management mechanisms. This entails
two core problems. First, since disaggregated memory typically has higher ac-

cess latency than locally-attached memory, deployments only partially disag-



gregate memory to limit the performance impact on applications—each server
retains a certain amount of local memory in addition to having access to the
shared disaggregated memory. In such a setting, application performance crit-
ically depends on the placement of data across local and disaggregated mem-
ory. As application access patterns change over time, we need mechanisms that
can dynamically adapt data placement to maximize application performance.
Second, since workload memory capacity and bandwidth demands can vary
drastically at fine-grained timescales, we need mechanisms that can dynami-
cally (re)allocate disaggregated memory resources across workloads to achieve
the improved utilization promise of memory disaggregation.

This dissertation makes four core contributions towards improved disaggre-
gated memory management: (1) to understand the impact of memory disaggre-
gation on application performance, we build an in-depth understanding of the
interconnects within each server or host that facilitate memory accesses (that
is, the host interconnects), (2) building atop our understanding of host inter-
connects, we characterize the impact of data placement across local and disag-
gregated memory on application performance, (3) we explore the design of OS
memory management mechanisms that automatically adapt data placement to
maximize application performance, (4) we explore mechanisms to (re)allocate
disaggregated memory resources across tenants under dynamic demands.

Characterizing the impact of memory disaggregation on application perfor-
mance requires first understanding the host interconnects that facilitate memory
accesses. Memory accesses issued by processors and peripheral devices (e.g.,
network interface cards, storage devices, GPUs) must first traverse the proces-
sor interconnect (e.g., the on-chip Mesh in Intel processors) and/or the periph-

eral interconnect (e.g., PCle) before they reach the DDR memory interconnect



or a cache-coherent interconnect like CXL. We demonstrate that memory access
performance is not limited merely by the characteristics of any individual in-
terconnect (e.g., bandwidth), but rather governed by the interplay between dif-
ferent interconnects. For example, we show that contention within the memory
interconnect results in nanosecond-scale memory access latency inflation, which
percolates through the processor and/or peripheral interconnects to impact the
memory access throughput of processor cores and peripheral devices differ-
ently. We develop a conceptual abstraction to reason about the interplay be-
tween host interconnects and the resulting impact on application performance.
Furthermore, we build an in-depth understanding of cache-coherent intercon-
nects for memory disaggregation by studying the performance characteristics
of CXL on modern hosts. We uncover the root causes of CXL memory access la-
tency overheads and bandwidth inefficiencies through a combination of careful
measurement and reverse-engineering of the underlying hardware.

Building atop our understanding of host interconnects, we characterize the
impact of data placement on application performance. Discussions about mem-
ory disaggregation often focus on the performance degradation caused by of-
floading data to disaggregated memory. We show that memory disaggrega-
tion over cache-coherent interconnects like CXL can actually improve applica-
tion performance. Under multiple in-flight memory requests, access latency of
local memory can increase due to memory interconnect contention (even when
memory bandwidth is far from saturated) and exceed the access latency of dis-
aggregated memory over CXL-like interconnects. In this regime, offloading data
to CXL-attached disaggregated memory improves application performance by
mitigating overload of the DDR memory interconnect and leveraging the addi-

tional bandwidth offered by cache-coherent interconnects like CXL.



While improving application performance via memory disaggregation is
feasible on modern hardware, existing operating system memory management
mechanisms preclude such operating points. We demonstrate that these exist-
ing mechanisms achieve far from optimal application performance for memory
disaggregation over cache-coherent interconnects like CXL. This is because ex-
isting mechanisms focus on packing the hottest application data in local mem-
ory. This is based on an implicit assumption that, despite serving the hottest
pages, the access latency of local memory is always lower than that of disaggre-
gated memory—an assumption that is easily violated in the realistic case of mul-
tiple in-flight requests. We introduce Colloid, a memory management mecha-
nism that embodies the principle of balancing access latencies—data placement
should be performed so as to balance the average (loaded) access latencies of
local and disaggregated memory. To realize this principle, Colloid innovates on
both memory access latency measurement mechanisms and data placement al-
gorithms. We integrate Colloid with three state-of-the-art memory management
systems and demonstrate its effectiveness across a variety of workloads.

Colloid maximizes application performance for a given allocation of disag-
gregated memory to each host. Realizing the utilization promise of memory dis-
aggregation, however, requires dynamically (re)allocating disaggregated mem-
ory capacity across multiple hosts, applications or users. Our key observation
is that the classical max-min fairness algorithm for resource allocation provides
many desirable properties (e.g., Pareto efficiency, strategy-proofness and fair-
ness), but only under a strong assumption—that user demands are static over
time. For the realistic case of dynamic user demands, we show that the max-min
fairness algorithm loses one or more of these properties. We present Karma, a re-

source allocation mechanism for dynamic demands. The key technical contribu-



tion in Karma is a credit-based resource allocation algorithm: in each quantum,
users donate their unused resources and are assigned credits when other users
borrow these resources; Karma carefully orchestrates the exchange of credits
across users (based on their instantaneous demands, donated resources and bor-
rowed resources), and performs prioritized resource allocation based on users’
credits. We theoretically establish Karma guarantees related to Pareto efficiency,
strategy-proofness and fairness for dynamic user demands. We demonstrate
that these properties translate well into practice through empirical evaluation.
In addition to advancing the status quo of disaggregated memory manage-
ment, the contributions of this dissertation point to several avenues of future
research at the intersection of operating systems, distributed systems and com-
puter architecture, both in the context of memory disaggregation and more
broadly. We conclude with a discussion of these avenues and our broader out-

look on the design of future computer systems software and hardware.
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CHAPTER 1
INTRODUCTION

We begin by motivating memory disaggregation (§1.1). We then provide a broad
overview of different approaches to memory disaggregation (§1.2) and discuss
key technical challenges (§1.3). Next, we provide an overview of the key contri-

butions of this dissertation and its organization (§1.4).

1.1 Memory disaggregation: Motivation

The traditional memory architecture in servers (Figure (left)) consists of
DRAM modules exposed to the processor via the DDR memory interconnect.
Unfortunately, technology trends for this architecture have become stagnant,
making it difficult to scale memory capacity and memory interconnect band-
width cost-effectively—packaging constraints limit the number of pins avail-
able to the processor and electrical signaling constraints limit the data rate per
pin and the number of DRAM modules per pin [160,175}(196,208,225]. The for-
mer constrains memory bandwidth and the latter constrains memory capacity.

These trends have resulted in two critical problems in datacenters: unsustain-
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Figure 1.1: Traditional server-centric memory architecture (left) versus disaggregated
memory architecture (right).




able memory capacity costs and the increasing prevalence of memory band-

width bottlenecks.

Unsustainable memory capacity costs. Memory accounts for an increasingly
large fraction of datacenter server costs (e.g., ~37% for Meta [150] and ~50%
for Microsoft Azure [157]). Much of this cost stems from suboptimal mem-
ory capacity utilization. First, workloads can have drastically different ratios of
compute-to-memory capacity demands, while the traditional memory architec-
ture tightly couples fixed ratios of cores to memory capacity within each server.
This makes it difficult to pack workloads into servers to simultaneously max-
imize utilization of both compute and memory capacity. For instance, in Mi-
crosoft Azure, up to 36% of memory capacity is wasted when 90% of CPU cores
are allocated [136]. Second, even without packing inefficiencies, workloads’
memory capacity demands vary dynamically. For instance, memory capacity
demands of Snowflake workloads vary by as much as 17x within minutes, and
most workloads have demands whose standard deviation is 0.5 — 43x the av-
erage over time. Such dynamism results in poor average utilization because it
forces provisioning memory capacity for peak demands—since the traditional
memory architecture imposes a fixed per-server memory capacity limit, not pro-
visioning sufficient memory capacity to accommodate peak demands results in
having to either swap data to orders-of-magnitude slower storage or terminate
workloads. For instance, Snowflake’s system-wide average memory capacity
utilization has been reported to be a mere 19% [218]. While statistically multi-
plexing demands across workloads can improve average utilization, the tradi-
tional memory architecture limits such multiplexing to workloads colocated on

a single server.
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Figure 1.2: Memory bandwidth over-subscription trends for recent Intel (left) and AMD
(right) processors. The y-axis shows maximum per-core load (assuming ideal memory
access latency) multiplied by number of cores divided by memory bandwidth for each
server generation.

Emergence of memory bandwidth bottlenecks. Memory interconnect band-
width, already difficult to scale, is becoming increasingly oversubscribed in
servers as processor core counts and per-core memory bandwidth usage con-
tinue to rise. Chiplet-based architectures drive the former. The latter stems
from workloads becoming more data-intensive (e.g., in Google’s fleet, average
per-core memory bandwidth usage of workloads increased by 1.4x from 2020
to 2024 [109]]) and from each core generating more concurrent memory requests
due to larger per-core buffers and more aggressive prefetchers [151}214]. Fig-
ure quantifies these oversubscription trends: recent Intel and AMD pro-
cessors can generate as much as 4.5x and 9.37x more memory traffic than
the available memory bandwidth. Indeed, several cloud providers have re-
cently reported that memory bandwidth has emerged as a critical bottleneck

that severely impacts application performance [3,(17,(109,/138,142].

Ideal vision of memory disaggregation. Memory disaggregation is a promising
architectural solution to the limitations of the traditional server-centric memory
architecture. As illustrated in Figure|[1.1|(right), memory is decoupled from in-

dividual servers into a common pool accessible by multiple servers through



alternate interconnect(s) different from DDR. First, such an architecture en-
ables independently scaling compute and memory capacity to match work-
load demands, eschewing the packing constraints imposed by the traditional
server-centric memory architecture. Second, it enables statistical multiplexing
of demands across multiple servers, thus improving utilization under dynamic
demands. Third, it enables mitigating the memory bandwidth limitations of
the traditional server-centric memory architecture using alternate interconnects
with better bandwidth scaling trends than DDR. Moreover, interconnect band-
width can be scaled (with the number of servers) independently of memory
capacity. Memory disaggregation also enables several additional benefits, such
as improved flexibility in deploying memory by allowing memory modules of
different generations and memory technologies to be deployed without hav-
ing to replace hosts [57, (150, 246], decoupled fate sharing between compute
and memory [37,193]], and low-overhead communication and synchronization

across hosts [94].

1.2 Memory disaggregation: Approaches

Different approaches to realizing memory disaggregation can be characterized
into two broad categories depending on the type of interconnect(s) used to ex-

pose disaggregated memory to the processor.

Memory disaggregation over non-coherent interconnects. Disaggregated
memory is exposed over the datacenter network with the processor accessing
it through a PCle-attached Network Interface Card (NIC). Such disaggregation

can be realized at different layers of the stack, each with different trade-offs.



OS-level mechanisms [7,11,86,(173} 182,228, 235] treat disaggregated memory
as a swap device and swap in and out data to and from local memory at page
granularity underneath the virtual memory abstraction. This has the advan-
tage of transparency, that is, it does not require modifications to applications,
runtimes, and compilers. However, it introduces performance overheads be-
cause accessing data absent in local memory triggers page faults. Additionally,
since data movement is restricted to page granularity, irregular accesses to ob-
jects smaller than the page size may fetch unnecessary data over the network.
Application library and runtime level mechanisms [[62,(190,[222,223|247] enable
object granularity data movement and avoid the need for page faults. How-
ever, this comes at the cost of transparency. Despite having different trade-offs,
both OS-level and application or runtime level mechanisms for disaggregation
over PCle-attached NICs share a common fundamental limitation: accessing
data in disaggregated memory requires first loading it into local memory before
the processor can access it with load and store instructionﬂ Therefore, while
these mechanisms can improve memory capacity utilization, they cannot ad-
dress memory bandwidth bottlenecks and can in fact exacerbate the problem
because accessing objects in disaggregated memory generates additional local

memory traffic.

Memory disaggregation over cache-coherent interconnects. An alternative ap-
proach to memory disaggregation leverages cache-coherent interconnects [13,
15,50,52,54,57,97,99,(172,184,203] to expose disaggregated memory directly to
the processor. The prime example of such an interconnect is Compute Express

Link (CXL), which is supported on all recent Intel and AMD processors and

!Optimizations like Intel DDIO [98] enable the NIC to write data to the processor’s L3 cache.
However, in the general case, one cannot guarantee that data is consumed by the processor
before it is evicted to local memory [35]
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Figure 1.3: Illustration of memory disaggregation over CXL. Hosts are connected

through CXL links to a disaggregated memory controller which is in turn connected
to disaggregated memory modules.

has been deployed at scale in Azure and Meta. Figure[1.3illustrates CXL-based
memory disaggregation. This approach overcomes the fundamental limitation
of disaggregation over non-coherent interconnects, where data must first be
tfetched into local memory before the processor can access it. Instead, disaggre-
gated memory can be mapped into the processor’s physical address space and
accessed directly with load and store instructions in a cache-coherent fashion.
This has two implications. First, accessing disaggregated memory no longer
requires software-level interposition, reducing the overhead of memory disag-
gregation (e.g., OS-level mechanisms do not need to incur page faults on the
critical path). Second, disaggregated memory accesses are no longer limited by
the bandwidth of the local DDR interconnect, allowing us to address memory
bandwidth bottlenecks by tapping the additional bandwidth provided by the
cache-coherent interconnect. CXL, for instance, builds on the serial intercon-
nect technology of PCle, enabling significantly higher bandwidth per pin than
DDR, a parallel interconnect (PCle Gen 5 achieves ~4x the bandwidth per pin
of DDRS, and the gap continues to widen [45]).



1.3 Memory disaggregation: Technical challenges

Cache-coherent interconnects like CXL enable moving closer to the ideal vision
of memory disaggregation. However, several technical challenges need to be

resolved to make this a reality.

Memory management between local and disaggregated memory. While cache-
coherent interconnects obviate the need for software-level interposition (e.g.,
page faults) in the critical path, disaggregated memory still has higher ac-
cess latency relative to local memory. For example, on state-of-the-art servers,
CXL-exposed memory has 2x higher minimum access latency than local DDR-
attached memory [57,208|246]. Larger scale disaggregation setups may require
additional components in the memory access datapath which additionally in-
crease latency (e.g., retimers that increase the length of CXL links and switches
that interconnect multiple disaggregated memory controllers). As a result, the
performance of applications running atop disaggregated memory architectures
depends critically on the placement of data across local and disaggregated
memory [150}246]. Moreover, the access patterns of applications can vary over
time. To that end, we need efficient memory management mechanisms that
dynamically adapt data placement to maximize application performance. This
can be decomposed into multiple sub-challenges. First, we need efficient and
accurate mechanisms to track applications” access patterns. Second, we need
efficient mechanisms to move data between local and disaggregated memory.
Third, we need algorithms that decide what subset of data to place in each kind

of memory given access pattern information.

Sharing disaggregated memory under extremely dynamic demands. Real



workloads exhibit time-varying memory resource demands. For example, in
Snowflake, memory capacity demands of jobs can vary by as much as 2x
within tens of seconds [218]. Memory bandwidth demands can vary at sub-
microsecond timescales [4]. Achieving the improved utilization promise of
memory disaggregation requires (re)allocating disaggregated memory capacity
and bandwidth across tenants at fine-grained timescales. To that end, we need
resource allocation mechanisms for dynamic demands that maximize overall

utilization while providing isolation across tenants.

Designing disaggregated memory hardware and interconnect topologies. As
illustrated in Figure memory disaggregation over cache-coherent intercon-
nects requires a disaggregated memory controller that interconnects hosts to
memory modules. Designing high-performance and low cost disaggregated
memory controllers is important to ensure that the benefits of memory disag-
gregation are not outweighed by the costs. At the very least, a disaggregated
memory controller needs to perform (1) protocol conversion (since hosts speak
CXL and memory modules speak DDR) (2) mapping requests from input host
ports to output memory module ports and (3) scheduling of requests to memory
modules. This is challenging because the controller needs to process requests at
massive line rates while operating under tight area and power constraints nec-
essary to minimize cost. For example, an Intel Granite Rapids host can issue as
many as 4 billion memory accesses per second (using 64 PCle Gen5 lanes [105]),
giving the disaggregated memory controller 250 picoseconds of processing time
per-request to maintain line rate operation. Furthermore, scaling disaggregated
memory to a larger number of hosts may require designing interconnect topolo-

gies to connect multiple disaggregated memory controllers to hosts.



Cross host cache-coherence, consistency and synchronization. Beyond multi-
plexing memory capacity for improved utilization, one can also use disaggre-
gated memory to share data between hosts. Doing so requires synchronization
mechanisms to maintain consistency. One approach is to enforce hardware-
level cache-coherence across all hosts connected to a pool of disaggregated
memory. For example, the CXL 3.0 specification allows implementing such
coherence [57]—in Figure hosts can issue requests for exclusive owner-
ship of cachelines to the disaggregated memory controller, which in turn can
send “back-invalidations” to other hosts which have cached copies of the data.
Hardware-level cache-coherence across all hosts allows software to use existing
multi-thread synchronization primitives (e.g., mutexes, semaphores) for cross-
host synchronization. However, the feasibility of such hardware-level cross-
host cache-coherence remains unclear (e.g., real hardware is yet to implement
CXL 3.0 back invalidation support, if ever). In the absence of hardware cache-
coherence across hosts, one is left with multiple coherence domains each with a
subset of one or more hosts. Maintaining consistency in this regime requires de-
signing software-level synchronization mechanisms and primitives that do not

assume global cache-coherence.

Fault tolerance. In the traditional server-centric memory architecture, each host
is a unit of failure. Disaggregated memory architectures lead to new failure
modes. Consider the example in Figure A host can fail without its data
stored in disaggregated memory being necessarily lost. A disaggregated mem-
ory module can fail independently of the hosts. The disaggregated memory
controller and any of the interconnect links could also fail. A naive failure model
would entail treating all the hosts and disaggregated memory as a single unit of

failure. While simple, this may be unnecessarily inefficient and/or expensive.



For example, failure of even a single disaggregated memory module would ren-
der all hosts unavailable. When a host fails, one misses the opportunity to re-
sume work on a different host using state available in disaggregated memory.
Overall, this motivates the need to revisit classical server-centric failure mod-
els and design fault-tolerance mechanisms to handle failures in disaggregated

memory architectures.

Security. Memory disaggregation introduces additional security challenges.
First, we need mechanisms to ensure that mutually distrustful tenants cannot
access each other’s data in disaggregated memory unless explicitly shared (akin
to the protection provided by traditional virtual memory). Second, shared hard-
ware resources such as the disaggregated memory controller in Figure [1.3| are
likely to introduce avenues for new side channel attacks. Understanding and
designing mechanisms to mitigate such side channel attacks is therefore impor-

tant.

1.4 Thesis contributions and organization

This thesis makes the following contributions towards improved disaggregated

memory management:

* Understanding host interconnects and their impact on application per-
formance: To understand the impact of data placement across local mem-
ory and disaggregated memory on application performance, we build an
in-depth understanding of the interconnects within the host that facilitate

memory accesses. This includes the processor interconnect (e.g., on-chip
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Mesh network in Intel processors), peripheral interconnect (e.g., PCle),
the traditional DDR memory interconnect (for local memory accesses)
and alternate cache-coherent interconnects (for disaggregated memory ac-

cesses). In particular:

— We show that contention within the memory interconnect impacts
application performance very differently depending on the source of
memory requests (processor core or peripheral device) and their type
(read or write). Deeper analysis reveals that this is because mem-
ory access throughput (of processor cores and peripheral devices) is
not limited merely by memory interconnect bandwidth, but rather
governed by the interplay between the memory interconnect and the
processor and peripheral interconnects. We develop a conceptual ab-
straction to understand such interplay allowing us to explain how
the effects of memory interconnect contention percolate via the pro-
cessor and/or peripheral interconnects to impact application perfor-
mance. Each host interconnect implements credit-based flow con-
trol mechanisms to ensure lossless data transfers. Memory intercon-
nect contention results in nanosecond-scale latency inflation (even
when memory bandwidth is far from saturated). Intuitively, such la-
tency inflation can be tolerated without incurring throughput degra-
dation if the processor and/or peripheral interconnect links have suf-
ficient credits (which control the number of in-flight requests); how-
ever, when credits are exhausted, latency inflation results in intercon-
nect bandwidth underutilization and throughput degradation. We

present this work in Chapter

— We build an in-depth understanding of cache-coherent interconnects

11



for memory disaggregation by studying the performance character-
istics of CXL memory accesses on a recent Intel Granite Rapid pro-
cessor with commercially available CXL memory controllers. First,
we uncover the root causes of CXL memory access latency overheads
through a combination of measurement and reverse-engineering. We
tind that CXL’s higher latency relative to DDR is not merely due to
it being a serial interconnect, but also due to poor interplay between
CXL and existing processor interconnect locality abstractions. Sec-
ond, we clarify misconceptions related to CXL tail latencies. We find
that P99 and P99.9 tail memory access latencies are not an artifact of
CXL hardware, but rather due to DRAM refreshes that periodically
block memory accesses. Third, we show that CXL can achieve peak
bandwidth comparable to that of DDR while using a significantly
smaller number of processor pins. For example, in our setup, we find
that CXL achieves 2.91x and 4.49x higher bandwidth per processor
pin for read-only and read-write traffic respectively. Read-write traf-
tic, in particular, benefits from CXL's ability to simultaneously utilize
both directions of the PCle link, while over DDR it is limited by being
able to transmit in only one direction at any point of time. We present

this work in the first part of Chapter

¢ Characterizing impact of data placement on application performance:
Building upon our understanding of host interconnects, we character-
ize the impact of data placement across local and disaggregated mem-
ory on application performance. We demonstrate that offloading data
to CXL-exposed disaggregated memory can actually improve application

performance by up to 1.8x. This is because, under multiple in-flight re-
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quests, DDR access latency can increase by up to 4.8x the DDR latency
under a single in-flight request, due to interconnect contention, causing
it to exceed the minimum CXL access latency by up to 2.14x. In such
a regime, offloading data to CXL reduces the load on the DDR memory
interconnect—thereby reducing its access latency—and improving appli-
cation performance by leveraging the additional bandwidth offered by
CXL. We present this work in the second part of Chapter

OS memory management over cache-coherent interconnects: We show
that existing OS memory management mechanisms achieve far from op-
timal application performance for memory disaggregation over cache-
coherent interconnects like CXL. This is because existing mechanisms fo-
cus on packing the hottest application data in local memory. This is based
on a deeply entrenched assumption that, despite serving the hottest pages,
the access latency of local memory is always lower than that of disag-
gregated memory—an assumption that is easily violated in the realistic
case of multiple in-flight memory requests even under moderate loads. In
the regime where local memory access latency exceeds that of disaggre-
gated memory, we demonstrate that performance of state-of-the-art mem-
ory management systems can be as much as 2.3x worse than the optimal.
We introduce Colloid, a memory management mechanism that embod-
ies the principle of balancing access latencies—data placement should be
performed so as to balance the average (loaded) access latencies of local
and disaggregated memory. To realize this principle, Colloid innovates on
both memory access latency measurement mechanisms, and data place-
ment algorithms. For access latency measurement, Colloid builds on our

in-depth understanding of host interconnects—processors fundamentally
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require a hardware component that routes memory requests to either local
or disaggregated memory based on their physical address; furthermore,
requests must remain queued at this component until an end-to-end re-
sponse is received to maintain state that determines which processor core
to send the response to; to that end, Colloid leverages queueing informa-
tion at the routing component to gain low-overhead end-to-end visibility
into access latency with nanosecond-scale precision. We integrate Col-
loid with three state-of-the-art memory management systems that cover
a wide range of the design space (e.g., different access tracking and page
migration mechanisms), and demonstrate its effectiveness across a variety

of workloads. We present this work in Chapter 4]

Sharing disaggregated memory resources under dynamic demands:
We consider the problem of allocating disaggregated memory resources
across multiple hosts or applications or users. Through analysis of pro-
duction workloads, we show that dynamic resource demands are the
norm (e.g., across Snowflake and Google workloads, we find that mem-
ory capacity demands vary by as much as 17x within minutes, with a
majority of workloads having demands with standard deviation 0.5 — 43x
of the average over time). Under dynamic demands, we show that the
widely-deployed classical max-min fairness algorithm for resource al-
location loses one or more of its key desirable properties: Pareto effi-
ciency, strategy-proofness, and fairness. Building on this observation, we
present Karma, a resource allocation mechanism for dynamic demands.
The key contribution of Karma is a credit-based resource allocation algo-
rithm: users receive credits when they donate a part of their fair share

of resources (e.g., if their demand is less than their fair share); users can
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use these credits to borrow resources in the future when their demand is
higher than their fair share. Karma carefully orchestrates resources and
credits between donors and borrowers: donors are prioritized so as to
keep credits across users as balanced as possible, and borrowers are pri-
oritized so as to keep the resource allocation as fair as possible. We theo-
retically establish Karma guarantees for dynamic demands: (1) we show
Karma guarantees Pareto efficiency at all times (2) For strategy-proofness,
we show that Karma guarantees that a selfish user cannot increase their
aggregate resource allocation by over-reporting their demands. In addi-
tion, we show a new surprising phenomenon (that may primarily be of
theoretical interest): if a user had perfect knowledge about the future de-
mands of all other users, the user can increase its own aggregate alloca-
tion by a small constant factor by under-reporting its demand; however,
any imprecision in this future knowledge could lead to significant loss in
the user’s aggregate allocation (3) for fairness, we prove that given a set of
(past) allocations, Karma guarantees an optimally-fair resource allocation.
We demonstrate that these theoretical properties translate well into prac-
tice by evaluating an implementation of Karma on top of an existing dis-

aggregated memory system on production workload traces. We present

this work in Chapter
The above contributions include material from several previously published

collaborative works [214,215,217,218]. During my PhD I have published several

other collaborative works that are not part of this dissertation [35,36,96,216].
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CHAPTER 2
UNDERSTANDING THE MEMORY INTERCONNECT AND ITS
INTERPLAY WITH PROCESSOR AND PERIPHERAL INTERCONNECTS

In this chapter, we characterize how the memory interconnect, and its interplay
with the processor and/or peripheral interconnects, impacts application per-
formance (§2.2). We then provide the necessary background needed to build a
deeper understanding of the interplay between these interconnects (§2.3). Next,
we introduce a conceptual abstraction to study the interplay between host in-
terconnects (§2.4), apply this lens to explain our observations from (§2.5),
and quantitatively validate our analysis (§2.6). Finally, we discuss related work
(§2.7) and the implications of this chapter to the rest of the thesis (§2.8).

2.1 Overview

The processor, memory, and peripheral interconnects work together to enable
data transfer between devices (processors, memory, network interface cards,
storage devices, accelerators, etc.) within a host. In this chapter, we refer to the
collection of these interconnects as the host network. Several studies from large-
scale production datacenters [3,/138,142] have demonstrated that contention
within the host network can result in significant throughput degradation, tail
latency inflation, and isolation violation for networked applications. As elo-
quently argued in [3}4,35,138], the host network is becoming an increasingly
prominent bottleneck due to unfavorable technology trends: performance of
peripheral interconnects is improving much more rapidly than processor and
memory interconnects, resulting in increasing imbalance of resources and con-

tention within the host network. Designing future network protocols, operat-
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ing systems, and hardware requires an in-depth understanding of the various

regimes and root causes of such contention within the host network.

The key idea that drives our study is domain-by-domain credit-based flow
control, a conceptual abstraction to study the host network. We demon-
strate that the host network can be decomposed into multiple “domains” (sub-
network of the host network)[] each of which uses an independent credit-based
flow control mechanism. Specifically, the sender of each domain is assigned
credits that are used to limit the amount of data the sender can inject into the
domain; the sender consumes a credit to send one message, and this credit is
replenished when the message receipt is acknowledged by the receiver of the
domain. Different domains within the host network have different numbers
of credits and different unloaded latency. Each data transfer, depending on
the source (compute or peripheral device) and on the type (read or write), tra-
verses a different set of domains. The end-to-end performance for each transfer
depends on the number of credits and the per-request latency of domains tra-
versed by that transfer. Many details of existing host network hardware are not
public; nevertheless, we reverse engineer Intel host architecture to characterize

each domain, its credits, and its unloaded latency.

The lens of domain-by-domain credit-based flow control enables us to cap-
ture the subtle interplay between processor, memory, and peripheral inter-
connects that leads to nanosecond-scale latency inflation and host resource
underutilization in certain domains. This, along with the knowledge of do-
mains traversed by each data transfer, allows us to near-precisely explain how

nanosecond-scale inefficiencies within the host network percolate through the

'The notion of a domain here is different from administrative domains in the Internet archi-
tecture, and in ATM networks [10,49,71}74]. Importantly, unlike administrative domains, the
domains in our study do not need to be non-overlapping.
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host hardware, operating systems, and network protocols to negatively im-
pact application-level performance. We do this both for applications gener-
ating peripheral-to-memory traffic (referred to as P2M apps, e.g., networked
and storage applications [38| 59, 204, [239, 243]) and for applications gener-
ating compute-to-memory traffic (referred to as C2M apps, e.g., in-memory
databases [65,70,(186,202] and systems for graph analytics [81,128|148]). More

concretely:

* We reproduce the phenomenon of contention within the host network and its
impact on networked applications observed in previous studies. We do this
for both networked applications using in-kernel [4] and hardware-offloaded
RoCE/PFC [138}142] transport protocols. We find that networked applica-
tions (P2M apps in our case) can indeed suffer from performance degrada-
tion, e.g., when both C2M apps and networked applications are doing mem-
ory writes. We provide precise root causes for the phenomenon. We also
extend observations made in all prior studies [3|4,138}(142]: we demonstrate
(and provide explanation for) degradation in C2M app performance along

with networked app performance.

* We identify new, previously unreported, regimes of contention within the
host network: we find that—in sharp contrast to the phenomenon observed
in previous studies [3,4,138|142]—P2M apps can, in fact, cause severe per-
formance degradation for C2M apps for most workloads, with minimal or
no impact on the P2M app performance. For instance, we observe that when
C2M apps are colocated with P2M apps performing storage operations, the
C2M app suffers from 1.2 — 2x performance degradation, with no impact on
the P2M app performance. These new regimes are reproducible across multi-

ple generations of servers with different processors, different memory band-
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width to core count ratios, and different configurations (e.g., with and without

direct cache access [98], with and without prefetching, etc.).

Our study suggests that the impact of contention within the host network has
implications that are more far-reaching than the context of networked applica-
tions considered in previous studies [3|4,(138|142]. In particular, all our obser-

vations hold even when all applications are contained within a single host.

In the context of the remainder of this dissertation, contention within the
host network and our contributions towards better understanding the host net-
work have several implications for disaggregated memory management, which
we will discuss in and further elaborate on in Chapters [3) and @ More
broadly, our work may be of independent interest to researchers and practition-
ers not only in computer networking but also in operating systems and com-
puter architecture. The code, along with the documentation necessary to repro-
duce our results, is available at https://github.com/host-architecture/unders

tanding-the-host-network.

2.2 Impact on application performance

In this section, we broadly characterize the interplay of processor, memory,
and peripheral interconnects within the host network using four “quadrants”
(§2.2.T) that reveal different regimes in terms of contention within the host net-
work and performance degradation for C2M and P2M apps. Our key findings

are:

* The first regime, referred to as the blue regime, captures a new phenomenon:
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C2M apps observe performance degradation, while P2M apps observe mini-
mal or no performance degradation. Surprisingly, this phenomenon can hap-

pen even when memory bandwidth is far from saturated.

* The other regime, referred to as the red regime, captures the phenomenon
observed in previous studies [3,14}(138,142]: P2M apps observe severe perfor-
mance degradation when memory bandwidth gets saturated. In addition, we

find that C2M apps also observe significant performance degradation.

This section focuses on characterizing the host contention regimes; we discuss
the root causes in We first focus on a setup where all traffic is contained
within the host (P2M traffic generated by locally attached storage devices)—this
allows us to isolate the impact of contention within the host network from the
impact of network protocol behavior (packet drops, queueing delays, and/or
PFC pause frames) on application performance. We then discuss how our ob-

servations generalize to networked applications.

We use two testbeds with different processors and different resource ratios
(Table[2.T). The first testbed uses Intel Ice Lake processors and has roughly the
same resource ratios (cores, memory bandwidth and PCle bandwidth) as the
testbed in the Google study [3]. The second testbed uses Intel Cascade Lake
processors and has a lower core to memory bandwidth ratio. We run our exper-
iments on a single socket. Each DRAM module is attached through a separate
channel, and a simple sequential read microbenchmark saturates more than 90%

of theoretical maximum memory bandwidth.

We first present the new phenomenon: C2M apps observing performance
degradation, with minimal or no performance degradation for P2M apps. This

phenomenon is reproducible for a variety of configurations: multiple C2M apps

20



S Redis (C2M) —%— FIO (P2M) S GAPBS (C2M) —*— FIO (P2M) C2M (Redis) == C2M (GAPBS) ==
2 8 P2M (FIO) === P2M (FIO) ===
3 2 S 2 £ Theoretical Maximum s £ Theoretical Maximum s
g g £3 120 £3 120

& '8 s 18 $o 100 S 100

a 16 a8 186 22 8o 20 g

g 14 g 14 85 60 35 60

e 2 = 2

] b A H NN R S >8 40 >% 40

£ 12 g 12 ngé 20 g% 20

T 1 T 1 - - 0 0

& 1 3 5 7 9 11 13 15 & 1 5 9 13 17 21 25 29 = 1 3 5 7 9 11 13 15 = 1 5 9 13 17 21 25 29

No. of Redis Server Cores No. of GAPBS Cores No. of Redis Server Cores No. of GAPBS Cores

Figure 2.1: A new phenomenon of contention within the host network: C2M and P2M
apps are colocated, C2M app performance degrades while P2M app performance is un-
affected. This happens even though cores are isolated and memory bandwidth is far
from saturated. (a-d; left-right) (a, b) Performance degradation observed by C2M and
P2M when they are colocated (ratio of isolated throughput and colocated throughput
for each data point; degradation for GAPBS is the slowdown—ratio of colocated execu-
tion time to isolated execution time); (c, d) Memory bandwidth utilization when C2M
and P2M are colocated, broken down by C2M and P2M.
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Figure 2.2: Enabling DDIO can worsen performance degradation for both C2M and
P2M applications when the working set size does not fit in cache (left-right, a-d): (a,
b) Performance degradation for C2M and P2M when they are colocated with DDIO
on/off; (c, d) Memory bandwidth utilization when C2M and P2M are colocated with
DDIO on/ off.

with different compute-to-memory bandwidth demands, multiple server con-
figurations, with and without Intel Data Direct I/O (DDIO) [98] technology, and

with and without prefetching.

Ice Lake Cascade Lake
CPU Xeon Platinum 8362 Xeon Gold 6234
Cores 32 @2.8GHz 8 @ 3.3GHz
LLC 48MB 24MB
DRAM 4x3200MHz DDR4 | 2x2933MHz DDR4
DRAM BW 102.4GB/s 46.9GB/s
PCle 8xPM173X NVMe 4xP5800X NVMe
PCle BW 32GB/s 16GB/s

Table 2.1: Hardware configuration of our two servers. All the specifications are for a
single socket in each server. DRAM and PCle bandwidths are theoretical maximum
values.

21



C2M and P2M apps used in our experiments. We use two C2M apps, each
with different compute-to-memory bandwidth demands and with different ac-
cess patterns. The first C2M app is a popular in-memory database called Re-
dis [186]], and the second C2M app is a standard graph processing framework
called the GAP Benchmark Suite (GAPBS) [27]. GAPBS is more memory band-

width intensive and performs lighter-weight computations than Redis.

For Redis, we use the standard sharding-based multi-core deployment
setup [39]—multiple independent Redis server instances (each with its own
keyspace) running on a dedicated set of cores. Clients run on a different set of
dedicated cores (1 client core per server core) and issue queries to the server in-
stances using Unix domain sockets (the most efficient inter-process communica-
tion mechanism supported by Redis [187]). We use the standard YCSB-C (100%
read) workload with a uniform random access pattern; as is standard, clients is-
sue queries with parallelism given by the knee-point of the latency-throughput
curve. Performance is measured in terms of the throughput (queries/sec). The
working set size per server core is 1 million key-value pairs with a 1KB value
size, exceeding the system Last-Level Cache (LLC) even for a single server core.
As a result, the observed cache miss ratio is >95%, and a large number of C2M
memory reads are generated. For GAPBS, we run the PageRank workload on a
random graph of 2* nodes and degree 16, using the GAPBS default parameters.
Performance is measured in terms of execution time (lower is better). A single
graph instance is shared across all the cores. The workload has a ~5GB memory
footprint, significantly larger than the cache, resulting in a large number of ran-
dom C2M memory reads. We focus on non-cache-resident memory-intensive
workloads since the phenomenon was observed in datacenters for similar work-

loads [3,(138].
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We use a lightweight storage-based P2M app, FIO [22], that performs stor-
age accesses with minimal computational overhead. We configure it to perform
sequential reads with 8MB request sizes. This is representative of storage work-
loads that perform large sequential operations, for example, storage nodes of
distributed data stores [204] for analytics workloads. The performance metric is
throughput measured in IOPS. The reads result in direct memory access (DMA)
writes to host memory from the storage device, leading to a large volume of
P2M write traffic. While DDIO minimizes P2M traffic for many workloads by
servicing DMA requests from the cache instead of memory, it is well known that
it is not effective for all workloads [35/,67,210]. Our P2M workload is in the latter
category—due to the large sequential requests, the application buffers do not fit
into the small portion of the cache that DDIO is allowed to use [67], thus lead-
ing to cache misses and evictions/writebacks for every DMA in steady state.
Therefore, we observe nearly the same average memory bandwidth utilization

for this workload with /without DDIO.

In the following experiments, we first run each of the C2M and P2M apps in
isolation. We then colocate them and measure the performance degradation for
each app. We start with the Ice Lake setup (Table 2.TI). We partition cores be-
tween the applications by pinning each to a separate set of cores—we dedicate 4
cores to the P2M app (which is more than sufficient to saturate PCle bandwidth
without compute being a bottleneck) and run the C2M app on the remaining
cores with a varying number of cores. We enable DDIO and hardware prefetch-

ing on this setup.

C2M app performance degrades even when memory bandwidth is far from

saturated. When Redis (C2M) and FIO (P2M) are colocated, as shown in Fig-
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ure Redis observes throughput degradation (1.25 — 1.32x) while FIO re-
mains unaffected. The surprising observation here is that degradation is ob-
served even though cores and PCle bandwidth are isolated across the appli-
cations and memory bandwidth utilization is far from saturation as shown in
Figure (ranging between 33 — 53% of the theoretical maximum, and the
utilization curve has not flattened out). Although the LLC is shared between the
applications, it does not play much of a role in determining performance, since
both C2M and P2M traffic observe nearly 100% cache miss ratio even when they

are run in isolation. We investigate the root cause of this performance degrada-

tion in

Using GAPBS rather than Redis results in the same high-level observation—
C2M performance degrades (1.28 — 1.98x) while P2M remains unaffected (Fig-
ure R.1(b)). This again happens even when memory bandwidth is far from
saturated (as shown in Figure for fewer than 15 GAPBS cores). As one
would intuitively expect, the magnitude of performance degradation is larger
for GAPBS compared to Redis since it is more memory intensive—Redis spends
only a part of its time stalled on memory accesses, while GAPBS is stalled on

memory accesses nearly all of the time.

Impact of prefetching, processor generations, and resource ratios. Given the
random access nature of the Redis and GAPBS workloads, hardware prefetch-
ers have little to no impact on performance. For both workloads, we found
< 5% difference in performance when comparing prefetch on/off configura-
tions in both isolated and colocated cases. We repeat the above experiments on
the Cascade Lake setup (Table[2.1). Here, we dedicate 2 cores to FIO and run the

C2M app on the remaining cores. The corresponding results are shown in the
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Figure 2.3: Blue and red regimes across four quadrants (1-4 are shown on top-left, top-
right, bottom-left, bottom-right respectively). Quadrants are shaded with the color of
the regime they show. For each quadrant, the left column shows the throughput degra-
dation observed by C2M and P2M (ratio of throughput when run in isolation to the
throughput when colocated) and the right column shows the memory bandwidth uti-
lization when they are colocated broken down by C2M and P2M traffic.

(DDIO on) curves of Figure We see the same general observation as in the
Ice Lake setup—C2M app performance degrades while the P2M app observes

no degradation, thus showing that our observations apply across different pro-

cessor generations and resource ratios.

DDIO can worsen performance degradation when app working set size does
not fit in cache. As discussed previously, DDIO is not effective for our P2M
workload and does not reduce its memory bandwidth utilization when run in
isolation. To study if DDIO has any second-order impact when C2M/P2M apps
are colocated, we re-ran the above experiments with DDIO disabled on our Cas-
cade Lake setup (this was not possible on our Ice Lake setup because DDIO is
permanently enabled there). The corresponding results, shown in Figure
reveal a surprising observation: DDIO results in worse performance degrada-
tion for C2M apps for both Redis and GAPBS (Figures 2.2(b)). This is
surprising because our C2M workloads already have ~100% cache miss ratio
even when run in isolation, and thus should ideally not be impacted by cache

evictions caused by DDIO. We do not know how to explain this observation.
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2.2.1 Blue and red contention regimes

Our previous experiments use real open-sourced apps that have fixed memory
access patterns. We now switch to using lightweight apps with easy to control
memory access patterns, enabling us to perform a deeper characterization of
performance degradation trends and to study different combinations of read-

/write for C2M/P2M apps.

Workloads. To generate C2M traffic, we use a modified version of the
STREAM [152] benchmark that supports different read /write ratios. We use
two C2M workloads: (1) a read-only workload that sequentially reads data from
a 1GB buffer (using 64-byte AVX512 load instructions). This results in 100%
memory reads (C2M-Read). (2) a write workload that sequentially writes data to
a 1GB butffer (using 64-byte AVX512 store instructions). This generates 50% read
and 50% write memory traffic since every cacheline is first read into the CPU’s
cache before the store instruction can be serviced and is later written back to
memory during cache eviction (C2M-ReadWrite). For P2M, we run FIO with (1)
100% storage reads which translates to 100% memory writes (P2M-Write) and
(2) 100% storage writes which translates to 100% memory reads (P2M-Read).

Both our C2M and P2M workloads perform sequential accesses.

We run experiments on our Cascade Lake setup while colocating each of
the two C2M workloads with each of the two P2M workloads. This results in
a total of four scenarios, which we refer to as the four “quadrants”. We dis-
able prefetching and DDIO for better explicability. We found that while en-
abling each of these leads to different absolute degradation numbers, the trends

and takeaways remain the same (when memory bandwidth is not saturated,
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prefetching improves C2M throughput in both the isolated and colocated cases,
but their ratio remains roughly the same). The degradation observed in the
quadrants is shown in Figure We classify the observations into two key

regimes:

Blue regime: C2M throughput degrades while P2M throughput does not. In
quadrant 1 (C2M-Read, P2M-Write), we observe 1.2 — 1.7x degradation in C2M
throughput while P2M throughput remains unaffected. This degradation hap-
pens when memory bandwidth is far from saturated (for example, with a sin-
gle C2M core), and increasing load leads to worse C2M throughput. Similarly,
in quadrant 2 (C2M-Read, P2M-Read), while C2M throughput degrades, P2M
throughput remains unaffected. C2M throughput degradation is lower than
quadrant 1. Quadrant 4 (C2M-ReadWrite, P2M-Read) observes the same trend

as in quadrant 2.

Red regime: Both C2M and P2M throughput degrade. Quadrant 3 (C2M-
ReadWrite, P2M-Write) shows a range of different performance degradation
trends. With 2 or fewer C2M cores, similar to quadrants 1 and 2, C2M through-
put degrades while P2M throughput does not. For 3 C2M cores and above,
once memory bandwidth is saturated, we see a completely different trend—
C2M traffic now antagonizes P2M by getting an increasingly larger share of the
memory bandwidth with increasing load, leading to larger throughput degra-
dation for P2M traffic compared to C2M traffic. This captures the observations
reported by recent works [3,4,138]. P2M traffic, however, does not get starved
at higher load—with 5 and 6 C2M cores, we observe a relative stabilization of

the memory bandwidth shares of C2M and P2M traffic.

The characterization of host network contention into blue and red regimes gen-
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Figure 2.4: Blue and red regimes across four quadrants in the RDMA case study (1-
4; clockwise). Each quadrant is shaded with the color of the regime it shows. For
each quadrant, (left) shows throughput degradation observed by C2M and P2M work-
loads (ratio of throughput when run in isolation to the throughput when colocated) and
(right) shows memory bandwidth utilization when they are colocated broken down by
C2M and P2M traffic.

eralizes to cases where P2M traffic is generated by a NIC instead of local stor-
age devices, and networked transfers use either kernel-based (Linux DCTCP)

or hardware-offloaded transport (RDMA) mechanisms. We now present these

observations.

RDMA. Our setup consists of two servers with RDMA-enabled NICs (Nvidi-
a/Mellanox ConnectX-5) connected directly to each other through a 100Gbps
network link. Each of the servers has the same Cascade Lake setup. We
use a standard RDMA configuration of RoCE v2 with PFC enabled and MTU
size of 4096. RDMA traffic is generated using the standard ib_write_bw and
ib_read_bw tools from the RDMA perftest benchmarking suite. The former gen-
erates P2M write traffic and the latter generates P2M read traffic on the server-
side. On the server-side, we colocate C2MRead and C2MReadWrite workloads.

We disable CPU prefetchers and DDIO for better explainability.

With the above setup, we conduct experiments for all C2M/P2M read-

/write combinations analogous to the four quadrants in Figure Figure
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Figure 2.5: TCP case study results (a-d; clockwise). (a, b) respectively show through-
put degradation observed when C2MRead and TCP Rx are colocated, and correspond-
ing breakdown of memory bandwidth utilization (c, d) respectively show through-
put degradation observed when C2MReadWrite and TCP Rx are colocated, and cor-
responding breakdown of memory bandwidth utilization.

shows the corresponding results. We observe the same performance degrada-
tion trends as in Figure In particular, Quadrants 1, 2, 4 exhibit the blue
regime (where C2M degrades but P2M does not), and Quadrant 3 exhibits the
red regime (where both C2M and P2M throughput degrade). The magnitudes
of C2M throughput degradation (in Quadrants 1-4) and P2M throughput degra-
dation (in Quadrant 3) are slightly lower than what is observed in §2.2.1, This
is because the NIC generates a slightly lower P2M load than the SSDs (with

no memory contention, the SSDs generate ~112Gbps, while the NIC generates

~98Gbps).

DCTCP. To characterize host network contention regimes with Linux DataCen-
ter TCP (DCTCP) over lossy fabric, we use a similar setup as in [4]: Two servers
each with the Cascade Lake setup are connected via a 100Gbps link. Both run

Linux kernel version 5.4.0 with DCTCP and all optimizations enabled (TSO/-
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GRO, aRFS, Jumbo frames with 9K MTU). We send traffic from one server to
another by running the standard iperf tool on 4 CPU cores on the sender and
receiver each (this is sufficient to saturate 100Gbps link when there is no mem-
ory contention). Each sender core sends one long flow to its corresponding re-
ceiver core. Similar to [4], we focus on the receiver-side (Rx) as that is where the
key bottlenecks are [35]. We colocate the C2MRead and C2MReadWrite work-
loads on the receiver-side server where P2M write traffic is generated by the

NIC. CPU prefetchers and DDIO are kept disabled for better explainability.

Figure 2.5/ shows the corresponding results. We again observe the same blue
and red regimes, although the observed application-level performance trends
are slightly different. In particular, the networked application observes perfor-
mance degradation in both regimes. This is because, in addition to P2M traffic,
the networked application also generates C2M traffic due to the data copy be-
tween application buffers and kernel socket buffers. In the blue regime, C2M
throughput degradation slows down data copy processing, resulting in CPU
bottleneck; this results in DCTCP flow control kicking in, reducing the P2M
traffic load. In the red regime, P2M throughput degrades, but no congestion sig-
nal is sent back to the sender until packets are dropped at the NIC; this results
in further throughput degradation, latency inflation, and violation of isolation

properties as outlined in [3}4].

Given that both the setups—P2M traffic from within the host, and P2M traf-
fic from datacenter network transfers—lead to similar observations, we focus
on the former setup for the rest of the chapter. It makes it easier to describe all

our results.
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2.3 Background on host interconnects

In this section, we provide a brief primer on the host network architecture and

the datapath for C2M and P2M requests.

Figure shows the host architecture: it consists of cores (with private
L1/L2 caches), the LLC, the Caching and Home Agent (CHA), the Integrated IO
controller (IIO), and the Memory Controller (MC) all connected by the on-chip
processor interconnect. The CHA abstracts away the LLC and memory from the
rest of the system while maintaining cache coherencef| Peripheral devices are
attached to the IIO through the peripheral interconnect (typically PCle). DRAM
consists of a set of modules (Dual Inline Memory Modules, or DIMMSs), each of
which is attached to the MC through a memory channel. These memory chan-
nels constitute the memory interconnect. For simplicity, in Figure we show

a single module attached through a single memory channel.

C2M datapath. CPU-to-memory reads are generated by cores upon a cache miss

through the following data path:

(1) Upon an L1 cache miss, an entry is allocated in the core’s Line Fill Buffer

(LFB), and a request is sent to the L2 cache.

(2) Upon reaching the L2 cache, the cacheline is either served from the L2 cache
upon a cache hit (and the LFB entry is freed) or the request is sent to the

CHA upon a cache miss.

@ The CHA serves the cacheline from the LLC if there is an LLC hit (and the

2Both the CHA and LLC are physically distributed into multiple slices. Based on the phys-
ical address, memory requests are routed to the correct slice. For simplicity, we represent the
CHA/LLC as a single logical entity.
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Figure 2.6: Host network architecture, and C2M and P2M datapaths. Details in

LFB entry is freed). Otherwise, the CHA sends the request to the MC, where
it is queued in the Read Pending Queue (RPQ).

(4) The MC fetches the required cacheline from DRAM over the memory chan-
nel and returns the data back to the core while populating the caches and

ultimately freeing the corresponding LFB entry.

Memory writes are generated upon cache evictions and follow a similar data-
path: a write-back from the L2 cache is sent to the CHA, which either services
it from the LLC or sends a write request to the MC, where it is queued in the
Write Pending Queue (WPQ). The MC eventually issues the write to DRAM
over the memory channel. Importantly, unlike reads, writes generated by cores are
asynchronous: the CPU only has to wait for the request to be admitted to the
CHA, and the CHA only has to wait for the request to be admitted to the WPQ.

P2M datapath. Each peripheral-to-memory request (read /write) incurs the fol-

lowing datapath:

(1) Peripheral device initiates a DMA request to the IO, that allocates an entry

in the IIO (read /write) buffer per cacheline.
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(2) TIO forwards the requests (at cacheline granularity) to the CHA. If DDIO is
enabled and there is a cache hit, the CHA serves the request from the LLC
(and the I1O buffer entry is freed). Otherwise, the CHA sends the request to
the MC, where it is enqueued in the RPQ/WPQ.

(3) The MC serves read /write requests in a manner similar to the C2M datap-
ath. After a read is serviced from DRAM, the data is returned to the IIO, at
which point the IIO buffer entry is cleared and the data is sent back to the
peripheral device. For writes, the IIO only needs to wait until the request is

admitted to the WPQ before freeing its buffer entry.

The interconnects within the host physically implement hop-by-hop flow con-
trol mechanisms to ensure losslessness [100]. In the peripheral interconnect,
this is implemented through the exchange of PCle credits between the periph-
eral device and the IIO [4,]168]. The peripheral device needs a PCle credit to
send a request to the IIO; this credit is replenished once the corresponding I1O
buffer entry is freed. In the memory interconnect, flow control happens implic-
itly through DRAM timing constraints [121}]130]. In the processor interconnect,

implementation details of credit exchange are not public.

DRAM operation. MC reads/writes cachelines from/to DRAM over memory
channels. Each memory channel can only transmit data in one direction (either
reads or writes) at any point in time. The MC, therefore, operates in two sep-
arate modes, read mode and write mode, and maintains separate queues for
reads and writes (RPQ and WPQ, respectively) per memory channel. Due to
electrical constraints, switching between modes takes a certain delay (called the
switching delay) during which the channel is idle [130]. The data in each DRAM

module is organized into multiple banks. Each bank has multiple rows, each of
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which stores a fixed number of cachelines, and a row buffer that can buffer a sin-
gle row at any time. In order to access a cacheline, its corresponding row needs
to be present in the corresponding bank’s row buffer. If not, this results in a row
miss, which incurs additional processing delay at the banks: The row needs to
be loaded into the row buffer using an Activate (ACT) operation. If the row
buffer contains a different row (i.e., row conflict), then it needs to be flushed us-
ing a Precharge (PRE) operation before a new row can be loaded, which incurs

additional overhead.

For the remainder of the chapter, we focus on the scenario where C2M/P2M

requests result in misses at all levels of the cache hierarchy (as is the case in the

experiments).

24 An abstraction to study the interplay between host inter-

connects

This section presents domain-by-domain credit-based flow control, a concep-
tual abstraction that captures the interplay between the processor, memory, and
peripheral interconnects within the host network. We start by describing the ab-
straction along with the various domains and their characteristics in We
then describe in how we reverse engineered the Intel host architecture to

characterize each domain, its credits, and its unloaded latency.
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241 Domain-by-domain credit-based flow control

We begin by defining domain-by-domain credit-based flow control. The host
network is logically decomposed into multiple domains, each of which is a sub-
network of the host network. Each domain uses an independent credit-based
flow control mechanism. Specifically, the sender of each domain is assigned
credits that are used to limit the number of in-flight requests that the sender can
inject into the domain; the sender consumes a credit to send one request, and
this credit is replenished when the request is acknowledged by the receiver of
the domain. Depending on the number of credits, at any given point of time,

there can be multiple concurrent in-flight requests within each domain.

Intuitively, domain-by-domain credit-based flow control generalizes the two
flow control mechanisms studied in classical computer networking literature.
On the one hand, end-to-end flow control mechanisms (e.g., used in TCP and in
receiver-driven datacenter transport protocols [34}75,89,93]]) are a special case
where the entire path between a sender-receiver pair is a single domain. On
the other hand, hop-by-hop credit-based flow control mechanisms (e.g., used in
ATM networks [110,/126,(127] and PFC-enabled RDMA networks [139,248]) are
a special case where each hop along the path between the sender-receiver pair

is a domain.

Different domains within the host network have different numbers of credits
and different unloaded latencies. Each request, depending on the source (com-
pute or peripheral device) and on the type (read or write), traverses a different
set of domains. Figure 2.7|shows the domains within the host network for each
of the C2M and P2M read /write datapaths, with cores, peripheral devices, and
DRAM as endpoints and intermediate components (i.e., LFB, IIO, CHA, and
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C2M-Read Domain C2M-Write Domain

Peripheral

Figure 2.7: Domain-by-domain credit-based flow control in the host network. Different
shaded regions within each sub-figure depict independent domains within the host net-
work for respective C2M and P2M read /write datapaths. Data is transmitted between
the CPU/Peripheral and the DRAM by traversing each domain using an independent
credit-based flow control mechanism. The specific domain highlighted in color for each
datapath is particularly interesting: these are the domains that will turn out to be the
bottleneck within individual datapaths. Different domains can span different numbers
of hops, leading to different domain latencies. Further, the number of domain credits
(limited by the node marked as yellow) is also different for P2M vs C2M domains.

MC) as network nodes. We now discuss the four domains that turn out to be
the most important ones (in that, these will be the “bottleneck” domains in in-

dividual datapaths):

C2M-Read Domain: This domain spans all hops from LFB to DRAM. For
each request, credit is allocated at the LFB and replenished once the request

is serviced by DRAM and the data is returned to the LFB.

* P2M-Read Domain: This domain spans all hops from IIO to DRAM. For
each request, credit is allocated at the IIO and replenished once the request is

serviced by DRAM and the data is returned to the I1O.

¢ C2M-Write Domain: This domain spans only a single hop from LFB to CHA.
For each request, credit is allocated at the LFB and replenished once the re-

quest reaches the CHA.

* P2M-Write Domain: This domain spans two hops from IIO to MC. For each
request, credit is allocated at the IIO and replenished once the request reaches

the MC.
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Figure 2.8: Evidence for domains, and per-domain characteristics (a-d, left-right). All
y-axis values are on average. Discussion in

The maximum throughput (T) for any domain is bound by T < &% where C is
a constant representing the hardware-specific number of credits available to the
sender in the domain (in terms of cachelines), 64 is cacheline size in bytes, and
L is a variable representing the latency required to traverse all hops within the

domain. Each of these factors can be different depending on the domain:

Domain Credits (C). The number of credits for the C2M-Read and C2M-Write
domains is limited by the LFB size. The number of credits for the P2M-Write
domain is limited by the IIO write buffer size. The number of credits for the
P2M-Read domain is limited by the IIO read buffer size. For our servers, these

numbers are 10 — 12, ~92, and >164 cachelines, respectively.

Domain Latency (L). Different domains span a different subset of network hops;
this could result in different domains having different latencies for two reasons.
First, simply due to spanning a different subset of network hops, different do-
mains may have different unloaded latencies. Second, when C2M and P2M
traffic contend for host network resources, queueing at the contention point
may have different impact on different domains (only those domains are im-
pacted that contain the contention point). As a result, contention within the

host network may result in latency inflation for some domains but not others.

Given the number of credits and latency for a domain, the maximum through-
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put of that domain is given by the expression T' < as discussed above. The
overall end-to-end throughput of a particular C2M or P2M app is the minimum

throughput across all domains along the datapath for that app.

2.4.2 Evidence on domains and their characteristics

We now present evidence for domains and their characteristics, including a dis-
cussion of how we reverse-engineered several of the details by piecing together
information from processor manuals [100,(102] and conducting careful measure-

ments.

Measurement Methodology. We use the Intel uncore performance monitor-
ing counters [100] to capture average queue/buffer occupancy (O) and average
request arrival rate (R) metrics at different nodes in the host network. In partic-
ular, we program the counters so that their values are aggregated in hardware
every clock cycle and sample them at runtime in software every 1 second, which
entails very low overhead. To compute average latency, we apply Little’s law
on the measured O and R values (L = O/R). We use the umask and opcode
filtering capabilities of CHA counters to classify requests based on their source
(CPU/Peripheral) and type (read/write), allowing us to capture all the above

metrics on a per-domain basis.

C2M-Read. The C2M-Read domain spans all hops from LFB to DRAM because
an LFB entry (and corresponding credit), once allocated, is only freed (and cor-
responding credit replenished) once the memory read request is serviced from

DRAM and returned to the core to prevent duplicate memory requests to the
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same cacheline [102,211]. To validate this, we perform latency measurements
while running the C2M-Read workload (§2.2.1) with varying number of cores.
Figure shows the measured LFB latency (time between allocation and re-
plenishment of an LFB credit) alongside the CHA—DRAM read latency (time
taken for request to traverse from CHA to DRAM and for response to return to
CHA). As is evident from the figure, the LFB latency is always strictly greater
than the CHA—DRAM read latency. Further, the inflation in LFB latency from
1 to 6 cores near perfectly matches inflation in CHA—DRAM read latency. This
shows that the LFB latency is inclusive of the CHA—DRAM read latency, thus
providing evidence that the C2M-Read domain includes all hops until DRAM.
In all of our experiments, the maximum measured LFB occupancy is between
10 — 12 providing evidence that this is the number of domain credits (also cor-

roborated in [61]). The unloaded domain latency is ~70ns, as is evident from

the single-core data point in Figure [2.8(a)

C2M-Write. It is clear that the C2M-Write domain includes the LFB, the CHA
(since each domain must span at least two nodes), and that it does not include
DRAM (since writes are serviced to DRAM asynchronously [100]). The key
challenge lies in determining whether the MC is part of the domain. To do so,
we perform latency measurements while running the C2M-ReadWrite work-
load ( with varying number of cores. For this workload, the LFB latency
is equal to the sum of the C2M-Read and C2M-Write domain latencies (and thus
must be strictly greater than each of them). If the C2M-Write domain included
the MC, then the C2M-Write latency (and consequently LFB latency) would al-
ways be strictly greater than the CHA—MC write latency (time taken for the
request to traverse from CHA to MC). However, as shown in Figure the
CHA—-MC write latency can exceed the LFB latency (e.g., with 6 C2M cores),
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thus implying that the C2M-Write domain does not include the MC. Subtract-
ing the unloaded C2M-Read domain latency from the LFB latency at the single
core data point in Figure gives us an estimate of ~10ns unloaded latency
for the C2M-Write domain.

P2M-Write. To understand P2M-Write domain, we run a low-load P2M work-
load performing 4KB storage read requests with queue depth of 1, colocated
with C2M-ReadWrite workload. Figure shows the IIO latency (time be-
tween credit allocation and replenishment at IIO) alongside the CHA—MC
write latency. We make three observations. First, the unloaded domain latency
is ~300ns. Second, the IIO latency is always larger than the CHA—-MC write
latency. Finally, the inflation in IIO latency with increasing load near perfectly
matches the inflation in CHA—MC write latency (Figure[2.8(d)), indicating that
IO latency is inclusive of the CHA—MC write latency. This provides evidence
that unlike C2M-Write domain, P2M-Write domain includes the MC. To deter-
mine the P2M-Write domain credits, we run P2M-Write workload from
(which saturates PCle bandwidth), and apply maximum possible C2M load.
We find that IIO write buffer occupancy saturates at ~92, giving us the size of

the 11O write buffer.

P2M-Read. The P2M-Read domain spans all hops from IIO to DRAM because
PCle reads are non-posted transactions [168]—the IIO needs to wait until reads
are serviced from DRAM and data is returned before issuing PCle completion
and replenishing the credits. We were not able to measure IIO read buffer oc-
cupancy on our server (and consequently IIO read latency), thus precluding
us from determining the precise number of credits and unloaded latency of

the P2M Read domain. However, we obtain a lower bound on the P2M-Read
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Figure 2.9: Results for understanding quadrant 1 (a-d, top/left-right and e-g,
bottom/left-right). All y-axis values are on average. Discussion in

domain credits using measurements at the CHA (since the number of in-flight
P2M-Read requests at the CHA cannot exceed the P2M-Read domain credits).
By introducing C2M load colocated with P2M-Read traffic, we found that the
number of in-flight P2M-Read requests at the CHA saturates at ~164 cachelines,
providing evidence that the P2M-Read domain has a larger number of credits

than the P2M-Write domain.

2.5 Understanding contention regimes

We now provide an in-depth explanation for the two regimes observed in
using the lens of domain-by-domain credit-based flow control. We use the same
measurement methodology as in We observe no statistically noticeable
change in application performance when counter sampling is enabled. We dis-
able dynamic scaling of core frequency to avoid variation in measurements (we

observe less than 1.5% variation across all runs for all counters).
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2.5.1 Understanding the blue regime

We first focus on quadrant 1 (C2M-Read, P2M-Write) since it captures most of
the takeaways in terms of explaining the blue regime. For quadrant 1, we first
explain why C2M throughput degrades and then why P2M throughput does

not degrade.

C2M throughput degrades because domain credits are fully utilized and do-
main latency increases. Even when the C2M workload is run in isolation, the
corresponding domain credits are fully utilized. This is because each core can
issue instructions fast enough to keep the LFB full (e.g., a core with 3GHz fre-
quency can issue instructions every 0.3ns, which is more than two orders of
magnitude smaller than the minimum C2M-Read domain latency). As a result,
any non-zero increase in domain latency will result in throughput degradation.
Indeed, when the P2M workload is colocated, we observe 1.26 — 1.8x increase in
domain latency (Figure due to queueing at the MC (Figure since
DRAM is part of the C2M-Read domain. Interestingly, such queueing happens

far before memory bandwidth is saturated; we now explain this phenomenon.

Queueing at the MC before memory bandwidth saturation happens due to
a combination of two DRAM-level factors: (1) row misses and (2) load imbal-
ance across banks. Row misses result in processing delays at the banks (due to
precharge/activate operations), which must be completed before the data can
be accessed and transmitted over the memory channel. Even for a workload
with 100% row miss ratio, the bank-level processing delays can still be hidden
behind data transmission over the memory channel, if requests are load bal-

anced perfectly across the banks. If requests are perfectly distributed across N,
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banks, then the bank processing delay can be hidden/overlapped behind trans-
mission on the channel if fproc/Np < trrans, Where tpyo is the per-request bank
processing delay and frans is the per-request transmission delay over the mem-
ory channel. This condition holds for the DRAM modules in our setup, where
tproc & 45ns, Ny = 32, and tr,4,s = 2.73ns. In reality, however, load balancing is
far from perfect since memory addresses are mapped to banks through a static
hash function [177], which does not guarantee perfect load balancing [242]. As
a result, requests can be blocked on bank processing even when the memory
channel is idle, thus causing queueing even when channel capacity (i.e., mem-
ory bandwidth) is not saturated. We quantify row misses and load imbalance,

focusing on the single core C2M case in quadrant 1 next.

In the absence of P2M traffic, the row miss ratio for C2M-Read requests is
very low (< 4%, shown in Figure 2.9(c)). This is because of the sequential ac-
cess pattern resulting in a good row locality. Colocating the P2M workload
causes a significant increase in row miss ratio (up to 4x). This is because the
C2M and P2M workloads access different address spaces — intermixing them
reduces row locality, leading to a higher row miss ratio. While row miss ratio
also increases for C2M-only traffic from multiple cores since each core accesses
a different address space, colocating P2M traffic leads to a larger increase in row

miss ratio as is evident in Figure

To measure load distribution, we sample the number of read requests
mapped to each individual bank every 1000 requests’] Let the bank deviation of
a given sample be the ratio of the load of the maximally loaded bank to the av-

erage load across banks. Figure shows the CDF of bank deviation across

3For these measurements, we use a dedicated core that busy polls on MC hardware coun-
ters [[100]. Given constraints on the number of available hardware counters, we focus on 4 banks
within a single DRAM module.
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10000 samples. We see significant load imbalance, both with and without P2M
traffic — the bank deviation is > 1.5x in 50—-70% of samples and > 2x in as many
as 13 —22% of samples (although there is load imbalance even when C2M is run
in isolation, it is not a problem since the row miss ratio is very low causing bank

processing delays to be negligible).

Returning to our main discussion, P2M traffic observes different behavior
compared to C2M traffic in quadrant 1 due to differences in: (1) domain latency

and (2) domain credits.

Write domain does not include execution latency of DRAM, leading to
smaller latency inflation relative to reads. Unlike the C2M-Read domain,
where queueing at the MC leads to domain latency inflation, since the P2M-
Write domain does not include traversing DRAM, its domain latency only in-
creases when the MC write queue becomes full. As shown in Figure the
fraction of time the WPQ is filled is near zero when P2M-Write is colocated with
a single C2M-Read core. Thus, there is no domain latency inflation for P2M-
Write (Figure 2.9(e)). With increasing C2M cores, while we see a small increase
(< 25ns) in domain latency for P2M-Write (Figure[2.9(e)), it is smaller than what
is seen for C2M-Read. This is because the WPQ starts to get filled up occasion-
ally (< 30% of the time), as shown in Figure

P2M domain can tolerate latency inflation due to availability of spare domain
credits. Increased P2M-Write domain latency, however, does not lead to a re-
duction in P2M throughput. This is because, unlike C2M-Read, when the P2M
workload is run in isolation, domain credits are not fully utilized (as described
in §2.4, unloaded P2M-Write domain latency is ~300ns; therefore, to saturate
PCle bandwidth of ~14GB/s, ~65 credits are needed which is smaller than the

44



With P2M —e—  Without P2M —=— Without P2M —— With P2M Without I/O ——=1  With /O Observed E==3 Limit s

200 30 40
25 E

20 30

20
10 E

5 10

0 0

150
100 4
1 2 3 4 5 6 1 2 3 4 5 6 1 2 3 4 5 6

50
No. of C2M cores No. of C2M cores No. of C2M cores 0. of C2M

o o

No. of in—-flight
P2M reads

C2M Latency (ns)
RPQ O(:;upancy
Row Miss Ratio (%)
2888838

0 e O O O
12 3 5 6

4
cores

Figure 2.10: Results for understanding quadrant 2 (a-d, left-right). All y-axis values are
on average.

With P2M —e—  Without P2M —=— Without P2M ——— With P2M e Without I/O ——=  With /O mmmm Observed ==  Limit ===

400 50 40 200
300 ‘3‘8 5 30
200 0 g 2
100 ¢ 10 10 ﬂ
0 o =m0l ﬂ
12 3 4 5 6 12 3 4 5 6 12 3 4 5 6 1 2 3 4 5 6
C S

0
No. of C2M cores No. of C2M cores No. of C2M cores 0. of C2M

P2M reads

No. of in—flight

RPQ Occupancy
Row Miss Ratio (%)

C2M Latency (ns)

o 2 a
o o S o
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~92 available credits). P2M throughput degrades only after domain credits are
exhausted. Indeed, we see a slight increase in domain credit utilization with
increasing C2M cores, but it is well below the maximum limit (Figure [2.9(g)).
Therefore, the P2M-Write domain is able to maintain enough in-flight write re-

quests to mask the latency inflation and thus avoid throughput degradation.

Our explanation of quadrant 1 generalizes to quadrants 2 and 4. The corre-

sponding measurements are shown in Figure and Figure

In quadrant 2, similar to quadrant 1, we observe C2M throughput degrada-
tion before memory bandwidth saturation. This is again due to a combination
of row miss ratio increase (Figure and bank load imbalance leading to
queueing at the memory controller (Figure 2.10(b)), causing domain latency in-
flation (Figure and ultimately C2M throughput degradation. P2M traf-
fic in Quadrant 2 performs reads, and thus observes latency inflation due to
queueing at the memory controller, similar to C2M (since the P2M-Read do-
main includes DRAM). Yet, its throughput does not degrade because there are

enough spare domain credits available that allow it to tolerate inflation in do-
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main latency. Moreover, the spare credit capacity is even larger for the P2M
read domain (§2.4)—we observe that the number of in-flight P2M readd”is far

below this limit even with the maximum number of colocated C2M cores (Fig-

ure [2.10(d)).

In quadrant 4, C2M throughput degrades even though memory bandwidth
is not saturated due to the same reason as in Quadrants 1 and 2—latency infla-
tion (Figure due to queueing (Figure caused by a combination
of an increase in row misses (Figure and load imbalance across banks.
P2M throughput does not degrade for the same reason as in Quadrant 2—there
are enough spare domain credits to tolerate the domain latency inflation—the
measured number of in-flight P2M reads is well below the credit limit even with

the maximum number of C2M cores (Figure 2.11(d)).

“We were not able to directly measure the 11O read buffer occupancy. Instead, we measure
the number of in-flight P2M read requests at the CHA which is a lower-bound on the total
number of in-flight requests in the P2M Read domain.
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2.5.2 Understanding the red regime

We now turn our attention to quadrant 3, where both C2M and P2M observe
throughput degradation. Before diving deep, we first briefly revisit the obser-
vations in quadrant 3 bearing similarities to §2.5.1]

With 2 or fewer C2M cores, similar to quadrant 1, C2M throughput degrades
even before memory bandwidth is saturated (Figure[2.3). We see a similar trend
of increase in row miss ratio when P2M is colocated with C2M (Figure ;
this, in combination with load imbalance across banks, results in queueing at
MC before memory bandwidth is saturated (Figure 2.12(b)). While there is a
small (~20 — 30ns) inflation in P2M-Write domain latency (Figure 2.12(d)), akin
to quadrant 1, there is no P2M throughput degradation due to spare domain
credits (Figure 2.12(f)).

With 3 or more C2M cores, when memory bandwidth becomes saturated, we
observe two new trends in this quadrant (. First, from 3 to 4 C2M cores,
we observe C2M antagonize P2M (i.e., reduction in C2M throughput degrada-
tion coupled with a large increase in P2M throughput degradation). Second,
beyond 4 C2M cores, the rate of degradation of P2M throughput reduces with
increasing C2M cores. We now discuss the underlying reasons for both obser-

vations.

Backpressure from MC impacts P2M-Write domain but not C2M-Write do-
main, leading to throughput degradation for the former. When memory band-
width is saturated, unlike in quadrant 1 (Figure 2.9(f)), the MC write queue gets
filled up persistently (75% of the time with 3 C2M cores, and nearly all the time
with 4 or more C2M cores; Figure 2.12(e)), thus leading to backpressure and
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causing a backlog of writes at the CHA. Interestingly, this only impacts the P2M
workload, but not the C2M workload, even though both are performing writes.
This is because the P2M-Write domain spans the MC while the C2M-Write do-
main does not ( ; therefore, backpressure from the MC results in domain la-
tency inflation of the P2M-Write domain but not C2M-Write domain. From 3 to
4 C2M cores, due to backlogging of writes, P2M-Write domain latency increases
by 1.5x (Figure and results in significant P2M throughput degradation
since the domain credits are fully utilized (Figure 2.12(f)). The C2M workload
(C2M-ReadWrite), however, is only bound by C2M-Read domain latency (as
C2M-Write domain latency does not increase) which only increases by ~12%
(Figure since reads are not impacted by write backlogging as they can
be processed concurrently at the CHA even when writes are blocked. As a re-

sult, C2M’s share of memory bandwidth increases while P2M’s share reduces.

Backpressure from CHA impacts both C2M and P2M domains, leading to in-
creased degradation for both. As the write backlog at the CHA continues to
increase with increasing C2M load, we observe a new phenomenon that is ev-
ident beyond 4 C2M cores: CHA begins to apply backpressure due to limited
buffering resources. The trend in Figure provides evidence of this—the
average RPQ occupancy saturates beyond 4 C2M cores (and is lower than the
corresponding without P2M values), showing that the number of in-flight read
requests from the CHA to the MC has been capped despite the total number
of in-flight read requests increasing with more C2M cores. This indicates that
some requests are getting blocked at the cores even before being admitted into
the CHA—a result of backpressure from the CHA. Under CHA backpressure,
write backlogging no longer has a one-sided impact on the P2M domain. La-

tency inflation is now primarily determined by delay in admitting requests into
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the CHA itself, which impacts both C2M and P2M domains. We see a roughly
equitable increase in domain latency (~50ns) when going from 5 — 6 cores for
both the C2M and P2M domains, thus leading to a relative stabilization of their
memory bandwidth shares (Figure[2.3).

2.6 Quantitative validation

In we identified the root causes for performance degradation due to inter-
play between processor, memory, and peripheral interconnects, based on cor-
relations with measurements from nodes in the host network. This, however,
does not imply that these are the only factors impacting performance degrada-
tion. To close this gap and further validate our understanding, we now connect
these measurements to the observed end-to-end throughput degradation. To
this end, we develop an analytical formula that captures the average memory
access latency observed by C2M/P2M traffic (which then directly connects to
throughput using Little’s law). Our analytical formula focuses on queueing de-
lay at the MC (for reads) and at the CHA (for writes). While, in theory, there can
be queueing delay at other points in the host network (e.g. in cache controllers,
within the processor interconnect, etc.), we demonstrate that queueing delay at
these other points contributes minimally to end-to-end latency (our analytical
analysis captures end-to-end performance to a high degree of accuracy across
all evaluated workloads). We first describe our analytical formula, following

which, we present results of applying it to the four quadrants.

In designing our analytical formula, we exploit the insight that since we are

analyzing latency for the purpose of understanding average throughput, we
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can focus on average-case behavior across a large number of memory requests
rather than on individual request dynamics, which are difficult to capture. Be-
fore describing the analytical formula, we highlight that it is not designed to
be perfect—it does not capture all the intricacies of DRAM operation, includ-
ing out-of-order request scheduling, resource contention at some levels of the
DRAM hierarchy (e.g., ranks and bank groups), low-level hardware optimiza-
tions (e.g., opportunistic processing of memory writes by Intel memory con-
trollers while in read mode [200]), and a subset of DRAM timing constraints
(e.g., write recovery delays, rank-level timing constraints, etc.). Despite its rel-
ative simplicity, as we will demonstrate, it still captures latency inflation to a

reasonable degree of accuracy (within ~ 10% error) in most evaluated scenarios.

We first build the analytical expression for read domain latency following

which we discuss write domain latency.

Read Domain Latency. Our formula for read domain latency (Figure
is applicable to both the C2M-Read and P2M-Read domains. As motivated
at the start of the section, we focus only on the average queueing delay for
reads (QDreaq) at the MC. Therefore, we abstract away all latency in the end-
to-end datapath other than QD,.q into a constant (Constant,..q). Naturally,
Constant,e,q is different for the C2M-Read and P2M-Read domains since they
have non-shared hops in their datapaths (§2.4). OD;c.q is expressed as a sum
of four additive components. The first three components capture the average
delay for a given read request to reach the top of the RPQ (thus, they are all a
function of the average RPQ occupancy Orpg), and the last component captures
the additional delay that a request incurs after reaching the top of the queue be-

fore it is issued to DRAM. We now describe each of the individual components:
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* Switching Delay: This component captures the average time a given read
is blocked due to write-to-read switching delay (fwrr). Since we focus on
average case behavior, we can compute the total switching cost over a large
number of switches (#switches) and average it over a large number of reads

(lineSeaq)-

* Write Head-of-Line Blocking: This component captures the average time for
which a read is blocked because the channel is currently in write mode and
cannot issue reads. Average case analysis allows us to compute the total time
spent in write mode over a long time window (lineSyritten X fTrans) and average

it across a large number of reads (lineseaq).

* Read Head-of-Line Blocking: A given read request has to wait for the requests
before it (Orpg — 1 on average) in the RPQ to get transmitted on the memory
channel. In reality, while the MC may schedule requests out-of-order to max-
imize utilization, our evaluation of the formula indicates that this has very

little impact, if any, on the end-to-end latency for the workloads we focus on.

* Top-of-queue delay: Even after reaching the top of the RPQ, a request might
still have to wait for activate/precharge operations to complete before it is

issued to DRAM. To capture this, we compute the total cost of activate and

conflict
Eread

precharge operations (#ACT eaq X tacT and #PR x tpre) and average them

across a large window of requests (linesye,q).

Write Domain Latency. Writes require slightly different analysis than reads,
since writes do not have to wait until they are processed to DRAM. For the P2M-
Write domain, they are completed upon admission into the MC WPQ. Thus,
P2M-Write domain latency only inflates when the WPQ is filled, at which point

requests will have to wait until they are admitted (admission delay AD;yrite).
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Analytical Formula Inputs
PEVJDQ Probability that WPQ is full
Nwaiting # write requests awaiting WPQ ad-
mission
#switches # switches between read and write
mode
lineSyead /write | # cachelines read / written
OrpQ Average RPQ occupancy
PREﬁggg}f,tvrite # precharges due to row conflicts
for reads / writes
ACT ead/write | # activations for reads / writes

Table 2.2: Inputs to the formula for computing latencies for C2M and P2M read /write
domains.

Lf,fad = Constantyeaq + ODread (Average read latency)
#switches
D, =0 B Switching Dela
ODread = OrrQ Tnesg  WIR ( g Delay)
lines,y
+ ORPQ * T - fTrans (Write HoL blocking)
lines ead
+(OrpQ = 1) * ITrans (Read HoL blocking)
#ACTread #PREESz?dﬂ <
+——— tacT+ ——— tprRe  (Top-of-queue delay)
lineSread lines;eaq

Figure 2.13: Read domain latency components (inputs defined in Table FWTR, !Trans
(transmission delay: time taken to transmit a single cacheline over the memory channel
in either direction), ract (frcp) and #prg (frp) are standard DRAM timing constraints).

Lzrite = Constantyyite + ADyrite (Average write latency)
WP
ADyyite = P, fill Q. Xuwrite
#switches o
Xuwrite = waiting * 1— * IRTW (Switching Delay)
INESyyritten
lines
+ Nwaiting * .—read * ITrans (Read HoL blocking)
hneswritten
+ (V; waiting ~ 1) - tTrans (Write HoL blocking)
conflict
#ACTwrite #PREwrite
- IaAcT+ 7——— ‘" IPRE (Top-of-queue delay)
lineSyritten linesyritten

Figure 2.14: Write domain latency components (inputs defined in Table 'WTR, ITrans
(transmission delay: time taken to transmit a single cacheline over the memory channel
in either direction), ract (frcp) and #prg (frp) are standard DRAM timing constraints).
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Our write domain latency formula (Figure captures ADyuit via (1) the
probability that a request is blocked due to the WPQ being full (Pg\l}PQ) and (2)
the average waiting time for a request when the WPQ is full (Xirite). FOr Xyrite,
we use an expression analogous to read queueing delay, with the parameters
for reads/writes swapped (since the corresponding components for write pro-
cessing are exactly the duals of those for reads), and using Ny.iting, the average
number of writes (both C2M and P2M) waiting to be admitted into the queue,
instead of Ogpg (since admitting Nyaiting requests requires processing an equal
number of writes to make space in the queue). Unlike P2M writes, C2M writes
do not have to wait until they are admitted to the MC. We do not capture in-

flation of C2M-Write domain latency and assume it to be a constant. We later

discuss the implications of doing so.

All formula inputs can be captured or derived using programmable uncore
performance counters available on Intel servers [100] using the same measure-
ment methodology as We use MC counters to capture all the inputs except
Nyaiting- FOT Nyaining, We use counters from the CHA, since this is where requests

are backlogged when the MC write queues are full [100].

Applying the formula. We set Constant,cqq)wrie based on unloaded latencies of
domains (§2.4.2). For any given experiment, we then apply the formula using
the measured inputs to obtain the average domain latency. Depending on the
workload, we use either the read or the write domain latency expression. For
C2M/P2M-Read, we use the read latency expression. For P2M-Write, we use
the write latency expression. For C2M-ReadWrite, we use the C2M-Read latency
plus a constant (to account for C2M-Write). After obtaining average domain

latency (L), we compute estimated throughput using the expression in
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Figure 2.15: Accuracy of the analytical formulae: (top) Error in the formula’s estimate
of C2M throughput for quadrants 1, 2, 4. (bottom) Error in the formula’s estimate of
C2M and P2M throughput for quadrant 3 (both with/without adding CHA admission
delay). Positive values indicate overestimation, and negative values indicate underes-
timation.

Formula accurately captures end-to-end throughput. Figure shows the er-
ror in the formula’s estimate of throughput in all the quadrants from §2.2.1] The
formula captures throughput for the C2M workload (which is what degrades)
within 10% error for all data points in quadrants 1, 2, and 4. For quadrant 3,
with 4 or fewer cores, the error for both C2M/P2M is within 10%. However,
beyond 4 C2M cores, the error increases (especially for C2M throughput). This
is because our formula currently does not account for admission delay to the
CHA, which manifests when CHA buffers get filled up as is the case for quad-
rant 3 with 4 or more C2M cores and causes latency inflation for both C2M and
P2M domains (§2.5.2)—as a result, the formula underestimates latency leading
to overestimation of throughput. When we add the measured CHA admission

delay from the testbed to the output of the formula, the error reduces to < 10%

for all data points, thus validating our understanding.

Breakdown of formula components. Figure presents the breakdown of

queueing delay into each of the individual formula components for all of the
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Figure 2.16: Breakdown of analytical formula components (a-c, top/left-right, d-e,
bottom /left-right) (a, b, c) Breakdown of formula components for C2M in quadrants
1, 2, and 4 respectively; (d, e) Breakdown of formula components for C2M and P2M
along with CHA admission delay in quadrant 3.

quadrants. For quadrant 1, with a single C2M core, WriteHoL is the dominant
contributor. With increasing C2M cores, both WriteHoL and ReadHoL increase.
Quadrant 2 has a larger Read HoL component due to higher average read queue
occupancy, but it has no Write HoL component because there are no writes. In
quadrant 4, ReadHoL is the dominant contributor for all data points. In quad-
rant 3, for C2M, WriteHoL is the dominant contributor up to 4 C2M cores, be-
yond which CHA admission delay starts to dominate. For P2M, WriteHoL is the

dominant factor until 3 C2M cores, after which ReadHoL becomes dominant.

2.7 Related work

We discuss the most closely related prior works in the context of our study.

C2M/P2M Contention. Recent works from Google [3] and Alibaba [138] have

reported the impact of C2M/P2M contention. The common observation in both
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of these works is that when host memory bandwidth is bottlenecked, C2M
antagonizes P2M bandwidth. Our characterization captures this performance
degradation regime, and our analysis explains the core underlying microarchi-
tectural reason for this behavior. DDMA [131] considers the C2M/P2M con-
tention problem with great prescience. However, it does not provide an in-
depth study of the problem and does not capture the trends observed recently
in datacenters. The authors present an interesting architecture to isolate C2M
and P2M traffic. However, it requires specialized Dual Data-Port DRAM which

is not deployed in datacenters today, thus limiting its practical applicability.

Multi-core Memory Scheduling. Our work is complementary to the large body
of literature on memory scheduling for multi-core architectures [64,80, 108,122,
123,|158,(159, 1615163, 166,[205-207]] which focus on C2M-only traffic. It would
be interesting to explore extensions of these works while taking P2M traffic into
account. Intel MBA [90] enables controlling memory bandwidth allocation for

applications running on CPU cores, but does not take P2M traffic into account.

Memory scheduling for heterogeneous systems. There have been some works
on memory scheduling for heterogeneous architectures [21}(112,[117]. These
works primarily focus on the setting of CPU cores and GPUs integrated into
the same chip. Although these works target a different context than ours, their
ideas and mechanisms could be leveraged for better scheduling of C2M/P2M
requests in the datacenter context. For instance, it may be possible to leverage
the scheduler architecture proposed in [21] to efficiently implement prioritiza-

tion policies between C2M/P2M traffic.

DRAM Latency Analysis. Prior work [40,41] extensively analyzes DRAM ac-
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cess latency when there is no contention. Our work is focused on analyzing
memory access latency when there is C2M/P2M contention in order to explain
the observed throughput degradation trends. There has been a lot of work on
modeling DRAM behavior. While most of these works [6,46,224,236] focus
on capturing saturation bandwidth, ANATOMY [88] proposes a queueing the-
oretic model for DRAM latency. Our work is orthogonal to these efforts — we
do not try to analytically model DRAM — instead, our analytical formula (§2.5)
simply connects low-level measurements on the testbed to the observed latency

inflation.

Cache contention and DDIO. Since we focus on memory contention, our work
is complementary to prior work that addresses LLC contention between CPU
cores [107,108,]116,120,/167,[169], works that analyze DDIO [35,|67,226], works
that optimize DDIO usage for specific use cases [66,137,149,210], and works that
propose DDIO improvements [9]. Recent work [237] which studies the impact
of LLC contention between CPU cores and Peripheral devices is the closest to
our study in this domain. The observations in this work are complementary
to ours. For instance, it shows that the performance of LLC-bound workloads
running on CPU cores can be significantly impacted by Peripheral traffic with
DDIO due to contention for LLC capacity. We show that even for non LLC-
bound workloads, DDIO can amplify performance degradation due to memory

contention.

57



2.8 Implications for the rest of the thesis

We have presented a conceptual abstraction of domain-by-domain credit-based
flow control that precisely captures the interplay between processor, memory,
and peripheral interconnects within the host network. Using this abstraction,
we have built an in-depth understanding of contention within the host network
and its impact on application performance reported by previous studies, as well
as identified new, previously unreported, regimes of contention within the host

network.

Chapter 3| builds on the measurement methodology introduced in this chap-
ter to extend understanding of the host network to more recent processors with
chiplet-based architectures and cache-coherent interconnects for memory dis-
aggregation such as CXL. Our analysis in this chapter revealed that memory
interconnect contention can impact application performance far before memory
bandwidth is saturated (§2.2), due to memory access latency inflation (§2.5).
Chapter [ builds on this observation to propose memory access latency as a uni-
tying lens for OS memory management over cache-coherent interconnects. In
doing so, Chapter[d]leverages the relationship between memory access through-
put and memory access latency enabled by the flow-control lens (§2.5), to estab-
lish a principle for data placement across local and disaggregated memory. Fur-
thermore, Chapter (4| also builds on the understanding of host architecture and
measurement methodology introduced in this chapter to design an efficient and
accurate mechanism for measuring the real-time access latencies of local and

disaggregated memories.
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CHAPTER 3
UNDERSTANDING CACHE-COHERENT INTERCONNECTS FOR
MEMORY DISAGGREGATION

In this chapter, we first extend the background on host architecture and in-
terconnects provided in Chapter 2 to include chiplet-based architectures and
cache-coherent interconnects for memory disaggregation such as CXL (§3.2).
Next, we build an in-depth understanding of CXL latency (§3.3) and bandwidth
(§3.4) properties. We then characterize the impact of data placement across local
and (CXL-exposed) disaggregated memory on application performance (§3.5).
Finally, we discuss related work (§3.6) and the implications of this chapter to
the rest of the thesis (§3.7).

3.1 Overview

The feasibility of memory disaggregation critically depends on its impact on
application performance. While memory disaggregation over cache-coherent
interconnects minimizes overhead by obviating the need for software-level in-
terposition in the critical path (§I)), the optimal placement of data across local
and disaggregated memory and the resulting application performance depend
on the latency and bandwidth characteristics of the cache-coherent interconnect
used for memory disaggregation (relative to the latency and bandwidth charac-

teristics of the traditional DDR memory interconnect).

CXL has emerged as the de facto standard cache-coherent interconnect for
memory disaggregation on CPUs. It is supported on all recent Intel and AMD

processors, and has been deployed at scale in both Microsoft Azure [156] and
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Meta [79]. Prior works [57,79,[141,208] have extensively characterized latency
and bandwidth characteristics of real CXL hardware and their impact on appli-
cation performance. However, they lack an in-depth understanding of the root

causes of observed CXL latency overheads and/or bandwidth inefficiencies:

¢ In recent processors with state-of-the-art CXL devices, the end-to-end un-
loaded latency of CXL memory accesses has been reported to be ~2x
higher than that of local DDR memory access latency (adding ~100—130ns
of additional latency) [57,79,/141,208,246]. Conceptually, CXL is expected
to have higher latency due to it being a serial interconnect as opposed
to a parallel interconnect like DDR. However, this does not satisfactorily
explain the observed latency overheads in real CXL hardware. First, elec-
trical models and hardware IP measurements [194] suggest that CXL (de-
)serialization incurs a round-trip latency overhead of 42 — 50ns which is
significantly smaller than the end-to-end CXL latency overhead observed
in practice. Second, serial memory interconnects such as OMI [54] have re-
ported end-to-end memory access latency overheads as small as 10ns [45],

which begs the question of how fundamental CXL latency overheads are.

* Recent work [141] reports that CXL introduces higher and “unstable” tail
memory access latencies. While the authors speculate that this may be
caused by CXL flow control, thermal management or memory controller

inefficiencies, the underlying root cause remains unknown.

¢ Many prior CXL bandwidth measurements use either only a small sub-
set of available PCle lanes on the processor [141], not fully mature CXL
memory controller implementations [208] or older generation DDR mem-
ory channels and modules [79]. This leaves a gap in our understanding of

CXL's peak memory bandwidth capabilities.
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Building systems software and hardware for memory disaggregation in the
absence of an in-depth understanding of CXL performance is far from ideal be-
cause it risks misinformed and shortsighted design decisions. For example, de-
spite the lack of in-depth understanding of CXL latency overheads, some have
gone as far as to use this as a reason to argue against the feasibility of CXL-based

memory disaggregation altogether [135].

In this chapter, we advance the status-quo of CXL performance understand-
ing. We characterize the latency and bandwidth of CXL memory accesses in a
recent processor (Intel Granite Rapids) with two commercially available state-
of-the-art CXL devices. What differentiates our analysis from prior work is that
we measure one level deeper. First, to differentiate between CXL overheads
originating in the CXL device or memory controller and those within the pro-
cessor, we use a PCle/CXL analyzer that allows us to interpose on CXL memory
requests and responses as they traverse the CXL link between the processor and
the CXL memory device. Second, we infer a finer-grained understanding of
overheads within the CXL memory controller by measuring differences in per-
formance characteristics of requests of different types (read, write, link layer
retry) that traverse different subsets of the internal CXL memory controller dat-
apath. Third, to gain further insight into CXL overheads within the processor,
we reverse engineer the datapath and routing of CXL memory requests within
the processor (between the CPU core issuing the memory request and the pro-
cessor root complex). In combination, this allows us to obtain finer-grained
breakdowns of CXL memory access latency at both the average and tails and
characterize CXL bandwidth efficiency. Finally, we connect CXL latency and
bandwidth characteristics to application-level performance as a function of data

placement across local and CXL-attached disaggregated memory. Overall, our
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analysis both corroborates and complements prior observations (by providing
deeper understanding) as well as course-corrects and clarifies misconceptions.

Our key takeaways are the following;:

¢ CXL latency overheads are not merely due to (de-)serialization costs, but
also due to poor interplay between CXL and existing processor inter-
connect locality abstractions: For the CXL device with the smallest av-
erage latency (under single in-flight request) that we study, we find that
CXL-related overheads within the device account for only 45% of end-
to-end CXL latency overhead (31% from serialization, deserialization and
protocol processing, 14% from multiplexing requests from CXL ports to
DDR channels). The remaining latency overhead originates from within
the processor, between the processor core and root complex. We find that
more than half of this overhead (30% of end-to-end latency overhead) is
due to poor interplay between CXL and existing processor memory local-
ity abstractions. In modern processors, cores and CHA / L3 cache slices
are distributed across multiple chiplets. For local DDR memory accesses,
the processor allows localizing mappings of physical addresses to CHA
/ L3 cache slices within the same chiplet. However, for CXL memory
accesses, the physical address space of even a single device is scattered
across all chiplets; as a result, even if a processor core is physically close to
the root complex, a memory request that gets mapped to an L3 cache slice
on a faraway chiplet incurs latency overhead of one or more cross-chiplet

crossings before it can reach the root complex and traverse the CXL link.

¢ CXL-induced tail latencies are a myth: We find that P99 and P99.9 tail la-
tencies under single in-flight request are not an artifact of CXL, but rather

a fundamental property of DRAM itself. Indeed, careful measurements
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reveal similar tail latency inflation even for local DDR memory accesses.
Using a DRAM analyzer, we further validate that this tail latency infla-
tion (observed for both local DDR and CXL) is because of periodic DRAM

refreshes which block memory accesses while they are being processed.

Do not underestimate CXL bandwidth capabilities: We find that read-
only CXL memory traffic is able to achieve 81% of the theoretical max-
imum unidirectional PCle bandwidth, with the remaining gap being ex-
plained by header and flit framing overheads. Read-write traffic over CXL
is able to simultaneously utilize both directions of the PCle link, while
over DDR it is limited by being able to transmit in only one direction at
any point of time. Although aggregate memory bandwidth over CXL is
comparable but smaller than memory bandwidth over DDR in absolute
terms, we find that CXL achieves 2.91x and 4.49x higher bandwidth per

processor pin for read-only and read-write traffic respectively.

Offloading data to CXL-attached disaggregated memory can improve
application performance: Discussions around memory disaggregation
often focus on quantifying the degradation in application performance
caused by disaggregating memory. We find that offloading data to CXL-
exposed disaggregated memory can actually improve application perfor-
mance by up to 78%. This is because, under multiple in-flight requests,
DDR access latency can increase by up to 4.8x the DDR latency under sin-
gle in-flight request, due to interconnect contention, causing it to exceed
the minimum CXL access latency by up to 2.14x. In such a regime, of-
floading data to CXL reduces the load on the DDR memory interconnect—
thereby reducing its access latency—and improving application perfor-

mance by leveraging the additional bandwidth offered by CXL.
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3.2 Background on emerging host architectures and cache-

coherent interconnects

Brief background on CXL interconnect. CXL is an industry standard intercon-
nect protocol designed to enable a number of use cases including memory ca-
pacity /bandwidth expansion, memory disaggregation and finer-grained com-
munication between processors and accelerators [57]. The protocol is organized
into three layers. At the physical layer, CXL uses the PCle Gen 5 physical layer.
The link layer is a custom layer that provides credit-based flow control and
reliability. At the transaction layer, different transaction layer protocols serve
different use cases; here we focus on CXL.mem, which enables processors to ac-
cess external memory through standard load and store instructions in a cache-
coherent fashion. Furthermore, we focus on CXL devices that do not internally
cache data (also called “Type 3” or memory expansion devices). A CXL.mem
read transaction consists of a request from host to device (M2S Req) carrying
the address, to which the device replies with the requested cacheline data (S2M
DRS). A write transaction consists of a request from host to device (M2S RwD)
carrying the address and cacheline data, to which the device replies with a com-
pletion (S2M NDR) [57]. Requests may also carry an optional metadata value,
that the host can ask the device to store alongside the cacheline and return on
subsequent requests, which is useful for storing coherence-related state (e.g., di-

rectory information).

Granite Rapids host architecture: Chiplets and CXL integration. The high-
level architecture of a Granite Rapids host, illustrated in Figure is similar to
that discussed in §2.3] The key differences are (1) a chiplet-based architecture,
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Figure 3.1: Architecture of CXL-enabled Intel Granite Rapids processor and datapath of
DDR and CXL memory requests. The figure illustrates a single processor socket drawn
twice: (left) shows CHA address mapping and datapath for DDR requests (right) shows
CHA address mapping and datapath for CXL requests.

leading to a processor interconnect with deeper topology, and (2) the integra-
tion of CXL. Chiplet-based architectures enable scaling to larger core counts by
distributing cores across multiple interconnected dies within each socket. In
the remainder of our discussion, we use the terms chiplet and die interchange-
ably. A single socket of a Granite Rapids host has 3 compute dies and 2 IO dies.
Each compute die contains processor cores, LLC/CHA slices and DDR mem-
ory controllers, all of which are interconnected by an on-die mesh interconnect.
Each IO die contains a root complex which connects to PCle lanes (to connect
to traditional peripheral devices and /or CXL devices) as well as inter-socket in-
terconnect lanes and corresponding controllers. Disaggregation of the compute
and IO dies enables larger beachfront for IO pins—the IO dies are sized to have
smaller area and thus have larger perimeter per-unit area. The compute and 10
dies are interconnected sequentially, as shown in the figure, using proprietary
inter-chiplet interconnect links. A CXL memory device (a device which exposes

memory to the processor over the CXL protocol) can be attached to the root
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complex via PCle lanes; there is a “CXL port” within the root complex which
implements the CXL link and transaction layers. Both DDR and CXL memory
are mapped into disjoint regions of the host physical address space The CHA
is responsible for routing memory requests based on physical addresses; each

CHA slice owns a disjoint subset of physical addresses.

Datapath of memory requests: DDR versus CXL. We now describe the data-
path of memory read requests as illustrated in Figure our focus here is on
memory requests originating from processor cores (i.e., C2M requests). A re-
quest first goes from the core to a CHA slice, routed to the slice based on its
physical address. Depending on the physical address, the CHA then routes it
based on whether it maps to DDR or CXL memory. If it is a DDR request, it is
forwarded to a DDR memory controller, which processes it as usual and returns
the response; the response can be sent directly to the core via an optimization
called D2C which is designed to minimize latency (a notification/ack is also
sent to the LLC/CHA slice concurrently so that state can be cleared; the coher-
ence protocol takes care of conflicts; we do not know the details). If it is a CXL
request, it is forwarded to the root complex on the IO die; it goes through the
CXL protocol stack within the root complex and over the CXL/PCle link to the
CXL memory device; it then goes through the CXL protocol stack within the
CXL port on the device-side and is forwarded to one of the memory channels,
where DRAM access happens and the response is returned; the response goes

from the root complex directly to the core (via D2C).

CHA address mappings. The mapping of physical addresses to CHA slices is

!Intel Granite Rapids processors also support an optional feature called Flat Memory Mode
where DDR memory acts as a transparent hardware-managed cache backed by CXL mem-
ory [246]. This is outside the scope of our analysis.
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done using proprietary hash functions. We reverse-engineered these address
mapping functions to understand how DDR and CXL memory requests are
routed within the processor (details in §3.3). To enable localized routing of
memory requests, the processor supports a feature called Sub-NUMA Cluster-
ing (SNC). When this is enabled, addresses corresponding to a given DDR chan-
nel are mapped to only CHA slices local to the compute die to which the DDR
channel is attached. As illustrated in Figure this ensures that DDR memory
accesses do not incur any die-to-die crossings, thus minimizing access latency
(at the cost of reduced available L3 cache capacity). CXL address mappings, on
the other hand, do not interplay well with SNC. The addresses corresponding
to a given CXL device are distributed across all CHA slices across all compute
dies. Consequently, as illustrated in Figure CXL memory requests can incur
up to 4 additional die-to-die crossings in the worst-case. This results in higher
average memory access latency for CXL requests while also providing higher
accessible L3 cache capacity. In the DDR case, one can choose between lower
memory access latency or higher L3 cache capacity (by enabling or disabling
SNC). However, for CXL, this trade-off is fixed. We discuss the performance
implications of this design decision in

Inside a CXL memory controller / device. Figure illustrates a model of
the internal architecture of a CXL memory device. The CXL port implements
the PCle PHY and the CXL link and transaction layer processing. An inter-
nal interconnect maps CXL requests to memory channels. For DRAM access,
assuming the DRAM memory is exposed via DDR, each channel has a mem-
ory controller (MC) that implements DRAM access and scheduling; similar to
a standard memory controller (§2.3), it has separate queues for read and write

requests.
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3.3 Understanding latency

Unlike traditional DDR-attached memory, the access latency of CXL even un-
der single in-flight memory request (i.e., the minimum hardware latency) is not
well understood. In this section, we study the access latency of memory read
requests under single in-flight request over CXL (relative to DDR). We consider
both average access latency and tail latency. provides insights into access
latency under multiple in-flight requests. Before presenting our results, we first

discuss our experimental setup and measurement methodology.
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Testbed. We use a dual socket server with Intel Granite Rapids (GNR-AP) pro-
cessors. Each socket has 96 cores and 120 CHA slices distributed evenly across 3
compute dies (2.6GHz core frequency and 480MB total L3 cache capacity). Each
compute die has 4 DDR5 6400MHz channels with single attached DRAM mod-
ule. All experiments are run on single socket. Power saving features are turned
off to enable deterministic measurement (latency-optimized mode). We use two
commercially available CXL memory devices which we refer to as CXL-A and
CXL-B. CXL-A has an x16 CXL interface and 2x DDR5 5600MHz channels. CXL-
B has an x8 CXL interface and DDR4 memory channels. Unless otherwise spec-

ified, we enable SNC to minimize memory access latency.

We use a Teledyne LeCroy T516 PCle Gen 5 analyzer with CXL support,
attached via an interposer, to gain a point of interposition on the CXL datap-
ath. As illustrated in Figure the interposer sits between the server and the
CXL memory device. It is designed to operate at line rate and remains trans-
parent both in terms of functionality and performance (that is, introducing the
interposer changes neither the functional behavior nor the performance of the
system). The interposer is connected to the analyzer, which can be programmed
to record traces and capture both CXL link and transaction layer packets. The
analyzer can be configured to start recording on a specific trigger condition (e.g.,
request to a specific address or with a specific payload) and records all packets
(with configurable filter conditions) until the recording buffer gets filled. One
can connect to the analyzer via USB and analyze traces offline through Tele-

dyne’s software.

Reverse-engineering CHA address mapping. As discussed in the map-
ping of physical addresses to CHA /LLC slices is governed by proprietary, un-
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Figure 3.4: Structure of the CHA address mapping function. The mapping can be visu-
alized as a 512 x 512 table whose first row is the base sequence S and whose every other
row is a binary permutation of it. The 9 low-order bits a[14:6] select the column, while
9 XOR-parity functions m ... mg of the higher-order bits a[47:15] select the row; the se-
lected entry is the output CHA slice. Note that, hardware implementations of this func-
tion do not necessarily have to materialize the entire two-dimensional table—one can
compute the CHA slice directly given the physical address, 7 and S using the expres-
sion shown in the green box at the bottom; viewing the function as a two-dimensional
table lookup is primarily useful for easy visualization.

documented hash functions. To understand the impact of memory request rout-
ing within the processor on access latency, we empirically reverse-engineer the
CHA address mapping functions on our Granite Rapids processor, for both
DDR- and CXL-backed physical addresses. Before diving into the minutiae, we

tirst briefly summarize our key findings related to the CHA address mapping

functions.

For DDR-backed memory, we find that addresses are mapped, at cacheline
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granularity, to the 40 CHA slices within the compute die where the DDR channel
is attached. For CXL-backed memory, we find that addresses are distributed
across all 120 CHA slices across all compute dies with an additional outer layer
of interleaving: 1KB-granularity blocks are distributed round-robin across the 3
compute dies, and within each 1KB block, addresses are mapped to CHA slices
within the corresponding compute die using a mapping function similar to that

used for DDR mappings.

We now describe the details of our reverse-engineering process. We build on
observations from prior work [153] on the general structure of Intel’s CHA ad-
dress mapping functions (illustrated in Figure[3.4): the physical address space is
divided into blocks, each spanning a fixed power-of-two number (2¢) of cache-
lines. A fixed base sequence (S ) of slice numbers, indexed by the low-order cache-
line address bits, is repeated across the physical address space with a per-block
binary permutationf| of the index. The permutation applied to each block is de-
termined by k permutation selectors (r; for i € 0..k — 1) each of which is a XOR-
reduction (parity) of subsets of the higher-order address bits. For example, say
we have 40 CHA slices and the block size is 512 (k = 9). The CHA slice for a
physical address a is computed as slice = S| (a[14 : 6])®n(al47 : 15]) ], where S is
the 512-entry base sequence (each entry in {0,...,39}), the 9-bit index is drawn
from cache-line address bits 6-14, and the 9-bit permutation selector n(a) has
each of its bits equal to the parity of @ under a distinct bitmask over address bits
15—47. This computation can be visualized as a table lookup as illustrated in Fig-

ure Assuming this structure for the mapping function, to reverse-engineer

2A binary permutation of a sequence of length 2* is the reordering obtained by XORing
the binary index of each element with a fixed k-bit constant p; i.e., the permuted sequence S’
satisfies S’[i] = S[i ® p]. Since XORing with a constant is a bijection on {0, ..., 2k — 1}, this is
indeed a permutation. A sequence of length 2 has 2* possible binary permutations (one per
k-bit constant p, including the identity).
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it, we need to recover the base sequence S and the permutation selectors ;. We
do so in two steps. First, we collect a dataset of physical address to CHA slice
mappings. Second, we find § and ;s consistent with the address mappings in

the dataset.

We infer the CHA slice of a given physical address using CHA hardware
counters that track the number of requests received per CHA slice. For a given
address, we repeatedly issue non-temporal store instructions to the target cache-
line (ensuring memory requests are generated by bypassing caches) and sample
all CHA counters before and after. The CHA slice whose counter increments the
most—provided it accounts for a clear majority of the observed transactions—is
recorded as the owner of that address. Physical addresses are obtained by allo-
cating 2MB huge pages on the target NUMA node (DDR or CXL) and translat-
ing virtual to physical addresses via /proc/self/pagemap. To efficiently cover
the relevant bits, we sweep all 512 cache lines within each aligned 32KB block
(exercising index bits 6-14) for many (1000) blocks chosen at random across a
large buffer (randomizing the higher-order bits 15+ that drive the permutation

selectors).

Given the dataset, naively brute-forcing over all possible S and ;s is not
tractable—assuming 40 CHA slices and block size of 2° = 512, there are 40°'*
possible base sequences and 2* possible bitmasks for each 7;. To make the prob-
lem tractable, we leverage two key observations. First, looking at any block of
512-aligned consecutive-address slice numbers gives us one of the binary per-
mutations of the base sequence S. From this we can generate all 512 possible
binary permutations of S, one of which is the actual base sequence. This re-

duces the search space of candidate base sequences to just 512. Second, given
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Figure 3.5: Average memory access latency under single in-flight request for DDR and
CXL.

a base sequence, one can solve for the permutation selectors (7;) in polynomial
time: each of the 9 bits of 7 is (by construction) a linear function over GF(2) of the
higher-order address bits, we set up a system of linear equations over GF(2)—
one equation per sampled block in the dataset, relating address bits 15-47 to the
observed permutation bit—and solve it via Gaussian elimination to obtain the
bitmask for each ;. We verify the recovered function by checking that it exactly

reproduces the measured CHA slice for every address in a held-out dataset.

3.3.1 Average latency

We use a simple pointer chasing benchmark (with prefetchers disabled) to char-
acterize average latency under a single in-flight request. Figure (3.5 shows the
results for DDR, CXL-A and CXL-B. Interestingly, the DDR access latency ob-
served on this server is larger than the latency observed in the older-generation
processors used in Chapter 2/l CXL-A and CXL-B have 2.17x and 2.10x higher
latency than local DDR. The absolute latency gap between CXL and local DDR

3We are not aware of the precise reason for this. Our conversations with processor architects
suggest that it may be cache-coherence related; further investigation is needed to confirm this.
Nevertheless, our DDR access latency measurement is consistent with other sources [129].
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access is 143ns and 135ns, respectively, for CXL-A and CXL-B. We now dive

deeper into understanding the root causes of this CXL latency overhead.

The interposer allows us to break down core-to-interposer latency (which we
refer to as processor-side latency) and interposer-to-DRAM latency (which we
refer to as device-side latency). First, we focus on device-side latency, following

which we study processor-side latency.

Understanding device-side latency. Since we don’t have direct visibility into
internals of the CXL device, we infer the device-side latency breakdown using
indirect measurements. Our key insight is that different types of requests tra-
verse different subsets of the device’s internal datapath. Based on the device
architecture shown in Figure we can decompose the device-side latency
into three key components: (1) CXL port processing: the time taken to dese-
rialize requests and serialize responses; this includes physical layer, link layer
and transaction layer processing (2) Interconnect switching: the time taken by
deserialized request to traverse the internal interconnect and get enqueued in
corresponding MC queue (3) DRAM access: the time taken by the MC to actu-
ally execute the request from DRAM. The latency of a memory read request (L,,)
includes all three of the aforementioned components. The latency of a memory
write request (L,,), however, includes only components (1) and (2). This is be-
cause completions for write requests are issued as soon as the corresponding re-
quest is enqueued in the MC queue (§2.3) and therefore do not include DRAM
access time. Therefore, L,; — L, gives us an estimate of the DRAM access la-
tency. Another type of request that can provide further visibility into latency
breakdown is CXL link layer retry requests [51]. These requests are used by the

link layer for reliability. When a retry request is sent by the host to a device,
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Figure 3.6: CXL latency breakdown.

it is processed entirely within the device’s CXL port (traversing only physical
and link layers) and a retry ack is sent in response. Hence, the latency of Retry
requests (time between retry request being observed by the interposer and retry
ack being observed by interposer; call this L,.,,) includes only component (1)
and not components (2) and (3). Therefore, L, — L., gives us an estimate of
component (2) and L,.,, gives us an estimate of component (1). Interestingly,
despite no link errors, we do observe occasional retry request/ack exchanges in
our interposer/analyzer traces. This is because, under low load, when the link is
idle, it enters a low-power state (Active-State Power Management). Every time
this happens, when exiting the low-power state, the link layer is re-initialized
and retry request/ack are exchanged as part of the initialization handshake [51].
Overall by measuring L,4, L, L., at the interposer, we can get a breakdown of

device-side latency across the three components.

Figure shows the device-side latency breakdown obtained using the
above methodology. CXL-A has ~8ns lower CXL port latency than CXL-B. This

aligns with the fact that CXL-A supports a physical layer optimization called
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Sync Header Bypass (SHB) [51}[194] while CXL-B does notﬁ CXL-A’s 35ns CXL
port latency is still larger than Intel’s published estimate of 21 —25ns [194]. CXL-
A interconnect latency component is larger than CXL-B. Our hypothesis is that
this is because CXL-A supports two ports while CXL-B supports only one port.
CXL-B’s interconnect latency is comparable to 15ns estimate used in prior CXL
teasibility studies [30,136]. DRAM access latency for random accesses is ex-
pected to be 37 — 53ns for DDR5-4800 and 30 — 44ns for DDR4-3200 [18,19,40].
CXL-A and CXL-B DRAM access latency measurements align with these num-
bers (they are on the upper-end of the expected ranges because average values
are impacted by long tails caused by DRAM refreshes as we will discuss in
§3.3.2). Overall, the latency overheads introduced by CXL on the device-side
(CXL port and interconnect) account for less than half of the end-to-end CXL
latency overhead (48% for CXL-A and 45% for CXL-B). The remainder of the

CXL latency overhead is incurred on the processor-side.

Understanding processor-side latency. Processor-side CXL latency can be de-
composed into the following components (1) core to CHA/LLC (2) CHA/LLC
to root complex and (3) root complex to interposer. Components (1) and
(2) are likely to incur overheads because of the non-localized routing of re-
quests to CHA /LLC slices (as discussed in §3.2). To characterize the impact of
non-localized routing on CXL latency, we leverage our knowledge of reverse-
engineered mapping of physical addresses to CHA /LLC slices. We add instru-
mentation to our pointer-chasing benchmark to record physical address and

latency on a per-request basis; then by applying the reverse-engineered ad-

“Normally, data is transmitted over PCle physical layer in 130 bit blocks, with each block
having a 2-bit sync header followed by 128 bits of payload. Parsing a single CXL flit of 528 bits
requires processing sync headers across multiple physical layer blocks which incurs latency.
SHB avoids this latency by removing the per-block sync headers and relying on other mecha-
nisms for synchronization.
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Figure 3.7: CXL latency broken down by path taken by requests within processor. The
CXL device is attached to the IO die that is physically closest to the compute die con-
taining cores 0 — 31 and CHA slices 0 — 39.

dress mapping function, we can compute the average latency per CHA/LLC
slice. We run the benchmark on each possible core; this gives us the average
latency measurements per (core, CHA /LLC slice). The results are visualized in
Figure We find that latency variation can be significant across paths—the
best-case path latency is 203ns while the worst-case path incurs 289ns. Using
this data, we find that non-localized routing of requests (that is, requests being
mapped to CHA/LLC slices outside the compute die of the core from which
the request originated) results in ~41ns of latency overhead. This accounts for
28.7% and 30.3% of the end-to-end CXL latency overhead for CXL-A and CXL-
B respectively. Overall, the device-side latency overheads discussed above and

the overhead of non-localized routing on the processor side, taken together, ac-
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Figure 3.8: Tail latency for CXL memory accesses (a-b; left-right). (a) CXL-A (b) CXL-
B. The shaded breakdown is obtained by computing the average of processor-side and
device-side latency across 800 requests with latency closest to each percentile.

count for 76.7% and 75.3% of the end-to-end CXL latency overhead for CXL-A
and CXL-B respectively. The remaining overhead on the processor-side includes
the latency of compute to IO die crossing to reach the root complex and CXL

protocol processing time within the root complex itself (we do not have a way

to further break down these components).

3.3.2 Tail latency

To understand CXL tail latency behavior, we record the latency of individual
requests in our pointer chasing workload and analyze the resultant latency dis-
tribution. Throughout our analysis, we visualize latency distributions using

CCDF plots with log-scale y-axes to highlight tail behavior.

Device-side is the key contributor to tail latency. As shown in Figure P99
latency is higher than median by 1.54x, 2.14x for CXL-A, CXL-B respectively,
and P99.9 latency is 2.14x and 2.57x higher than the median for CXL-A, CXL-
B respectively. The breakdowns in the figure clearly show that the tail latency
inflation comes from the device-side—relative to the median, the processor-side

latency increases by only 17ns and 52ns at the P99 and P99.9 tails for CXL-A,
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Figure 3.9: CCDF of CXL device-side latency across different components within the
device (a-b; left-right). (a) CXL-A (b) CXL-B.
whereas the device-side latency increases by 124ns and 293ns at the same tails

(similar observations for CXL-B).

DRAM access within CXL device is the root-cause of tail latency. To better un-
derstand how different components of the datapath within the device contribute
to tail latency inflation, we use the same methodology as in and inde-
pendently record the latency distributions of different request types that cover
different subsets of the device-internal datapath. Figure [3.9 makes it evident
that tail latency inflation is rooted in the DRAM access component—relative to
median, the (CXL port + Interconnect + DRAM access) latency distribution in-
curs 129ns, 249ns inflation at P99, P99.9 for CXL-A and 284ns, 395ns inflation
for CXL-B, while the (CXL port + Interconnect) and (CXL port) distributions
remain nearly flat. If DRAM access is the cause of tail latency inflation, then
one would expect to observe similar tail latency behavior even in the case of
local DDR memory accesses. To test this, we compare the latency inflation ob-
served with that of local DDR accesses in servers with the same DDR genera-
tion as each of CXL-A and CXL-B separately. The results, shown in Figure
validate our expectation—comparable latency inflation relative to the median
at P99 and P99.9 tails is observed even for local DDR accesses. CXL-A in fact
observes smaller P99 latency inflation compared to the corresponding DDR5

servers while observing nearly the same P99.9 latency inflation. For CXL-B, al-
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Figure 3.11: DRAM refresh causes tail latency inflation for DDR4-attached memory (a-
b; left-right). (a) Distribution of time elapsed since the last same-rank refresh command
for every read in the DDR4 analyzer trace. (b) CCDF of observed end-to-end memory
access latency, zoomed in to P95 and above, alongside the prediction of a simple model
that assumes requests blocked by a refresh arrive uniformly at random within the time
duration of the corresponding refresh command.

though there is some variation in the 99.9 latency inflation compared to some
DDR4 servers, the general shape of all the latency inflation distributions is re-
markably similar. All the above evidence strongly suggests that tail latency

inflation is not an artifact introduced by the CXL interconnect or protocol, but

rather a property of DRAM access itself.

Refreshes cause tail latency inflation for DRAM access. While somewhat or-
thogonal to our core focus, understanding the root cause of DRAM access tail la-
tency inflation is an interesting exercise. Our conversations with DRAM experts
suggested that DRAM refreshes are the likely cause of the tail latency inflation
observed in our experiments—DRAM stores each bit as charge on a tiny capac-
itor, which inevitably leaks over time; to prevent data loss, every cell must be

periodically read out and rewritten (i.e., refreshed). As a result, refreshes are a
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fundamental aspect of DRAM operation. The memory controller issues refresh
commands independently to each rank of a DRAM module at periodic inter-
vals (tgerr). While a refresh command is being processed, requests to the corre-
sponding rank are blocked for a certain time duration (tzr¢). During this period,
incoming requests get queued at the memory controller and thus incur higher
latency (between 0 and #zrc added latency). To validate the hypothesis that
DRAM refreshes are the root cause of tail latency inflation, we used a DRAM
analyzer attached to one DDR channel of our DDR4 Skylake server whose la-
tency distribution near perfectly matches that of CXL-B. The analyzer faithfully
captures all commands (including both data access and refresh commands) go-
ing over the DDR channel without adding any additional latency. Our analy-
sis of the DRAM analyzer traces, shown in Figure confirms that refreshes
do indeed account for P99 and P99.9 tail latency inflation. One would expect
e = 4.5% of all requests to get impacted by refreshes. Consistent with this
expectation, the trace shows that 4.7% of all requests have time since last refresh
within 20ns of #zr¢ (Figure 3.11(a)). The delay incurred by a request blocked by
refresh depends on the time within the #zz¢ interval during which the request
arrives. Fitting a simple model assuming a request arrives uniformly at ran-

dom within the #zr¢ interval produces a latency distribution consistent with the

observed latency distribution at the tail (P95 and above).

3.4 Understanding bandwidth

For our bandwidth experiments, we focus on a single compute die with its 4
DDR memory channels, paired with two CXL-A devices each connected via an

x16 link to the same IO die. At first glance this may appear to exercise only a
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fraction of the socket’s maximum DDR bandwidth. However, it exercises the
same fraction of its maximum CXL bandwidth: the full socket supports up to
6 x16 CXL links (across 2 IO dies) and has 12 DDR channels (across 3 com-
pute dies). Our setup of 4 DDR channels to 2 CXL links preserves the exact
same DDR-to-CXL ratio. Because our analysis concerns the relative bandwidth
of the two interconnects, our smaller-scale setup is representative of a full socket
where all DDR channels and all CXL links are utilized. We adopt it because
we only had access to two CXL memory devices at the time. We enable CXL
interleaving—that is, the processor automatically interleaves memory requests
across the two CXL links (akin to how memory requests are interleaved across

DDR channels).

We run a workload that sequentially accesses a large buffer placed in DDR/CXL
memory with varying number of cores and measure the maximum achieved
memory bandwidth in both the DDR and CXL cases. Figure shows the

results with read-only and 1 : 1 read-write access patterns.

DDR versus CXL for read-only traffic. For read-only trafficc, DDR achieves
87.5% of the theoretical maximum bandwidth (consistent with the typical DDR

bandwidth efficiency in contemporary servers). CXL achieves 81.25% of the the-
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oretical maximum unidirectional PCle link bandwidth (128GB/s across the two
links). This is very close to the maximum usable bandwidth after taking header
overheads into account (83.6%)—read traffic is bottlenecked on response deliv-
ery in the device-to-host direction; each 64B response has a 40 bit transaction
layer header; in steady-state, the headers for two responses are packed into a
single 16B slot (this is referred to as the H5 header packing scheme [57,/194]
which we verify is the case from our analyzer traces). This reduces the max-
imum usable bandwidth for data transfer to 88.8%. Furthermore, to each 64
byte payload, the link layer adds a 2 byte CRC and the physical layer adds a 2
byte protocol ID. This further reduces the maximum usable bandwidth for data

transfers to 83.6%.

CXL can utilize bidirectional PCle bandwidth for read-write traffic while
DDR is limited to half-duplex operation. For read-write traffic, DDR achieves
70% of the theoretical maximum bandwidth. This is attributed to the fact that
DDR can transmit in only one direction at a time, thus requiring the memory
controller to switch between executing reads and writes; with each switch in-
curring bus turnaround overhead during which the channel is idle (discussed
in Chapter . CXL, on the other hand, is able to utilize bandwidth in both
directions of the PCle links, leading to smaller relative gap between DDR and
CXL bandwidth. The bandwidth is, however, smaller than double of what is
observed in the read-only case. This is because the DDR channels on the CXL
device become bottlenecked. Indeed, the achieved CXL bandwidth is ~73.6%
of the theoretical maximum bandwidth offered by the 2x 5600MHz DDR5 chan-
nels on each CXL device. We expect that using a CXL device with support for
more DDR channels would allow fully saturating bidirectional PCle bandwidth

for read-write workloads.

83



CXL is significantly more pin-efficient compared to DDR. While the absolute
bandwidth achieved by CXL is relatively lower compared to DDR, it is impor-
tant to note that bandwidth per pin in the former is significantly higher. Each
DDR5 channel uses 288 pins out of which ~160 go to the processor chip [45];
given 4 channels, DDR consumes a total of 640 processor pins. CXL, on the
other hand, in total consumes only 128 pins in our setup (with 4 pins per PCle
lane). Consequently, as shown in Figure CXL achieves 2.91x higher
bandwidth per pin for read-only traffic and 4.49x higher bandwidth per pin for
read-write traffic (the reason read-write bandwidth per pin is not exactly double

the read-only bandwidth per pin is because of the reason discussed above).

3.5 Understanding the impact of data placement on application

performance

Hardware setup. To understand the impact of data placement across DDR and

CXL memory on application performance, we use the same setup as

Workload. We use the GUPS workload, as in prior work [185} 214} 233]]. The
workload has a 60GB total working set, comprising a 20GB hot set and a cold
set spanning the remaining memory. Each access randomly touches an object in
the hot set with 90% probability and in the cold set with 10% probability. For a
given DDR memory size, we pack the hot set in DDR and place the remaining

data in CXL.

Default parameters. Unless otherwise specified, we use a 4KB object size and a

1 : 1 read/write ratio, and run the workload on 30 cores. This leaves 2 cores for
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prove application performance (a-c; left-right). (a) Steady-state application throughput
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latency measurement, with one pointer-chasing thread each for DDR and CXL

memaory.

Memory disaggregation can improve application performance. To character-
ize the impact of memory disaggregation on application performance, we vary
the DDR memory size: x = 0 corresponds to the extreme where all memory is
disaggregated, while x = 60 corresponds to the other extreme where no mem-
ory is disaggregated. Disaggregating memory over CXL improves application
performance by 8-78%, except in the extreme case where all memory is disag-

gregated, in which case performance degrades by 11%.

Access latency measurements provide insight into these observations. When
no memory is disaggregated (x = 60), the access latency of DDR memory is
2.14x higher than the CXL access latency. This is because the DDR memory
interconnect is contended, causing the access latency of DDR memory to in-
crease by 4.8x compared to the access latency under a single in-flight request.
In this regime, offloading memory to CXL reduces the load on the DDR mem-
ory interconnect—thereby reducing its access latency—and improves applica-
tion performance by tapping into the additional bandwidth offered by CXL.

As more memory is disaggregated, DDR memory latency continues to reduce
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while CXL latency begins to increase. Beyond a certain point, CXL latency ex-
ceeds DDR latency, after which disaggregating more memory reduces applica-

tion performance.

Impact of prefetchers. An interesting observation from the above results is that
the access latency in the all-CXL case is 1.53x larger than that observed in the all-
DDR case, while the throughput gap is only 1.13x. Our analysis reveals that this
is an artifact of hardware prefetchers. Figure shows the results of the above
experiment with prefetchers turned off. At higher loads, the access latency with
prefetchers is significantly higher than without prefetchers for CXL; however,

this is not the case for DDR.

Our hypothesis for this phenomenon has to do with dynamic prefetcher
throttling (DPT), a processor feature that automatically throttles prefetchers
when memory bandwidth is contended. One of the key signals used by DPT
is the queue occupancy at the CHA, throttling prefetchers when the occupancy
is larger than a threshold. As discussed in CXL requests are distributed
across a larger number of CHA slices than DDR requests, causing prefetcher
throttling to be triggered less frequently in the former case. We observe the
prefetcher throttle asserted 90% of the time in the all-DDR case, as opposed to
only 17% of the time in the all-CXL case. Prefetchers lead to a larger number of

in-flight memory requests per core, which increases load and leads to higher ac-
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cess latency; we observe 1.48x larger average in-flight requests measured at the
CHA in the all-CXL case versus the DDR case with prefetchers on. Despite the

higher access latency, given the larger number of in-flight requests, throughput

does not degrade proportionally to the latency increase.

While the ineffectiveness of DPT for CXL may not cause a direct perfor-
mance impact for an individual application, it is likely to have an impact in
multitenant scenarios. For example, consider a latency-sensitive application
with a random memory access pattern colocated with the above application.
The latency-sensitive application would suffer unnecessary throughput degra-
dation because of the high CXL latency, which could have been avoided with

proper prefetcher throttling.

Impact of read/write ratio. Figure shows the results of the above experi-
ment with read-only traffic, as opposed to read-write. We observe two differ-
ences compared to the read-write case. First, the maximum throughput im-
provement achieved is smaller (1.47x as opposed to 1.77x in the read-write
case). Second, the maximum amount of data that can be offloaded to CXL before
throughput starts degrading is smaller: a DDR memory size of 8GB or smaller
results in throughput degradation relative to the all-DDR case. Both of these dif-

ferences are attributed to the lower available CXL bandwidth, as read-only traf-
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fic is able to utilize only one direction of the PCle link (as discussed in §3.4)). This
reduces the amount of additional bandwidth that application memory accesses

can tap into. It also results in the bandwidth getting bottlenecked more easily,

which causes CXL latency to increase and exceed DDR latency more quickly.

Impact of skew in access distribution. Figure[3.16|shows the results with vary-
ing skew in the access distribution while all other parameters are set to their
default values. The main difference we observe is that the maximum amount of
data that can be offloaded to CXL without performance degradation—and the
optimal amount of data to offload for optimal performance—reduces with re-
ducing skew. This is because cold data is first offloaded to CXL before hot data.
When skew reduces, the cold data has a relatively higher access frequency; as a
result, more load is generated on CXL per unit of cold data offloaded, resulting

in CXL latency increasing more quickly.

3.6 Related work

Prior work [79,141}208] has characterized latency and bandwidth characteristics

of real CXL devices and studied the corresponding impact on application-level
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performance. However, they do not provide an in-depth understanding of the
hardware-level root causes of CXL latency overheads and/or bandwidth ineffi-
ciencies. Our work both corroborates and complements prior observations (by
providing deeper understanding) as well as course-corrects and clarifies some

prior observations. We now discuss each of the key related prior works.

Demystifying-CXL [208] was the earliest published study of real CXL hard-
ware performance. They report similar average unloaded CXL latency num-
bers as in our measurements for their best-case ASIC-based devices, but they
do not provide a finer-grained breakdown of these latency overheads. They re-
port best-case bandwidth efficiency of 46% for read-only traffic and 65% band-
width efficiency for read-write traffic; and speculate that the former is due to
memory controller inefficiencies. Our analysis in shows 81% bandwidth ef-
ticiency for read-only traffic and explains the remaining inefficiency via header
overheads (ruling out CXL memory controller inefficiency). Our bandwidth ef-
ticiency observations for read-write are consistent with theirs. They show that,
for bandwidth intensive workloads (DLRM inference), placing some data in
CXL can improve performance compared to placing everything in local DDR.
Our analysis in reinforces these observations while providing deeper in-
sights into the root cause—latency of local DDR exceeding that of CXL. They
show CXL inefficiencies related to SNC. When a core evicts an L2 cache line,
for DDR it goes to LLC slice within SNC and for CXL it can go to any LLC slice
across all SNCs within the socket. They focus on the impact of this phenomenon
on LLC isolation across SNCs: applications running in different SNCs can inter-
tfere with each other due to LLC capacity contention when memory is placed
in CXL. Our analysis in complements these observations. We show that

the underlying root cause is due to non-localized CHA address mappings, and
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characterize the resulting impact on memory access latency (which is comple-

mentary to cache capacity isolation impact).

MELODY [141] claims that CXL introduces higher and “unstable” tail la-
tency compared to DDR, and the authors speculate that the cause is associated
with CXL flow control, thermal management or CXL memory controller ineffi-
ciencies. Our analysis in shows that the observed tail latencies (under single
in-flight request) are not an artifact of CXL, but rather a property of DRAM ac-
cess itself, due to refreshes. Extending our tail latency analysis to the case of

multiple in-flight requests is an interesting future direction.

Vistara [79] presents measurement of Meta’s custom CXL memory controller.
They report end-to-end average CXL latency (under single in-flight request) to
be 120ns higher than local DDR (130ns for local DDR versus 250ns for CXL).
These CXL latency overheads are consistent with our observations on commer-
cially available CXL devices in They report idle round trip latency of their
custom CXL memory controller to be 50ns. This corresponds to the (CXL port
+ interconnect) components in our latency breakdowns (§3.3). Our observa-
tions are 61 — 69ns across the devices we study, which is comparable but higher
than Meta’s reported number. They do not provide a finer-grained breakdown
of the CXL memory controller latency or an explanation of the remaining CXL
latency overhead. Consistent with our observations in they report tail la-
tency inflation observed in CXL closely tracks that observed with local DDR.
Our analysis explains the root cause of these tails (DRAM refreshes). Their
setup reports ~10x lower bandwidth for CXL-attached memory compared to
local DDR across different read /write ratios. However, this is an artifact of us-

ing low speed DDR4 channels, rather than an inherent limitation of CXL itself.
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3.7 Implications for the rest of the thesis

Our analysis in has implications for the design of disaggregated memory
hardware. In particular, reducing the minimum access latency of disaggregated
memory requires not just optimizing disaggregated memory controller hard-
ware, but also an end-to-end view of the memory access datapath, including
the interplay between cache-coherent interconnects like CXL and the processor
interconnect. Our analysis in demonstrates that serial interconnects like
CXL have the potential to alleviate memory bandwidth bottlenecks imposed by
the traditional memory architecture, by providing significantly higher usable
bandwidth per processor pin than the DDR memory interconnect. Indeed, our
observations in show that memory disaggregation over cache-coherent in-
terconnects like CXL can actually improve application performance. Our obser-
vations in §3.5| also reveal that, packing the most heavily accessed application
data in local memory and offloading the rest to disaggregated memory, does not
necessarily maximize application performance. Chapter 4/ builds on this obser-

vation to re-think OS memory management.
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CHAPTER 4
COLLOID: OS MEMORY MANAGEMENT OVER CACHE-COHERENT
INTERCONNECTS

In this chapter, we first demonstrate the impact of our observations from Chap-
ter [3] on existing operating system memory management mechanisms (§4.2).
Next, we present the design of Colloid (§4.3), its integration with existing mem-
ory management mechanisms (§4.4) and its empirical evaluation (§4.5). Finally,

we discuss related work (§4.6) and the implications of this chapter to the rest of
this thesis (§4.7).

4.1 Overview

Memory disaggregation over cache-coherent interconnects like CXL results in
each server or host having multiple memory tiers with different performance
characteristics. Local DDR-attached memory forms one tier, and disaggregated
memory exposed over cache-coherent interconnects forms a second tier with
additional memory bandwidth but with higher minimum access latency (Chap-
ter[3). In addition to memory disaggregation, several other settings also result in
each server having multiple memory tiers. Some examples include CXL-based
per-server memory capacity expansion without sharing or pooling memory ca-
pacity across servers [79,246], and servers that integrate High Bandwidth Mem-
ory (HBM) in addition to traditional DRAM [103}/154]. In all of these settings,
each server has cache-coherent memory distributed across two or more memory
tiers with different performance characteristics. In this chapter, we refer to any

such setting as a tiered memory architecture.
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Emergence of tiered memory architectures has led to renewed interest in
operating system memory management since page placement across memory
tiers critically impacts application performance (as shown in Chapter 3). Recent
work on memory management for tiered memory architectures [2,63,119,/132,
150,185,230, 233] has led to many innovative mechanisms for access tracking,
page migration, dynamic page size determination, etc.; however, they all use the
same page placement algorithm—packing as many hot pages as possible in the
memory tier with the lowest unloaded access latencyfl| (referred to as the default
tier), with the remaining pages placed in alternate tiers. This page placement al-
gorithm is based on a core implicit assumption that, despite serving the hottest
pages, memory access latency of the default tier is less than that of alternate
tiers. This assumption is far from real: as demonstrated in Chapter2land Chap-
ter 3 in the realistic case of multiple in-flight requests, memory access latency
can be significantly larger than the unloaded latency, even when the memory
interconnect bandwidth is far from saturated. We refer to this regime as mem-
ory interconnect contention. Consistent with the observations in Chapter 3, we
demonstrate that memory interconnect contention can lead to 5x inflation in
access latency of the default tier even under moderate loads. Given the access
latency of existing CXL hardware (Chapter[3), such inflation would result in the
default tier having 2.5x higher latency than alternate tiers. We show in §4.2]that,
under memory interconnect contention, performance of state-of-the-art mem-

ory tiering systems can be 2.3x worse than the optimal.

We present Colloid, a tiered memory management mechanism that em-

bodies the principle of balancing access latencies—page placement across tiers

!The unloaded access latency is defined as the memory access latency when there is only
one request in-flight. In contrast, the loaded access latency is defined as the access latency when
there are multiple requests in-flight.
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should be performed so as to balance their average (loaded) access latencies.
The principle of balancing access latencies builds upon a simple observation:
placing more hot pages in the tier with lower access latency may increase the
access latency of the tier and decrease the access latency of other tiers (thus,
more closely balancing the access latencies of the tiers); however, it will reduce
the overall average memory access latency. This observation is important be-
cause each processor core is able to keep a bounded number of memory requests
in-flight; thus, minimizing average memory access latency directly maximizes

memory access throughput and application-level performance (§4.3).

The principle of balancing access latencies provides a unified approach to
memory management. First, it naturally captures the unloaded latency of the
tiers—if the (loaded) access latency of the default tier is smaller than that of
alternate tiers, then balancing access latencies requires increasing the fraction
of accesses to the default tier, thus converging to the page placement algo-
rithm in existing systems. Second, it captures the fact that memory interconnect
contention can happen even when memory bandwidth is far from saturated—
memory interconnect contention at any point within the CPU-to-memory dat-
apath will result in access latency increasing for the corresponding tier, and
will thus automatically get factored in while making page placement decisions

based on the principle.

Memory management based on the principle of balancing access latency
changes the core structure of the tiered memory management problem. Indeed,
it is no longer optimal to pack as many hot pages as possible in the default
tier since placing hot pages in the alternate tier may result in improved appli-

cation performance. We thus need new mechanisms to measure memory ac-
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cess latency, and new page placement algorithms that decide the set of pages to
place in each tier. Colloid innovates along both these directions. First, building
upon our in-depth understanding of host interconnects from Chapter 2, Col-
loid demonstrates that modern servers have vantage points within the CPU-
to-memory datapath that can be leveraged to perform low-overhead measure-
ments of per-tier queue occupancy and request arrival rates; using Little’s Law,
this enables Colloid to measure per-tier memory access latency at fine-grained
timescales. Second, Colloid presents a new page placement algorithm that takes
per-tier memory access latency and per-page access tracking information as in-
put, and uses the principle of balancing access latencies to efficiently decide the

set of (hot and cold) pages to place at each tier.

Colloid design is compatible with any cache-coherent tiered memory archi-
tecture where different tiers do not share memory channels; this includes lo-
cal DDR-attached memory, remote socket memory exposed through the proces-
sor interconnect, CXL-attached disaggregated memory, and High Bandwidth
Memory [103}154]. Colloid design is also compatible with existing mechanisms
for access tracking, page migration and page size determination, thus enabling
Colloid to easily integrate with existing memory tiering systems. We demon-
strate this by integrating Colloid with state-of-the-art memory tiering systems—
HeMem [185], TPP [150], and MEMTIS [132]. We evaluate these implemen-
tations using real-world applications and using standard workload generators
over a range of static and time-varying workloads with varying memory inter-
connect contention, varying core counts, varying object sizes, varying memory
access latencies, and varying read/write characteristics. Across all evaluated
scenarios, we find that Colloid enables each system to achieve near-optimal

performance, independent of the memory interconnect contention intensity; we
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also find that Colloid does not impact the convergence time for the underlying

system under time-varying workloads.

Colloid implementation for each system, along with the documentation to
reproduce all our results, is available at https://github.com/host-architectur

e/colloid.

4.2 Understanding impact of memory interconnect contention

on existing memory management systems

In this section, we study three state-of-the-art memory tiering systems—

HeMem [[185], TPP? [150] and MEMTIS [132]—and demonstrate that:

* Under the realistic case of multiple in-flight memory requests, access latency
of the default tier can be 5x higher than its unloaded latency. We refer to
this regime as the memory interconnect contention regime (defined precisely
in §4.3.1). In our setup, the default tier latency in the memory interconnect
contention regime can inflate to be 2.4x higher than the alternate tier latency.
Based on latencies of real CXL hardware (Chapter[3), a 5x inflation in default
tier access latency would correspond to 2.5x higher latency than the alternate

tier.

* Existing memory tiering systems pack as many hot pages as possible in
the default tier. Under memory interconnect contention, this turns out to

be a suboptimal strategy, resulting in these systems performing far from

2For TPP, we use Linux kernel v6.3 that includes TPP upstreamed version along with several
improvements [95,125]. We enable Transparent Huge Pages.
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optimal—as much as 2.3x, 2.36x and 2.46x worse performance than optimal

for HeMem, TPP and MEMTIS, respectively.

Experimental Setup. As shown in Chapter[3|and prior work [208], the latency of
a CXL-based alternate memory tier varies depending on the memory controller
hardware used. To enable studying the impact of different default-to-alternate
tier latency ratios, we use remote-socket memory, whose latency we can control
(, as the alternate tier in this chapter. We use a dual-socket server, with
each socket having an Intel Xeon Platinum 8362 CPU with 32 cores, 1.25MB L2
cache per-core, 48MB LLC, and 8x 3200MHz DDR4 memory channels with one
DIMM attached per channel. Thus, the total theoretical maximum bandwidth
across all channels is 205GB/s. Sockets are connected by a UPI link with 75GB/s
theoretical maximum bandwidth (in each direction). We use processors only on
one of the sockets; the default tier is the locally-attached memory of the socket
(32GB capacity, and 70ns unloaded latency), and the alternate tier is the memory

attached to the other socket (96GB capacity, and 135ns unloaded latency).

We use the GUPS workload from [185] adapted to our setup. The working
set consists of a virtually contiguous buffer of size 72GB. A random 24GB region
of this buffer constitutes the hot set; thus, the hot set fits in the default tier but
the full working set does not. Cores 1 — 15 run one thread each, reading and
updating (1 : 1 RW ratio) a 64 byte object chosen at random from the hot set
with 90% probability and from the full working set with 10% probability. Cores
31 — 32 are used for sampling and migration threads used in memory tiering
systems. We do not oversubscribe CPU cores as our evaluation does not focus
on evaluating CPU overheads of existing systems; that has already been studied

in prior works [132,185].
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Figure 4.1: Even at moderate memory interconnect contention intensity, existing mem-
ory tiering systems achieve performance that is far from optimal. Each bar shows GUPS
throughput averaged across 3 runs, with error bars showing the minimum and maxi-
mum values across the runs.

We focus on memory interconnect contention on the default tier; memory
interconnect contention on the alternate tier does not break the assumption of
default tier latency being lower than the alternate tier latency—existing systems
already perform ideal page placement under such a regime. To generate con-
trolled memory interconnect contention, as in prior works [3,4,143], we use a
memory antagonist on cores 16 — 30 that generates sequential 1 : 1 read/write
memory traffic to a S00MB buffer that is pinned to the default tier memory.
To study behavior of the systems in steady-state and provide deeper insights
into the observed results, we generate constant memory interconnect contention
throughout the experiment; we study the behavior of systems under dynamic
changes in memory interconnect contention later (§4.5). Across experiments,
we vary the intensity of the memory interconnect contention by varying the
number of cores used to run the memory antagonist—0x, 1x, 2X, 3x intensities
correspond to 0, 5, 10, 15 cores, with memory bandwidth usage of 0%, 51%, 65%,
70%, respectively, when run in isolation. We allow enough time so that each sys-

tem reaches steady-state, and measure steady-state application throughput.

We determine the best-case memory placement for each configuration by
manually placing 0 — 100% of the hot set in the default tier (in increments of 10)

using the Linux mbind API; the remaining hot set is placed in the alternate tier
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Figure 4.2: Understanding the root cause of suboptimal performance of existing mem-
ory tiering systems in Figure [4.1 (a-b; top-bottom). (a) Even with moderate memory
interconnect contention intensity, the average memory access latency of the default tier
exceeds that of the alternate tier. (b) Existing memory tiering systems place nearly the
entire hot set in the default tier independent of memory interconnect contention inten-
sity, while the optimal placement entails placing an increasingly larger fraction of the
hot set in the alternate tier with increasing memory interconnect contention.

and any remaining capacity in the default tier is filled with randomly chosen
pages from the cold set. We call the highest throughput across these manual

placements the best-case application throughput.

Figure shows the steady-state throughput for each system alongside
the best-case throughput with varying intensity of memory interconnect con-
tention. With 0x memory interconnect contention intensity, HeMem, TPP, and
MEMTIS achieve throughput within 1.5%, 4.6% and 10.1% of the best-case re-
spectively. MEMTIS automatically decides whether to use 4KB or 2MB pages for
different parts of the working set based on access tracking information. Here,
it incurs additional performance degradation because it splits 2MB pages into
4KB pages even though it is not beneficial for this workload. This is because it
ends up making hugepage splitting decisions before the workload has reached
steady-state and is unable to coalesce pages that have been split; digging deeper,

we found that MEMTIS performs page coalescing using an inefficient mecha-
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nism of scanning the virtual address space which takes significantly longer than

the time it takes for this workload to reach steady-state.

With increasing memory interconnect contention, the throughput achieved
by these systems begins to diverge from the best-case. Even with 1x memory in-
terconnect contention intensity, HeMem, TPP and MEMTIS throughputis 1.21x,
1.35%, and 1.41x lower than the best-case, respectively. The throughput gap
increases with higher memory interconnect contention intensities, reaching as

high as 2.3%, 2.36x, 2.46x for HeMem, TPP and MEMTIS, respectively.

Under memory interconnect contention, default tier access latency can exceed
that of alternate tier. We measure the average memory access latency for each
tier during the above experiments using hardware counters in the processor
Caching and Home Agent (CHA); see for details. Figure demon-
strates that the assumption made in all prior work—despite serving the hottest
pages, default tier having lower memory access latency than the alternate tier—
does not hold. Indeed, we find that, with memory interconnect contention in-
creasing from 1x to 2x to 3%, the default tier’s access latency increases by 2.5x,
3.8x and 5x, respectively. In our setup, this corresponds to default tier access
latency exceeding that of the alternate tier by 1.2x, 1.8x and 2.4x, respectively.
Access latency increases due to queueing of requests at the memory controller

which can happen even when memory bandwidth is far from saturated (see

§4.3.1| for more detailed discussion).

Existing systems continue to greedily place hottest pages in default tier under
memory interconnect contention. Figure 4.2(b) shows the memory bandwidth
usage of GUPS across individual tiers for the best-case and for each system,

measured using Intel’s Memory Bandwidth Monitoring (MBM) feature. For the
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best-case, the default tier bandwidth accounts for only 25%, 4.5%, 4% of to-
tal bandwidth at 1x, 2x and 3x intensities of memory interconnect contention
respectively—corresponding to increasingly larger fractions of the hot set be-
ing placed in the alternate tier. Intuitively, when the default tier access latency
exceeds that of the alternate tier, it is no longer optimal to place the entire hot
set in the default tier. However, for HeMem, TPP and MEMTIS, default tier
bandwidth accounts for more than 90%, 75% and 85% of total bandwidth in-
dependent of memory interconnect contention intensity—indicating that they
always place a majority of the hot set in the default tier. Such memory intercon-
nect contention agnostic page placement is the root cause for their throughput
becoming increasingly far from optimal. Specifically, as we discussed in Chap-

ter |2 since each core can maintain a fixed number of in-flight memory requests,

per-core throughput (T) is given by %% where N is the number of in-flight re-
quests, L is the access latency and 64 is the size of each memory request in bytes
(that is, 1 cacheline). From 0x to 3x memory interconnect contention intensity,
default tier access latency increases by ~3.5x and throughput of each of the sys-
tems reduces by a similar factor (3.42%, 3.39x and 3.29x for HeMem, TPP and

MEMTIS respectively).

4.3 Colloid

We now present the Colloid design. We start with the core underlying prin-
ciple in the Colloid design—the principle of balancing access latencies—and
discuss how it provides a unified approach to guide page placement in tiered
memory architectures (§4.3.1). We then describe how Colloid realizes this prin-

ciple into an end-to-end tiered memory management mechanism. Specifically,
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Figure 4.3: Illustration of a tiered memory architecture with two memory tiers. Cores,
L3 cache, Caching and Home Agent (CHA), and default tier memory controller are
connected through the processor interconnect (we do not make any assumptions on
the structure of the processor interconnect; for example, it could span across multiple
chiplets as discussed in Chapter 3). Both the L3 cache and CHA are physically dis-
tributed into multiple slices (co-located with cores). The physical path between the
processor and alternate tier memory controller depends on the type of alternate mem-
ory tier. The figure shows CXL-attached memory as an example. Here, the first hop is
the root complex on the processor interconnect which is connected to an external mem-
ory controller through PCle lanes.

we describe an efficient mechanism to measure per-tier memory access latency
at fine-grained timescales (§4.3.2) and a new algorithm that performs dynamic

page placement across tiers based on access latencies (§4.3.3).

We consider a tiered memory architecture illustrated in Figure Memory
in all tiers is exposed in the host physical address space, and can be accessed
by the CPU cores through load/store instructions in a cache-coherent manner
with the same memory consistency model. The tier with the smallest unloaded
latency is called the default tier, and the others are collectively called alternate
tiers. Access to each tier is facilitated through a separate memory controller.
All the above properties hold for existing tiered memory architectures where
the default tier is local DDR-attached memory, and the alternate tiers are ei-

ther disaggregated memory exposed over interconnects like CXL, remote socket
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memory exposed through the processor interconnect and/or High Bandwidth

Memory.

To keep the discussion succinct, we assume that all mechanisms within the
memory tiering system (access tracking, latency measurements, page place-
ment, etc.) are performed periodically at fixed time intervals, referred to as
quantums. As we discuss in Colloid can be easily integrated with sys-
tems that use various triggers (e.g., page faults) for access tracking and/or page

placement.

4.3.1 Access latency is the key

The key conceptual idea underlying the Colloid design is the principle of bal-
ancing access latencies. The principle suggests that page placement across tiers

should be performed so as to balance their average access latencies.

A memory request refers to a memory access issued by a core that misses
all levels of the cache hierarchy and is serviced from either the default or the
alternate tier. We define the unloaded latency as the latency when there is only
one in-flight memory request in the system; and, loaded latency as the latency
under multiple concurrent memory requests. As demonstrated in Chapter [2]
the loaded latency for both default and alternate tiers can increase beyond their

unloaded latency due to contention within the CPU-to-memory datapath:

* Latency can increase due to queueing of requests when the corresponding
interconnect bandwidth is saturated [64,[80,108,,122,123,(158,159,161-163,166,

205-208|]. Memory bandwidth utilization at the saturation point is hard to
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characterize in advance since it can vary by as much as 1.75x depending on
whether the workload is read-heavy or write-heavy, and be as much as 2.5x

lower than the theoretical maximum bandwidth [208].

* Latency can also increase even when the interconnect bandwidth is far from
saturated as observed in Chapter 2l This happens due to contention within
the internal hierarchy of memory modules. For example, each DRAM mod-
ule consists of multiple banks; load imbalance across these banks and lack of
locality in access patterns within each bank can result in queueing of requests
at the memory controller, leading to latency inflation (detailed discussion in

§2.5.1)

We collectively refer to the regime of memory access latency increasing beyond
the unloaded latency as memory interconnect contention. We define the access
probability of a page during a given quantum as the total number of memory
requests to that page normalized by the total number of memory requests across
all pages during that quantum. During a given quantum, let Ly, L4 be the aver-
age access latencies of the default and alternate tiers, respectively, and let p be

the sum of access probabilities of pages currently in the default tier.

The principle of balancing access latencies suggests that:

e If Lp < Ly, page placement should be adapted to increase p (e.g., by placing

more hot pages in the default tier).

e If Lp > L4, page placement should be adapted to reduce p (e.g., by placing

more hot pages in the alternate tier).

o If Ly = L4, page placement does not need to be adapted.
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The reasoning behind the principle of balancing access latencies is simple. The
performance of memory-intensive applications is bound by the overall memory
access throughput (rate at which memory requests are serviced). The maximum
number of in-flight memory requests that each core can maintain () is limited
by hardware buffer sizes (Line Fill Buffers; as discussed in Chapter[2). As a re-
sult, as outlined in the average per-core memory access throughput (T) is
directly related to the average memory access latency (L) by T = %, where 64
is the size of each memory request in bytes (that is, one cacheline). Therefore,
minimizing average access latency maximizes throughput. The average mem-
ory access latency is given by p - Lp + (1 — p) - Ls. If Lp < Ly, then increasing p
reduces the average access latency; on the other hand, if L, > Ly, then decreas-
ing p reduces the average access latency. Finally, if L, = L,, then changing p
does not change the average access latency. Overall, L, = L, is indeed the equi-

librium point to minimize average access latency and maximize throughputﬂ

The principle of balancing access latencies provides a unified approach to
guide page placement across tiers. First, it automatically captures unloaded la-
tencies of each tier—these are included in Lj, and L,, respectively. For example,
if the gap between unloaded latencies of the tiers is larger, then L;, will remain
less than L, until a larger degree of contention on the default tier, and the prin-
ciple of balancing access latencies will suggest placing a larger amount of hot
pages in the default tier. Second, it captures the maximum theoretical band-
width of each tier. Higher tier bandwidth usually implies that higher loads can

be handled while keeping access latency closer to the unloaded latency (and vice

3We don’t claim theoretical optimality. Such analysis would require an analytical latency-
load model for memory which is hard to build since latency-load characteristics are hardware
and workload dependent [64,(161-163]]. In we empirically demonstrate that the princi-
ple of balancing loaded latencies enables memory tiering systems to achieve close to best-case
performance for individual workloads.
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versa). If the bandwidth of any tier is saturated, then its corresponding access
latency will increase, and thus get captured by the principle of balancing access
latencies. Third, it captures the impact of memory interconnect contention even
when bandwidth is not saturated—queueing at any point in the memory access
datapath will result in access latency increase for the corresponding tier, and

will thus get factored into page placement decisions based on the principle.

The principle of balancing access latencies naturally generalizes to tiered
memory architectures with more than two tiers. If the access latencies of all the
tiers are not equal, then the average access latency can be reduced by placing
more hot pages in the tier with the smallest access latency. This is because do-
ing so will increase the sum of access probabilities of pages in this tier while cor-
respondingly reducing the sum of access probabilities of pages in other tier(s)
which have higher access latencies. Similar reasoning can be applied recursively
for the tier with the second smallest access latency and so on. If the access la-
tencies of all the tiers are equal, then adapting page placement will not lead to
change in average access latency. Hence, the state of balanced access latency
across tiers remains to be the equilibrium point that minimizes average access

latency and maximizes throughput.

4.3.2 Measuring access latency

Independent of the read/write ratio of the workload, overall memory access
throughput primarily depends on the latency of memory read requests. This is
because, even for write requests, store instructions first generate memory read

upon cache miss to load data into the cache; the data is then updated in the
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cache and memory write is processed asynchronously upon cache writeback
(§2.3). Thus, the memory access throughput for write requests directly depends
on the latency of memory read requests. To that end, we just need mechanisms

to measure the latency of memory read requests.

To efficiently measure per-tier access latencies, Colloid builds on two key
properties fundamental to any tiered memory architecture. First, the processor
must have a routing layer that routes each memory request from the issuing core
to the tier its physical address maps to; the routing layer thus observes every re-
quest from every core, and knows which tier each request targets. Second, the
routing layer must maintain state for every in-flight request (in particular, the
identity of the issuing core) in order to route the response back, and this state can
be released only when the response returns from the corresponding tier. Con-
sequently, the duration for which a request occupies the routing layer buffers
is precisely the time taken to service it from the corresponding tier: queueing
at any downstream point in the memory access datapath (e.g., memory con-
trollers, interconnect links) keeps the request allocated in the routing layer for
longer, and is thus automatically reflected in routing layer buffer occupancy. To-
gether, these two properties make the routing layer an ideal vantage point for
measuring per-tier access latency: it has visibility into requests from all cores to
all tiers, and its buffer occupancy captures queueing at any point in the memory

access datapath—without requiring visibility into any downstream queue.

Recent generations of Intel and AMD processors provide hardware counters
at the routing layer that enable low-overhead measurements of per-tier access
latency [14,|100,101,104]. For brevity, we focus our discussion on Intel pro-

cessors, where the routing layer is the Caching and Home Agent (CHA). The
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CHA abstracts away memory tiers from the rest of the system while handling
cache-coherence. As shown in Figure[4.3) the CHA is physically partitioned into
multiple slices (colocated with cores), each of which owns a disjoint subset of
the host physical address space. Upon an L1/L2 cache miss, memory requests
are first forwarded to their corresponding CHA slice based on their physical
address. The CHA looks up the L3 cache. Upon a miss, the CHA queues the re-
quest in its buffers and then forwards the request to the default or alternate tier
based on the physical address. The request remains queued at the CHA until it

has been serviced from the corresponding tier.

CHA hardware counters enable low-overhead measurements of queue oc-
cupancy and request arrival rates on a per-request type (read/write) and per-
tier basis for local DDR-attached memory, remote socket memory exposed
through the processor interconnect, CXL-attached memory, as well as High
Bandwidth Memory. These measurements can be performed at much finer-
grained timescales (as low as 1 microsecond) than the timescales at which mem-
ory tiering systems typically make page placement decisions. During a given
time quantum, let Op, O, be the average queue occupancy of default and al-
ternate tier requests, respectively, and let Rp, R4 be the average arrival rate of
requests to the default and alternate tiers (number of memory requests that ar-
rived during the quantum divided by the quantum duration). R, and R, are

directly related to p (sum of access probabilities of pages in the default tier):

_ _kp
P = Rpry

Colloid uses Little’s Law to measure the access latency (Lp, L4) of
each tier: Lp = Op/Rp, Lx = O4/R4. Since Little’s Law applies to any system
where queues do not grow unboundedly (without any assumptions on arrival,
service behaviors, scheduling policies etc.), applying it at the CHA gives us the

average CHA to memory latency; provides in-depth validation of Little’s
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Figure 4.4: Conceptual illustration of Colloid page placement algorithm (a-c; left-right).
Each figure shows the change in sum of access probabilities of pages in default tier p
over time, along with the equilibrium point p*, low watermark p;,, and high watermark
phi- Colloid page placement algorithm adapts p, pj, and py; so as to maintain two invari-
ants: both p and p* are contained between p;, and pj; at all times, and the gap between
Pio and py; reduces over time. (a) Static workload: p eventually converges to p* (b) Upon
sudden change in p at ¢t = 3, py; is updated, after which p eventually converges to p* (c)
Upon sudden change in p* at r = 3, py, is reset, after which p eventually converges to p*.
law based memory access latency measurements. The only missing component
in measured Lp, L, is CPU to CHA latency. This accounts for only a tiny fraction
of the CPU to memory access latency and can thus be ignored. For example, on
our hardware setup, out of ~70ns unloaded latency for default tier, ~5ns is CPU
to CHA and ~65ns is CHA to DRAM; under memory interconnect contention,
the latter will become even higher, making the former an even smaller fraction
of the overall latency. We apply Exponentially Weighted Moving Averaging
(EWMA) on both the occupancy and rate measurements to smooth noise in the

signals. This trades-off slightly higher reaction time during workload changes

for better stability.

4.3.3 Page placement algorithm

Colloid page placement algorithm takes per-tier access latency and per-page

access tracking information as input, and adapts page placement across tiers.

Overview of the Colloid page placement algorithm. Algorithm (1| shows the

end-to-end Colloid page placement algorithm. At the beginning of each quan-
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tum, it obtains the per-tier average queue occupancy (Op, O,) and average re-
quest rates (Rp, R4) over the duration of the previous time quantum, computes
the per-tier access latencies (Lp, Ls), and current value of the sum of access prob-
abilities of pages in the default tier p. It then decides where to migrate pages
based on the principle of balancing access latencies (§4.3.1)—if default tier ac-
cess latency is smaller than that of the alternate tier, then it promotes hot pages
from the alternate tier to the default tier; otherwise it demotes hot pages from
the default tier to the alternate tier (Lines [5}{8). Next, it determines what pages
to migrate in three steps. First, it computes how much access probability to shift
between the tiers, denoted as Ap (Line[9). Second, it computes a migration limit.
Third, it executes a page finding procedure (Line[10), whose goal is to find a set
of pages in default/alternate tier for demotion/promotion under the following
two constraints: (1) their sum of access probabilities is less than or equal to Ap;
and (2) their sum of sizes in bytes does not exceed the migration limit or the
available capacity in the destination tier. Depending on the underlying system
and access tracking mechanism, one can implement different page finding pro-
cedures, which we describe in Finally, it migrates these pages through an

underlying page migration mechanism.

Desired shift in per-tier access probability. In existing memory tiering sys-
tems, the decision on the set of hot pages to migrate during each quantum is
trivial—simply migrate as many hot pages as possible (while respecting migra-
tion rate limits). For Colloid, however, the principle of balancing access latencies
changes the structure of the problem—the equilibrium point may correspond to
placing a subset of hot pages in the default tier and a subset of the hot pages
in the alternate tier. As a result, the decision on the set of hot pages to migrate

during each quantum is non-trivial. Migrating too many hot pages may result
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Algorithm 1: Colloid page placement algorithm.

[Input parameter]| M: Migration limit per-quantum (in bytes)
Every quantum:

S i G G
S S s

Op, Rp: Measured default tier queue occupancy, rate
O4, R4: Measured alternate tier queue occupancy, rate

Op Oa
Lp < 3 and L, « %
Rp
p A RD+RA

if Lp < L, then
mode « promotion
else
mode « demotion
Ap «— COMPUTESHIFT(p, Lp, L)
S « FINDPAGES(mode, Ap, min (Ap(Rp + Ry), M))

: if mode is promotion then

promote pages in S from alternate to default

: else

demote pages in S from default to alternate

in oscillations around the equilibrium point. Migrating too few hot pages may

result in longer time to converge to the equilibrium point. Colloid determines

the set of hot pages to migrate by computing the desired shift in per-tier access

probabilities.

Algorithm 2 : Computing desired shift in access probability.

/* Initialize p;, < O and p;,; < 1 */

1:
2
3
4.
5
6

procedure COMPUTESHIFT(p, Lp, Ls)
if |Lp — Ls| <6 - Lp then return 0
else
if Lp < L, then p;,, < pelse p,, < p
if p,; < pi, + € then
if Lp < L, then p;; < 1 else p;, < 0

PlotPhi
return |T - p|

To find the desired shift in access probability, Colloid executes a binary-

search style procedure (Algorithm [2) using two watermarks, p,, and pj. In-
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tuitively, p,; upper bounds the sum of access probabilities (known so far based
on measurements during previous quanta) for which the default tier access la-
tency may be smaller than that of alternate tier; p;,, on the other hand, bounds
the sum of access probabilities (known so far based on measurements during
previous quanta) for which the default tier access latency is definitely smaller
than that of alternate tier. The above intuitive definitions suggest that p;, should
be initialized to 0 and p;; should be initialized to 1, based on the unloaded ac-
cess latencies of the tiers. Moreover, if there is a feasible equilibrium point p*,
it will always be somewhere between the low and high watermarks—that is,
Pio < p* < ppi. During each quantum, Colloid tries to reduce the gap between
Do and py;, thus moving the system closer to the equilibrium point. If default
tier access latency is smaller than that of alternate tier, then p,, is updated to p,
otherwise, py; is updated to p. Colloid then moves the system towards the mid-

point of p;, and py,;. To that end, the desired shift in access probability across the

PlotDPhi

2 —p|.

tiers is computed as

As illustrated in Figure for any given static workload, the above pro-
cedure will converge to the equilibrium point if one exists. This is because the
gap between p,, and p; reduces during each quantum, while the invariants
Do < p < py and p, < p* < p continue to hold. As a result, p eventually
converges to p*. If the access latency of the default tier is lower than the al-
ternate tier even when p = 1, then Colloid converges to the optimal operating

point of p = 1.

The key challenge is to handle dynamic time-varying workloads. Such
workloads can result in two unexpected changes: (1) changes in workload ac-

cess patterns can result in abrupt change in p value violating the p;, < p < pj; in-
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variant; and, (2) changes in memory interconnect contention can result in abrupt
change in p* value violating the p,, < p* < p;; invariant. As illustrated in Fig-
uref4.4(b), changes in p are automatically handled by the above procedure, since

the watermarks are updated before computing the Ap value.

Changes in p*, however, require more care. For example, say p* abruptly
becomes larger than pj,; due to change in memory interconnect contention, as
illustrated at ¢+ = 3 in Figure Since the above procedure ensures that p
remains lower than pj,; at all times and since p* is now larger than pj;, p will fail
to converge to the new p*. To handle dynamic changes in the equilibrium point,
Colloid checks if the watermarks have gotten very close to each other and if the
system has not yet reached the equilibrium point (that is, the access latencies
of the tiers are not balanced); if so, Colloid resets the watermarks based on the
access latencies of the tiers. Specifically, if p,, is very close to p;; and the default
tier access latency is smaller than that of the alternate tier, then p* has likely
exceeded py; thus Colloid resets pj; to 1. Similarly, if p,, is very close to p, and
default tier access latency is larger than that of alternate tier, then p* has likely
become smaller than p,,; thus Colloid resets p;, to 0. Resetting the watermarks
when needed enables Colloid to converge to the equilibrium point even when
the equilibrium point shifts due to changes in memory interconnect contention.
This is illustrated in Figure To quantify the gap between the watermarks,
we use a threshold € (0 < € < 1), and to determine whether the system is close
to the equilibrium point we check whether the access latencies of the tiers are
within a factor ¢ of each other (0 < 6 < 1). Given fixed §, increasing € leads
to faster detection of dynamic workload changes at the cost of worse stability.
Given fixed ¢, increasing ¢ leads to better stability at the cost of suboptimal

steady-state throughput.
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Dynamic migration limit. As Colloid converges closer to the equilibrium point,
it must carefully navigate the trade-off between the desired shift in access prob-
ability Ap and the impact of additional memory traffic generated by page mi-
grations on application performance. During a given quantum, if Ap is small
and there are many pages each with tiny access probability (e.g., if Ap = 0.01,
and there are 1000 pages with probability 0.00001 each), Colloid may end up
unnecessarily migrating a large number of pages. This may lead to a large vol-
ume of migration traffic, causing oscillations around the equilibrium point, and
hurting application performance. To address this, Colloid introduces a dynamic
migration limit proportional to Ap. If migration traffic is larger than the desired
perturbation in rates Ap(Rp + R,), then it is not ideal to execute such a migra-
tion. Therefore, Colloid sets the migration limit to the minimum of Ap(Rp + Rj)
and a static limit based on maximum rate-limit for migration traffic, which is a

configurable parameter in existing systems.

Selecting pages to migrate. Given a desired shift in access probability Ap, Col-
loid uses the access tracking mechanism in the underlying system to find a small

set of pages that meet the bound on the desired shift in access probability (§4.4).

4.4 Integrating Colloid with existing memory management
systems
Colloid leverages existing access tracking and page migration mechanisms,

thus enabling easy integration with existing memory tiering systems. We inte-

grate Colloid with three state-of-the-art memory tiering systems, HeMem [185],
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MEMTIS [132] and TPP [150]. This section provides the most interesting system-

specific implementation details.

Integrating Colloid with any system requires implementing access latency
measurement (§4.3.1), Colloid page placement algorithm (§4.3.3), and a page
tinding procedure based on available access tracking information. Colloid im-
plementation uses the same trigger for page placement decisions (e.g., periodi-
cally, or on page faults), and the same page migration limits as the underlying

system.

HeMem with Colloid. HeMem uses Processor Event-Based Sampling (PEBS) to
compute per-page access frequencies. In particular, it uses a busy polling thread
that reads PEBS access samples with a fixed sampling rate, and updates per-
page frequency counts. It maintains a hot list and cold list of pages for each tier.
Pages are placed in the hot list if their access frequency count exceeds a fixed
threshold. Pages are cooled by halving their frequency count whenever the
frequency count of any page reaches a certain threshold (COOLING_THRESHOLD).
Page migrations are performed asynchronously by a migration thread using a

quantum of 10ms.

We implement Colloid on top of HeMem with 520 lines of code. Colloid
access latency measurements are performed on HeMem’s migration thread—
CHA hardware counters are sampled every quantum to obtain average queue
occupancy and average rate of requests for each tier. Colloid page placement
algorithm, that replaces the page placement algorithm of HeMem, is also im-
plemented on the migration thread. We leverage HeMem's per-page frequency
counts to compute the access probability of each page. Specifically, the access

probability of each page is obtained by dividing its frequency count by the cu-
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mulative frequency count across all pages. To efficiently identify pages that
correspond to Ap access probability, we extend HeMem's hot/cold lists: rather
than binary hot/cold lists, we split the frequency space (0-COOLING_THRESHOLD)
into equal sized bins and maintain a separate page list per bin. We use 5 bins by
default. These lists are updated in the exact same fashion as HeMem's original
hot/cold lists. Using these, we can easily determine which pages to migrate:
we iterate over bins to find pages whose sum of access probability is less than
or equal to Ap, until either Ap is satisfied, migration limit is hit, or there are no

teasible page choices.

MEMTIS with Colloid. MEMTIS is similar to HeMem, with four key differ-
ences. First, it uses a dynamic sampling rate for PEBS to reduce CPU overhead.
Second, it uses a dynamic threshold (based on the measured access distribution)
to determine the hot and the cold page list for each tier. Third, it performs pro-
motion and demotion using separate per-tier kmigraterd threads using a quan-
tum of 500ms. Finally, MEMTIS performs page size determination—based on
certain heuristics, MEMTIS coalesces pages into hugepages using a background

thread, and splits hugepages into pages using kmigraterd threads.

We implement Colloid on top of MEMTIS with 411 lines of code. Since
Colloid design is agnostic to the sampling rate used to maintain per-page fre-
quency counts, our implementation on top of MEMTIS computes per-page ac-
cess probabilities similar to our implementation on top of HeMem. We do not
modify MEMTIS hot/cold list management, and simply use the per-tier hot
lists to select pages for migration. We implement Colloid latency measurement
and page placement algorithm on the alternate tier kmigraterd thread (default

tier kmigraterd is unmodified and demotes cold pages based on capacity con-
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straints as before). To determine which pages to migrate, we scan the corre-
sponding tier’s hot list and pick pages until either Ap is satisfied or the migra-
tion limit is hit. To handle different page sizes, we simply need to take each

individual page’s size into account when checking the migration limit.

TPP with Colloid. TPP periodically scans process page tables and marks pages
with a special protection bit. Subsequent accesses to these pages result in a
hint page fault. Hot and cold pages are determined using time-to-fault, that is,
time duration between a page being marked and subsequent hint fault being
triggered. A page is deemed to be hot if the time-to-fault is larger than a dy-
namically adapted threshold, and cold otherwise. Upon hint fault for a page in
the alternate tier, it is synchronously promoted to the default tier if the page is
deemed to be hot. Demotion of cold pages from default tier to alternate tier hap-
pens asynchronously through the kswapd thread which demotes pages based on
capacity watermarks. Cold pages for demotion are picked from the kernel’s in-

active list (which is maintained based on page access bits).

We implement Colloid on top of TPP in Linux kernel v6.3 with ~315 lines
of code. We implement Colloid access latency measurement in a kernel module
that runs a spin polling thread which samples CHA counters at microsecond-
scale, and exposes occupancy and rate metrics to the core kernel. This requires
dedicating one core similar to vanilla HeMem. To compute per-page access
probability, we use time-to-fault as a proxy—pages with higher access probabil-
ity are likely to hint fault more quickly than those with lower access probability.
Specifically, in a stream of requests, the average number of requests before a
page with access probability p is accessed is i. If r is the current rate of requests

to the corresponding tier, we get an average inter-request time of 1. Thus, the
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expected time before a page is accessed (or equivalently, the time-to-fault for a
page) is given by At = #. Rearranging the equation, the access probability of a

page can be calculated as p = 5-.

r

Colloid page placement algorithm is implemented by modifying the hint
fault handler. Upon hint fault of page in alternate tier, the page is promoted
to default tier if current access latency of alternate tier is larger than default
tier and the page’s access probability is less than or equal to Ap (Algorithm [I)).
To enable demotion of hot pages from the default tier to the alternate tier, we
enable hint faults on the default tier pages. Upon hint fault of default tier page,
the page is demoted to alternate tier if default tier access latency is larger than
alternate tier access latency, and its access probability is less than or equal to Ap.
Demotion of cold pages from default tier to alternate tier via kswapd continues

as before to meet capacity constraints.

4,5 Evaluation

We now evaluate the performance of three state-of-the-art memory tiering
systems—HeMem, MEMTIS and TPP—with and without Colloid. Unless spec-
ified otherwise, all parameters of all systems are set to their default values. For
TPP, by default Transparent Huge Pages (THP) are enabled; we also present
results with THP disabled (referred to as TPP w/o THP). For Colloid, we set
€ = 0.01 and ¢ = 0.05 by default. Throughout, we use the same setup as in

We focus on two key metrics: steady-state application throughput, and con-
vergence time upon changes in workload and memory interconnect contention

intensity. For real applications, we measure application-specific performance
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Figure 4.5: Colloid enables each system to achieve near-optimal performance, indepen-
dent of the memory interconnect contention intensity.
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Figure 4.6: Understanding Colloid benefits (a-b; top-bottom). (a) Colloid enables each
system to better balance hot pages across tiers based on the memory interconnect con-
tention, similar to the best-case placement; (b) Colloid reduces the gap between the
access latencies across tiers compared to Figure

metrics that are described inline.

Colloid impact on steady-state throughput. Figure [4.5shows the steady-state
throughput achieved by each system with and without Colloid, along with the
best-case throughput for the same GUPS workload as in Figure With 0x
memory interconnect contention intensity, performance with Colloid matches
performance without Colloid for all systems. With increasing memory intercon-
nect contention, Colloid provides increasingly larger benefits in terms of steady-
state throughput: 1.2 — 2.3x for HeMem, 1.35 — 2.35x for TPP and 1.29 — 2.3x
for MEMTIS. Independent of the intensity of memory interconnect contention,
Colloid enables HeMem, TPP and MEMTIS to achieve close to the best-case per-

formance (within 3%, 8% and 13%, respectively).
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Figure 4.7: Throughput achieved by TPP without THP, with and without Colloid, along-
side the best-case manual placement with 4KB pages. We discuss the reason for TPP
w /o THP+Colloid throughput being larger than best-case in some cases in the text.

Understanding Colloid benefits. Figure shows that Colloid enables each
system to better adapt page placement based on memory interconnect con-

tention; intuitively, this is because Colloid page placement algorithm is able to

determine the precise set of hot pages to place in each tier so as to balance access

latencies as shown in Figure

With 0x memory interconnect contention intensity, Colloid behavior is sim-
ilar to the underlying system (Figure [£.2(b))—it places nearly the entire hot set
in the default tier since the default tier access latency remains lower than that
of the alternate tier. For 1x,2x and 3xX memory interconnect contention inten-
sity, unlike the results in Figure each system now places an increasingly
larger fraction of the hot set in the alternate tier, similar to the best-case place-
ment. With 1x memory interconnect contention intensity, it balances the hot
set across the tiers in order to equalize their access latencies. With 2x, and 3x
memory interconnect contention intensity, Colloid places the entire hot set in
the alternate tier. In these cases, even after doing so, the default tier access la-
tency remains higher than that of the alternate tier, but the gap between the
two is significantly lower compared to the Figure measurements without

Colloid for all systems.
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Impact of page size. Figure [4.7] shows the steady-state throughput achieved
by TPP, with and without Colloid, with THP disabled, resulting in 4KB pages
instead of 2MB pages. For consistency, we compare these numbers with the

performance of the best-case manual placement with 4KB pages.

At 0x memory interconnect contention intensity, best-case throughput with
4KB pages is 60GB/s which is significantly lower than the best-case throughput
of 79GB/s for 2MB pages. This is because of TLB misses which add to mem-
ory access latency (last-level TLB miss ratio is 76% with 4KB pages versus 8%
with 2MB pages). TPP w/o THP throughput is 14% lower than corresponding
best-case at 0x memory interconnect contention intensity (due to page migra-
tion overheads associated with smaller size pages). With increasing memory
interconnect contention intensity, the gap from best-case increases reaching up
to 1.31x at 3x intensity. TPP w/o THP throughput is similar to HeMem, TPP
and MEMTIS for 3x memory interconnect contention intensity, because impact

of larger default tier memory access latencies masks page migration overheads.

TPP w/o THP+Colloid throughput is within 10% of best-case with 1x mem-
ory interconnect contention intensity and higher than the corresponding best-
case with 2x and 3x memory interconnect contention intensity; the latter obser-
vation is because our methodology for estimating the best-case does not take
page table page placement across tiers into account. Using 4KB pages results
in a large number of TLB misses, resulting in memory traffic for page-table
accesseq’] For best-case, while the data pages in the hot set are bound to the
alternate tier, their corresponding page table pages get allocated in the default

tier (this is an implementation artifact; we access all the hot pages first to en-

*With 4KB pages, under 0x memory interconnect contention intensity, even when entire
working set is bound to alternate tier, ~ 17% of memory traffic goes to the default tier.
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Figure 4.8: Colloid enables performance benefits for the underlying system even with
larger alternate tier unloaded latency (a-c; left-right). Each cell in the heatmap shows
performance improvement enabled by Colloid (throughput of the underlying system
with Colloid normalized by throughput without Colloid) for a specific alternate tier
unloaded latency and memory interconnect contention intensity.

sure that they are placed in accordance with their mbind policy). Memory con-
tention impacts these page table accesses, thus reducing throughput. In TPP
w /o THP+Colloid, the page table pages of the hot set get placed in the alternate
tier. Under memory contention, when the system places all the hot data pages

in the alternate tier, both data page and page table accesses go to the alternate

tier, leading to higher performance.

We now perform sensitivity analysis for Colloid with varying alternate tier un-
loaded access latency, varying object sizes, varying number of application cores,
and varying read/write ratios. Each of these parameters impacts the optimal
operating point in terms of the set of hot pages that must be placed in each tier
to achieve optimal performance, thus enabling us to understand Colloid effec-

tiveness across the spectrum.

Impact of alternate tier unloaded latency. Existing CXL-attached memory has
2x higher unloaded latency relative to the default tier for ASIC-based mem-
ory controllers [208,1246]. In our evaluation so far, the unloaded latency of our
alternate tier is 1.9x the default tier latency, roughly matching the current CXL-
attached memory latency ratio. To better understand Colloid behavior under

a wider range of realistic unloaded latencies of tiered memory deployments,
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we increase the unloaded latency on our servers by reducing the uncore fre-
quency of the remote socket only for this experiment. This enables us to vary
the unloaded latency of the alternate tier from 1.9 — 2.7x of the default tier la-
tency. Reducing uncore frequency has the side effect of reducing alternate tier
bandwidth in addition to increasing unloaded latency. Such bandwidth reduc-
tion only hurts Colloid (that is, the reported gains are conservative)—for real
hardware with comparable unloaded latency, higher bandwidth would allow
Colloid to achieve better results: it will be able to place larger number of hot
pages in the alternate tier since loaded latency will not increase as quickly due

to higher bandwidth of the alternate tier.

Figure 4.8/ demonstrates that Colloid enables significant performance bene-
fits for existing memory tiering systems even when the alternate tier unloaded
latency is as high as 2.7x that of the default tier. As expected, Colloid enables
larger benefits for higher memory interconnect contention intensities. For a
fixed memory interconnect contention intensity, the benefits of Colloid reduce
with increasing alternate tier unloaded latency because the throughput benefits
achieved from placing hot pages in the alternate tier reduce with higher access
latency; in addition, a relatively smaller number of hot pages can be placed in
the alternate tier before its access latency exceeds that of the default tier. Nev-
ertheless, even at the maximum alternate tier unloaded latency (2.7x of default
tier), Colloid still achieves 1.01-1.76%, 1.03—-1.76x and 1.01 - 1.63% performance

improvement for HeMem, TPP and MEMTIS, respectively.

Impact of object size. Figure 4.9/ shows the benefits of Colloid with the GUPS
object size varying from 64 to 4096 bytes, with all other parameters fixed to

their default values. For object sizes 256 bytes and above, Colloid provides per-
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Figure 4.9: Colloid enables performance benefits for the underlying system, indepen-
dent of the object size. With larger object sizes, Colloid enables performance improve-
ments even at low memory interconnect contention intensity. (a-c; left-right). Each cell
in the heatmap shows performance improvement enabled by Colloid (throughput of
the underlying system with Colloid normalized by throughput without Colloid) for a
specific object size and memory interconnect contention intensity.

formance improvements even for 0x memory interconnect contention intensity
(1.17-1.31x for HeMem, 1.18—1.35x for TPP and 1.21—-1.35x for MEMTIS). This
is because larger object sizes make the workload access pattern more sequen-
tial; as a result, hardware prefetchers perform better and the effective per-core
parallelism for memory objects is increased. For example, with HeMem at 0x
intensity, the average number of in-flight L3 misses per core at the CHA—which
corresponds to effective per-core parallelism—is 2.82x higher for 4096 byte ob-
ject size compared to 64 byte object size. Thus, the application becomes more
memory intensive, causing the default tier access latency to exceed that of the
alternate tier even at Ox intensity. For example, with HeMem at 0x intensity,
the default tier access latency exceeds the alternate tier latency by 1.77x for 4096

byte object size enabling Colloid to provide performance improvement even at

0x intensity.

With higher memory interconnect contention intensity, Colloid benefits re-
duce a little bit with increase in object sizes. This is because the alternate tier
memory interconnect becomes contended, thus limiting the additional through-
put that Colloid can achieve by placing hot pages in the alternate tier. For ex-

ample, with HeMem+Colloid at 3x intensity and for 64 byte object size, the
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Figure 4.10: Independent of the number of application cores, Colloid continues to
improve performance under memory interconnect contention without impacting per-
formance under no memory interconnect contention across all systems (a-c; left-
right). Each cell in the heatmap shows performance improvement enabled by Colloid
(throughput of the underlying system with Colloid normalized by throughput without
Colloid) for a specific number of application cores and memory interconnect contention
intensity. For TPP, we found that with 20 or more application cores, page migrations
stall; thus we omit these results.

alternate tier bandwidth utilization is 53% of the theoretical maximum band-
width for this workload; for 4096 byte object size, the alternate tier bandwidth

utilization is 96% of the theoretical maximum bandwidth for this workload.

Impact of application core count. We vary the number of application cores
from 5 — 30. For a given number of application cores (x), we run the mem-
ory antagonist on a varying number of the remaining cores (30 — x) to control
memory interconnect contention intensity. We find that Colloid properties con-
tinue to hold independent of the number of application cores—across the spec-
trum, with 1 — 3x memory interconnect contention intensity, Colloid improves
performance of HeMem by 1.02 — 2.49%, TPP by 1.16 — 2.37x and MEMTIS by

1.11 — 2.59x without impacting performance for 0x memory interconnect con-

tention intensity case (Figures 4.10(a)}4.10(b)}4.10(c)). For a fixed number of

application cores, the magnitude of performance improvement increases with
increasing memory interconnect contention intensity. For a fixed memory inter-
connect contention intensity, varying the number of application cores results in

different trends for different systems.

125



HeMem-+Colloid TPP-+Colloid MEMTIS+Colloid

o9 2.64 2.54 248 2.67 261 ¥ Xy 1.97 1.61 243

198 194

N

152 150 1.50

Ay 180 173 1.70

1x 4 1.27

Intensity
=

o
Intensity

0x

1:0 3:1 2:1 11 1:0 3:1 2:1 1:1 1:0 3:1 2:1 1:1
read:write ratio read:write ratio read:write ratio

Figure 4.11: Independent of the workload read/write ratio, Colloid continues to im-
prove performance under memory interconnect contention without impacting per-
formance under no memory interconnect contention across all systems (a-c; left-
right). Each cell in the heatmap shows performance improvement enabled by Colloid
(throughput of the underlying system with Colloid normalized by throughput without
Colloid) for a specific read /write ratio and memory interconnect contention intensity.

Impact of read/write ratio. We vary the read/write ratio of the GUPS work-
load from 1 : 0 to 1 : 1 while keeping all other parameters fixed to their de-
fault values. Colloid properties continue to hold independent of the read /write
ratio—with 1 — 3x memory interconnect contention intensity, Colloid improves
performance of HeMem by 1.05 — 2.64x, TPP by 1.23 — 2.76x and MEMTIS by
1.05 — 2.43x, without impacting performance for 0x memory interconnect con-
tention intensity. At 1x memory interconnect contention intensity, there is little
variation in Colloid performance improvement, across all systems; for 2x and
3x memory interconnect contention intensity, Colloid performance improve-

ment reduces with increasing fraction of writes for HeMem and TPP, and does

not exhibit a clear trend for MEMTIS.

Colloid CPU overheads. Colloid requires additional CPU cycles for latency
measurements and page placement algorithm. Measurements for Figure |4.5/ex-
periments for each system without and with Colloid suggest that Colloid has
<2% CPU overheads for HeMem and MEMTIS, independent of the memory
interconnect contention intensity. Colloid has slightly higher CPU overheads

(4 — 6.5%) for TPP due to an additional core being used for access latency mea-

surement (§4.4).
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Figure 4.12: Colloid enables the underlying system to maintain its convergence time
upon dynamic changes in access pattern and/or memory interconnect contention in-
tensity. Each row (top-bottom) shows instantaneous throughput for the system, mea-
sured at per-second timescale, with and without Colloid. Each column uses a different
scenario: (left) change in access pattern under no memory interconnect contention (cen-
ter) change in access pattern under memory interconnect contention (right) change in
memory interconnect contention intensity.

Adapting to dynamic, time-varying, workloads is a common challenge for any
memory tiering system—if the workload changes faster than the tiering system
can adapt, then the effectiveness of the memory tiering system reduces. Fun-
damentally, there are two sources of dynamism: change in memory access pat-
tern, and change in memory interconnect contention. We evaluate the impact

of Colloid on the convergence time of the underlying system to each of these

separately.

Dynamism due to change in access pattern. We dynamically change the hot
set of the GUPS workload using the same methodology as in HeMem [185].
We run the application on 15 cores with 0x memory interconnect contention
intensity and allow enough time for each of the systems to reach steady-state.
Then, at a particular instant of time (+ = 100), we instantaneously change the

workload’s hot set—pages previously in the hot set are marked as cold, and a
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Figure 4.13: Migration rate (measured per-second) over time for HeMem and
HeMem+Colloid corresponding to Figure experiments.

different set of random pages are marked as hot. Figure (top, left) shows
the result with HeMem. Before the change, both HeMem and HeMem+Colloid
are operating at the same throughput—both of them place the entire hot set
in default tier. Upon the change, there is a sudden drop in throughput since
several pages in the new hot set are now in the alternate tier. Both HeMem and
HeMem+Colloid detect the change in access distribution, migrate the new hot
pages to default tier, and converge back to the original throughput. We observe
similar trends for TPP and MEMTIS, as shown in Figure (center, left) and
(bottom, left). TPP takes significantly longer relative to HeMem and MEMTIS
(100s of seconds) to converge after change in access pattern because it takes
longer to identify the new hot pages due to page table scan latency and less

precise access information; Colloid does not change TPP’s convergence times.

Figure (left) shows the migration rate (that is, the number of bytes mi-
grated per second) for HeMem and HeMem+Colloid over time for the above
experiment. As expected, both HeMem and HeMem+Colloid observe sudden
increase in migration rate upon change of the workload. However, compared
to HeMem, HeMem+Colloid migration rate decreases more gradually; this is
because of the dynamic migration limit in the Colloid algorithm (§4.3.3)—as the
system approaches the equilibrium point, smaller Ap values lead to lower mi-
gration rates. Overall, this relatively more gradual decrease in migration rate

results in HeMem+Colloid taking marginally longer than HeMem (~3 seconds)
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to converge. This overhead does not scale with increasing convergence time;
for example, if the hot set size is larger, HeMem+Colloid migration rate will
be bound by the static migration limit for most of the time; the dynamic mi-
gration limit will apply only when Ap becomes relatively small at which point
Colloid is already close to convergence. Overall, HeMem+Colloid does not ex-
ceed HeMem'’s peak migration rate. In the steady state, HeMem+Colloid has
marginally higher migration rate compared to HeMem, but this does not impact
application performance since it is very small (<0.7% of application through-
put). For TPP and MEMTIS peak migration rate is < 1.6% and 4.5% of applica-

tion throughput, respectively.

We repeat the same experiment as above, but with 3x memory intercon-
nect contention intensity, to understand the behavior of the systems with
change in access distribution under memory interconnect contention. Fig-
ure (top, center) shows that, before the change, HeMem-+Colloid oper-
ates at higher throughput by placing part of the hot set in the alternate tier.
Upon the change, HeMem throughput increases since pages in the new hot set
are now in the alternate tier; HeMem detects the change and migrates all hot
pages back to the default tier thus converging back to its original suboptimal
throughput. On the other hand, upon the change, HeMem+Colloid through-
put degrades since larger-than-ideal fraction of the new hot set is in the de-
fault tier. HeMem+Colloid detects the change and recovers back to its origi-
nal throughput by migrating pages to maintain the ideal fraction of hot set in
the alternate tier. Both HeMem and HeMem+Colloid converge within 10 sec-
onds. We observe a similar trend for TPP, although at a different timescale.
MEMTIS+Colloid throughput is not impacted by the change. This is because

MEMTIS proactively places cold pages in the alternate tier even when there is
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capacity available in the default tier. As a result, for MEMTIS+Colloid, the entire

working set is already in the alternate tier before the change.

Dynamism due to change in memory interconnect contention. We keep the
workload access distribution fixed, and dynamically change the intensity of
memory interconnect contention. Initially, the application is run on 15 cores
with 0x memory interconnect contention. At a particular time instant, we intro-
duce 3x memory interconnect contention. Figure (top, right) shows that,
before the change, both HeMem and HeMem+Colloid operate at same through-
put with the entire hot set in default tier. Upon the change, there is a sudden
drop in throughput due to increased memory interconnect contention. HeMem,
being agnostic to memory interconnect contention, does not react and contin-
ues to operate at degraded throughput. HeMem+Colloid detects the change,
migrates pages in the hot set to alternate tier, and converges to a point of higher
throughput within ~10 seconds (similar timescale as its reaction to access pat-
tern changes). The throughput that it converges to closely matches the best-case
throughput for 3x memory interconnect contention (Figure [4.5). We observe
similar trends for TPP and MEMTIS, as shown in Figure £.12—both of them
converge to near best-case throughput at similar timescales at which they adapt

to access pattern changes (~250s and ~25s, respectively).

We now evaluate Colloid benefits to end-to-end performance of three real-
world applications that exhibit different compute-to-memory bandwidth de-
mands and access patterns. As before, we run each application on 15 cores and

evaluate with varying intensity of memory interconnect contention.

Graph processing (GAPBS). This application implements several graph pro-

cessing algorithms operating on top of in-memory graphs, producing a large
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Figure 4.14: Colloid enables end-to-end performance benefits for real-world applica-
tions that exhibit different compute-to-memory bandwidth demands and access pat-
terns (a-c; left-right). (a) GAPBS, a graph processing application; (b) Silo, an in-memory
transactional database; and, (c) CacheLib, an in-memory key-value cache.

number of memory accesses in the process. We evaluate the PageRank algo-
rithm in GAPBS [26] on a Twitter graph, similar to [132]. Access locality arises
from skew in the degree distribution of graph nodes. We set the default tier size
to one-third of the total working set size (~12.6GB) and execute 16 trials of the
algorithm. The performance metric is the average execution time across all trials
(lower is better). Figure shows that, with increasing memory intercon-
nect contention, Colloid improves the performance of HeMem by 1.05 x —1.92x,
TPP by 1.05 — 1.48x and MEMTIS by 1.12 — 2.12x. Performance improvement
with TPP is relatively smaller compared to HeMem and MEMTIS because it

takes longer to identify hot pages.

In-memory transaction processing (Silo). This application implements a high-
performance in-memory transactional database; we evaluate it using the YCSB-
C benchmark, as in [132]. The working set consists of 400 million key-value
pairs with 64 byte keys and 100 byte values; the total working set size is thus
~60GB. Default tier size is set to one-third of the working set size. We execute
15 billion lookup operations using a Zipfian access distribution. Figure
shows the corresponding results. Colloid matches baseline performance at low
memory interconnect contention and improves the performance of HeMem by
1.13-1.25%, TPP by 1.09 - 1.17x and MEMTIS by 1.08 —1.17x%, at higher memory

interconnect contention intensities.
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In-memory key-value cache (CacheLib). We evaluate CacheLib, a popular
open-source caching library, in RAM-only mode and execute workloads us-
ing the standard CacheBench tool. We use the key-value workload from [185]
(HeMemKYV): the key and the value sizes are fixed to 64B and 4KB, respectively,
20% of keys are in the hot set, and remaining are in the cold set. The hot set
is accessed uniformly at random with 90% probability, and cold set with 10%
probability. The GET/UPDATE ratio is 90/10. We populate 15 million KV pairs
leading to working set size of ~75GB, set the default tier size to one-third of
the working set size, and execute 1 billion operations from 15 cores. The per-
formance metric is average throughput (operations per second) over the entire
duration of the experiment. Figure shows that, at 2x and 3x memory
interconnect contention intensity, Colloid improves performance of HeMem by

1.37 — 1.74%x, TPP by 1.42 — 1.79%, and MEMTIS by 1.48 — 1.93x.

4.6 Related work

We discuss key works related to Colloid.

Memory management for NUMA architectures. Classical literature in this
space [32,33,58,(133}|147,212] has primarily focused on the problem of plac-
ing both compute tasks and memory pages in multi-socket systems to opti-
mize application performance. The work that comes closest to our problem
is Carrefour [58]. Carrefour, among other techniques, performs page placement
to balance load (average rate of requests) across memory attached to different
NUMA nodes. In the memory tiering context, where each tier has a different

unloaded latency, this will lead to unnecessarily placing pages in alternate tiers
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even when the memory interconnect is not contended. Moreover, under mem-
ory interconnect contention, balancing request rates could lead to suboptimal
application performance. Colloid demonstrates that memory management us-
ing the principle of balancing access latencies is a better approach to maximize

application performance.

Software-managed tiered memory management. We have already demon-
strated the benefits of Colloid with state-of-the-art software-based memory tier-
ing systems [132}150,185]. Colloid can be integrated with any of the other exist-
ing systems [2}/47,63}(115,119}230,233] to perform memory management using

the principle of balancing access latencies.

BATMAN [47] performs tiered memory management using a bandwidth-
centric approach—it balances fractions of accesses to the tiers based on the ratio
of their theoretical maximum bandwidths, independent of memory intercon-
nect contention. Such an approach is suboptimal due to two reasons. First,
when unloaded latencies of the tiers are different (as is the case for modern
tiered memory architectures), this approach may unnecessarily place hot pages
in tiers with higher access latency leading to suboptimal application perfor-
mance. Second, as discussed in access latency of tiers can increase sig-
nificantly, far before their maximum bandwidth is saturated; as a result, using
bandwidth as a metric fails to fully capture the impact of memory interconnect
contention. Colloid automatically captures unloaded latencies and memory in-
terconnect contention (independent of whether memory bandwidth is saturated

or not) using the principle of balancing access latencies.

Hardware-managed tiered memory management. An alternate approach to

tiered memory management is to use the default tier as an inclusive cache (e.g.,
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Intel memory mode [134,185], stacked DRAM caches [87,113}143,|183,199]]) or
exclusive cache (e.g., Intel flat memory mode [246]) for the alternate tier. These
approaches have the benefit of enabling data placement across tiers at cache-
line granularity. However, existing hardware-managed tiered memory systems
make the same assumption as their software counterparts: despite serving most
of the hot data from the default tier, the access latency of the default tier re-
mains lower than that of the alternate tier. It would be interesting to integrate
Colloid with hardware-based tiered memory management mechanisms to per-
form data placement at cacheline granularity using the principle of balancing

access latencies.

4.7 Implications for the rest of the thesis

Existing operating system memory management mechanisms innovate on ac-
cess tracking, page migration, and dynamic page size determination; however,
they all use the same page placement algorithm—packing the hottest pages in
local memory and placing the remaining pages in disaggregated memory. This
is based on the implicit assumption that, despite serving the hottest pages, ac-
cess latency of the local memory is always lower than that of disaggregated
memory. Building on Chapters 2| and 3, we have demonstrated that this as-
sumption does not hold in the regime of multiple concurrent memory requests
leading to memory interconnect contention, and that existing systems achieve
far from optimal performance in this regime. We have presented Colloid, a
memory management mechanism that embodies the principle that page place-
ment should be adapted to balance the access latencies of local and disaggre-

gated memory. This principle provides a unified approach to memory manage-
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ment, enabling Colloid to optimize application performance independent of the
latency and bandwidth characteristics of the individual interconnects used for
memory disaggregation. We have integrated Colloid with three state-of-the-art
memory management systems, and demonstrated its effectiveness over a wide

variety of workloads and real-world applications.

In Chapter 3, we demonstrated that individual application performance can
improve when memory is disaggregated over cache-coherent interconnects like
CXL. The design of Colloid shows how to re-think operating system memory
management to actually achieve such operating points, without having to mod-
ify applications or manually control their data placement. Beyond maximizing
individual application performance, realizing the improved utilization promise
of memory disaggregation requires sharing disaggregated memory resources
across multiple applications or hosts or tenants. This is the problem that we

consider in Chapter
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CHAPTER 5
KARMA: SHARING DISAGGREGATED MEMORY ACROSS TENANTS
UNDER DYNAMIC DEMANDS

In this chapter, we first demonstrate that dynamic resource demands are the
norm in real-world deployments (§5.2), and show that the classical max-min
fairness algorithm for resource allocation loses one or more of its properties un-
der dynamic demands (§5.3). Next, we present the Karma and its theoretical
analysis (§5.4). We then discuss Karma'’s integration with existing disaggre-
gated memory systems (§5.5) and its empirical evaluation (§5.6). Finally, we
discuss related work (§5.7), and the broader implications of this chapter (§5.8).

5.1 Overview

Sharing disaggregated memory capacity across multiple hosts (or applications
or tenants) is fundamentally a resource allocation problem—a resource with a
tixed capacity is allocated to one or more “users”, where each user is an entity
consuming the resource (e.g., host, application, tenant). There is a large and ac-
tive body of research on designing resource allocation mechanisms that achieve
Pareto efficiency (high resource utilization) and strategy-proofness (selfish users
should not be able to benefit by lying about their demands) while ensuring that

resources are allocated fairly among users, e.g., [78,83,(106,179,181}198,201].

For a system containing a single resource, the two most popular allocation
mechanisms are strict partitioning [20,219] and max-min fairness [78), 83,91,
111,164,165/179,(181,[198]. The former allocates the resource equally across all

users (“fair share”), independent of their demands; this guarantees strategy-
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proofness and fairness, but not Pareto efficiency since resources can be under-
utilized when one or more users have demands lower than the fair share. Max-
min fairness alleviates limitations of strict partitioning by taking user demands
into account: it maximizes the minimum allocation across users while ensur-
ing that each user’s allocation is no more than their demand. A classical result
shows that resource allocation based on max-min fairness guarantees each of
the three desirable properties—Pareto efficiency, strategy-proofness, and fair-
ness. These powerful properties have, over decades, motivated efforts in both
systems and theory communities on generalizations of max-min fairness for
allocating multiple resources [78,82,|83]], for incorporating application perfor-
mance goals and deadlines [82} 106|145} 146], and for new models of resource

allocation [48,/56,68,84,181},198]], to name a few.

This chapter explores a complementary problem—resource allocation of a
single elastic resource in a system where user demands are dynamic, that is,
vary over time. Dynamic user demands are the norm in most real-world de-
ployments [29] 44,118,144, (188,192,213} 219, 234]; for instance, analysis of pro-
duction workloads in §5.2| reveals that user demands vary by as much as 17x
within minutes, with a majority of users having demands with standard devia-
tion 0.5 — 43x of the average over time. We show in that, for systems with
such dynamic user demands, resource allocation based on the max-min fairness
algorithm fails to guarantee one or more of its properties: (1) if the allocation
is done based on demands at # = 0, Pareto efficiency and strategy-proofness are
no longer guaranteed; and, (2) if the allocation is done periodically, long-term
fairness is no longer guaranteed—for n users with the same average demand,
the max-min fairness algorithm may allocate some user as much as Q(n) more

resources than other users over time.
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We present Karma, a new resource allocation mechanism for dynamic user
demands. The key technical contribution of Karma is a credit-based resource
allocation algorithm: in each quantum, users receive credits when they donate
a part of their fair share of resources (e.g., if their demand is less than their fair
share); users can use these credits to borrow resources in any future quantum
when their demand is higher than their fair share. When the supply of resources
from donors is equal to the demand from borrowers, it is easy to exchange re-
sources and credits among users. The key algorithmic challenge that Karma
resolves is when supply is not equal to demand—in such scenarios, Karma care-
tully orchestrates resources and credits between donors and borrowers: donors
are prioritized so as to keep credits across users as balanced as possible, and

borrowers are prioritized so as to keep the resource allocation as fair as possi-

ble.

We theoretically establish Karma guarantees for dynamic user demands.
Karma guarantees Pareto efficiency at all times: in each quantum, it allocates
resources such that it is not possible to increase the allocation of a user without
decreasing the allocation of at least another user. For strategy-proofness, Karma
guarantees that a selfish user cannot increase their aggregate resource alloca-
tion by over-reporting their demands in any quantum. In addition, we show
a new surprising phenomenon (that may primarily be of theoretical interest):
if a user had perfect knowledge about the future demands of all other users,
the user can increase its own aggregate allocation by a small constant factor by
under-reporting its demand in some quanta; however, for n users, imprecision
in this future knowledge could lead to the user losing Q(n) factor of their aggre-
gate resource allocation by under-reporting their demand in any quantum. Put

together, these results enable Karma to provide powerful guarantees related to
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strategy-proofness. Finally, for fairness, we prove that given a set of (past) allo-
cations, Karma guarantees an optimally-fair resource allocation. We also estab-
lish that Karma guarantees similar properties even when multiple selfish users

can collude, and even when different users have different fair shares.

We have realized Karma on top of Jiffy [118], an open-sourced multi-tenant
disaggregated memory system; an end-to-end implementation of Karma is
available at https://github.com/resource-disaggregation/karma. Evaluation of
Karma over production workloads demonstrates that Karma’s theoretical guar-
antees translate well into practice: it matches the max-min fairness algorithm in
terms of resource utilization, while significantly improving the long-term fair-
ness of resources allocated across users. Karma'’s fairer resource allocation di-
rectly translates to application-level performance; for instance, over evaluated
workloads, Karma keeps the average performance (across users) the same as the
max-min fairness algorithm, while reducing performance disparity across users
by as much as ~2.4x. Karma also incentivizes users to share resources: our eval-
uation shows that (1) Karma-conformant users achieve much more desirable al-
location and performance compared to users who prefer a dedicated fair share
of resources; and, (2) if users were to turn Karma-conformant, they can improve
their performance by better matching their allocations with their demands over

time.

5.2 Dynamic demands

Increasingly many applications running data analytics or key-value caches op-

erate on data collected from social media, application and network logs, mobile
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Figure 5.1: Analysis of Google and Snowflake workloads suggests that a large frac-
tion of users have dynamic demands (left) that can change dramatically over short
timescales (center, right). (left) CDFs, across users, of the ratio of standard deviation and
mean of each user’s demand. (center) For a randomly sampled user in the Snowflake
trace, the variation in the user’s CPU and memory demands (normalized by minimum
demand) over a 15 minute period. (right) For a randomly sampled user in the Google
trace, the variation in the user’s CPU and memory demands (normalized by minimum
demand) over a 2 hour period.

systems, etc. A unique characteristic of these data is that they are less con-
trollable by the organization because they are generated by entities outside of
the organization. As a result, applications can observe highly time-varying dy-

namic resource demands [29,44,(118,144,188/,192,213,219,234].

To build a deeper understanding of variation in user demands over time, we
analyze two publicly-available production workloads: (1) Google [188] resource
usage information across 8 clusters (1000 — 2000 users per cluster) over a 30 day
period; and, (2) Snowflake [219], a cloud-based database query engine that pro-
vides resource usage statistics for over 2000 users over a 14 day period. To
characterize user demand variability over time, we compute—for each user—
the ratio of the standard deviation and mean of their demands over the entire
period. Figure (left) shows that 40 — 70% of all users in both Google and
Snowflake workloads have a standard deviation in CPU and memory demands
at least 0.5x their mean, indicating high variability in demands for most users.

Furthermore, the standard deviation in demands of as many as 20% of the users
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can be as high as their mean demand, with some users having extremely high
variance in demands (standard deviations up to 12 —43x the mean). Similar ob-
servations have been made for time-varying user demands in inter-datacenter
networks; for instance, production studies [1] show that, on average, user de-
mands vary by 35% within 5-minute intervals, with some demands varying by

as much as 45% within a short period of time.

Figure [5.1| (center) shows the CPU and memory demands for a randomly-
sampled user from the Snowflake trace over a 15 minute window (we show
only one user and only 15 minute window for clarity; analyzing a sample of 100
users, we find 87% of the users to have similar demand patterns). The figure
shows that user demands can change dramatically over tens of seconds, by as
much as 6x and 2x for compute and memory, respectively. Similarly, we see

significant variation in demands even for a random user from the Google trace

(shown in Figure[5.1| (right)).

5.3 Max-min fairness properties under dynamic demands

The classical max-min fairness algorithm for resource allocation provides many
desirable properties, e.g., Pareto efficiency, strategy-proofness, and fairness.
However, buried under the proofs is the assumption that user demands are
static over time, an assumption that does not hold in practice (as demonstrated
in Figure[5.1)). For the realistic case of dynamic user demands, max-min fairness
can be applied in two ways, each of which leads to violating one or more of
its properties. We will demonstrate this using the example in Figure here,

time is divided into five quanta and three users have demands varying across
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Figure 5.2: Classical max-min fairness guarantees break for dynamic user demands.
Here, 6 units of a resource are shared by 3 users (fair share of 2). Discussion in

quanta.

First, one can naively perform max-min fair allocation just once based on
user demands at quantum ¢ = 0. This results in max-min fairness losing both
Pareto efficiency and strategy-proofness. In the example of Figure since al-
locations will only be done based on the demands specified by the users at¢ = 0,
if users were to specify their true demands, user C will obtain an allocation of
1 unit leading to a total useful allocation of 3 units over the entire duration
(as shown in Figure (middle, top)); if user C were to lie and over-report
their demand at r = 0 as 2 units, then they can achieve a more desirable total
useful allocation of 5 units (Figure (middle, bottom)). This breaks strategy-
proofness. In addition, max-min fairness is also not Pareto efficient: for many

quanta, resources allocated to users will be underutilized as is evident in Fig-

ure 5.2 (middle).

A better way to apply max-min fairness for dynamic user demands is to peri-
odically reallocate resources based on users’ instantaneous demands (e.g., every

quantum of time periods, as in several operating systems and hypervisors [114
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220]). This trivially guarantees Pareto efficiency and strategy-proofness but re-
sults in extremely unfair allocation across users. Figure 5.2 (right, top) shows an
example where max-min fairness can result in 2x disparity between resources
allocated to users over the 5 quanta—user A receives a total allocation of 10
slices, while user C receives a total allocation of only 5 slices, despite them hav-
ing the same average demand; this example can be easily extended to demon-
strate that max-min fairness can, for n users, result in resource allocations where
some user gets a factor of Q(n) larger amount of resources than other users
(proof in Theorem [1| below). Such disparity in resource allocations also leads
to disparity in application-level performance across users since, as discussed
above in use cases, many applications require consistently good performance
over long periods of time, rather than excellent performance at some times and
very poor performance at other times [56,76,83,209]. We will demonstrate, in
the evaluation section, that users experience significant disparity in application-

level performance due to such disparate resource allocations.

Theorem 1. There is an instance with n users where the ratio of the maximum over the

minimum total resource allocation in classical max-min fairness is n + 1.

Proof. The amount of available resources every quantum is n, the fair share of
every user is f = 1, and there are n + 1 quanta in total. The first n — 1 users con-
stantly have demand 1 and the final user, A, has 0 demand the first n quanta, but
demand n on the final quantum. Classic max-min fairness will always allocate
1 resource to every one of the n — 1 users, leading to a total allocation of n + 1 in
the final quantum, while on the same quantum user A will have received a total
allocation of 1. In this scenario, the ratio of maximum over minimum allocation

isn+ 1. O]
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For the rest of the chapter, we focus on long-term fairness; informally, an
allocation is considered fair if all users have the same aggregate resource alloca-
tion over time. Our goal is to design a resource allocation mechanism that, for
dynamic user demands, guarantees Pareto efficiency, strategy-proofness, and

fairness.

5.4 Karma

Karma is a resource allocation mechanism for dynamic user demands. Karma
uses credits (§5.4.1) §5.4.2)—users receive credits when they donate a part of
their fair share of resources (e.g., when their demand is less than their fair share),
and can use these credits to borrow resources beyond their fair share during
periods of high demand. Karma carefully orchestrates the exchange of resources
and credits between donors and borrowers: donors are prioritized in a manner
that ensures credit distribution across users remains as balanced as possible,
and borrowers are prioritized in a manner that keeps the resource allocation
as fair as possible. We will prove theoretically in that, while simple in
hindsight, this allocation mechanism simultaneously achieves Pareto efficiency,

strategy-proofness, and fairness for dynamic user demands.

5.4.1 Preliminaries

We consider the following setup for the problem: we have n users sharing a sin-
gle resource (CPU, memory, GPUs, etc.); each user has a fair share of f resource

units (each unit is referred to as a slice), and thus the pool has n x f slices of
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the resource. Time is divided into quanta, users demand a certain number of
resource slices every quantum, and Karma performs resource (re)allocation at
the beginning of each quantum. While user demands during each quantum can
be arbitrary, unsatisfied demands in one quantum do not carry over to the next.
Similar to prior work [78,/179}181,198]], we assume that users are not adversar-
ial (that is, do not lie about their demands simply to hurt others’ allocations),
but are otherwise selfish and strategic (willing to misreport their demands to

maximize their allocations).

5.4.2 Karma design

Let 0 < a < 1 be a parameter. Karma guarantees that each user is allocated
an « fraction of its fair share (= « - f) in each quantum; we refer to this as the
guaranteed share. Karma maintains a pool of resource slices—karmaPool—that,

at any point in time, contains two types of slices:

* Shared slices are the slices in the resource pool that are not guaranteed to
any user. It is easy to see that the number of shared slices in the system is
n-f-n-a-f=n-(1-a-f.

* Donated slices, that are donated by users whose demands are smaller than

their guaranteed share.

We use these two sets of slices in the following manner. In any given quantum,
if a user has demand less than its guaranteed share, then the user is said to
be “donating” as many slices as the difference between the user’s guaranteed
share and demand in that quantum. A user that has demand larger than its

guaranteed share is said to be “borrowing” slices beyond its guaranteed share,
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which the system can potentially supply using either shared slices or donated

slices.

Karma credits

Karma allocates resources not just based on users’ instantaneous demands, but
also based on their past allocations. To maintain past user allocation informa-

tion, Karma uses credits.

Users earn credits in three ways. First, each user is bootstrapped with a fixed
number of initial credits upon joining the system (we will discuss the precise
number shortly, once enough context is provided); second, each user is allocated
(1 = @) - f free credits every quantum as compensation for contributing (1 — @)
fraction of its fair share to shared slices. Finally, users earn one credit when
some other user borrows one of their donated slices (one credit per quantum per

slice).

Unlike earning credits, there is only one way for any user to lose credits: for
every slice borrowed from the karmaPool (donated or shared), the user loses

one credit.

Prioritized resource allocation

We now describe Karma’s resource allocation algorithm, that orchestrates re-
sources and credits across users (Algorithm . To make the discussion succinct,
we refer to the sum of user demands beyond their guaranteed share as “bor-

rower demand”; that is, to compute borrower demand for any given quantum,
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Algorithm 3 : Karma resource allocation algorithm.

demand[u]: demand of user u in the current quantum
credits[u]: credits of user u in the current quantum

alloc[u]: allocation of user u in the current quantum
f: fair share

«: guaranteed fraction of fair share

Every quantum do:
1. shared_slices«n-(1-a):-f
2: For each user u,
3: increment credits[u] by (1 —a@) - f
4 donated_slices[u] =max (0, @ - f— demand[u])
5 alloc[u] =min (demand[u], a - f)
6: donors « all users u with donated_slices[u] >0
7: borrowers « all users u with
8 alloc[u]<demand[u] & credits[u]>0
9

: while borrowers # ¢ and

10: (>, donated_slices[u] >0 or shared_slices > 0) do
11: b* « borrower with maximum credits

12: if donors # ¢ then

13: d* « donor with minimum credits

14: Increment credits[d*] by 1

15: Decrement donated_slices[u] by 1

16: Update the set of donors (line 6)

17: else

18: Decrement shared_slices by 1

19: Increment alloc[6*] by 1
20: Decrement credits[6*] by 1
21: Update the set of borrowers (line 7)

we take all users with demand greater than their guaranteed share and sum up
the difference between their demand (in that quantum) and « - f. In quanta
when borrower demand is equal to the supply (number of slices in karmaPool),
Karma’s decision-making is trivial: simply allocate all slices in karmaPool to the
borrowers, and update credits for all users as described in the previous subsec-
tion. The key algorithmic challenge that Karma resolves is when the supply is
either more or less than the borrower demand. We describe Karma allocation

mechanism for such scenarios next and then provide an illustrative example.
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Figure 5.3: Karma resource allocation for the running example of Figure Recall that
there are 6 resource slices, 3 users each with average demand and fair share equal to 2.
We show the case of the guaranteed share being 1 (¢ = 0.5), with 6 bootstrapping (initial)
credits for each user. Note that each user receives 1 free credit every quantum. Karma
achieves significantly improved fair allocation than max-min fairness—it allocates each
user an equal allocation of 8 resource slices over time.

Orchestrating resources and credits when supply > borrower demand. When
supply is greater than borrower demand, there are enough slices in karmaPool
to satisfy the demands of all borrowers. In such a case, Karma prioritizes the
allocation of donated slices over shared slices (so that donors get credits), and
across multiple donated slices, prioritizes the allocation of a slice from the donor
that has the smallest number of credits—this allows “poorer” donors to earn
more credits, and moves the system towards a more balanced distribution of
credits across users. Intuitively, credits capture the allocation obtained by a user
until the last quantum—users who obtained lower allocations in the past will
have a higher than average (across users) number of credits, while those who
received a surplus of allocations will have a below-average number of credits.
Hence, balancing the number of credits across users over time allows Karma to
move towards a more equitable set of total allocations across users. Once all do-

nated slices are allocated, Karma allocates shared slices to satisfy the remaining

borrower demands.

Orchestrating resources and credits when supply < borrower demand. When
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supply is less than demand, karmaPool does not have enough slices to satisfy
all borrower demands. In such a scenario, Karma prioritizes allocating slices
to users with the maximum number of credits. This strategy essentially favors
users that had fewer allocations in the past (and thus, a larger number of cred-
its), hence moving the system towards a more balanced allocation of resources
across users, promoting fairness. At the same time, reducing the credits for the
users with the most credits also moves the system to a more balanced distribu-

tion of credits across users.

Illustrative example. The running example in Figure 5.3/ shows the execution
of Karma'’s algorithm for the example from Figure 5.2/ for & = 0.5: that is three
users A, B, and C, each with a fair share 2 slices (f = 2), and a guaranteed share
of 1 slice. Recall that, since (1 — @) - f = 1, each user receives 1 credit every

quantum, and suppose all users are bootstrapped with 6 initial credits.

In the first quantum, C’s demand is equal to the guaranteed share, while A
and B request 2 and 1 slices beyond the guaranteed share, respectively. Since
supply (= 3 shared slices in karmaPool) is equal to borrower demand, Karma
uses the shared slices to allocate slices beyond the guaranteed share for A and
B and satisfies their demands. This results in a final allocation of 3 slices for A, 2
slices for B, and 1 slice for C. A loses 2 credits, B loses 1 credit and no one gains

any credits.

In the second quantum, A demands 3 slices, while B and C donate 1 slice
each. The total supply (= 5, with 2 donated slices and 3 shared slices) exceeds
the borrower demand. A is allocated 3 slices and it loses 3 credits (since its
allocation is 2 slices above its guaranteed share). B and C receive 1 credit each

since their donated slices are used. Similarly, in the third quantum, B demands
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3 slices, while A and C donate 1 slice each. Since total supply exceeds borrower
demand, B receives the 3 slices it asked for, and loses 2 credits; A and C gain 1

credit each.

The fourth quantum is important: here, demand exceeds supply, and there
are no donated slices. Now, unlike classic max-min fairness, Karma will priori-
tize the allocation of resources based on the credits of each tenant. Since at the
start of this quantum, C has 11 credits, while A and B have only 6 and 7 credits
respectively, C will be able to get 3 extra slices from the pool of shared slices by
using 3 credits and achieve an allocation of 4. A and B will get their guaranteed

allocation of 1 and do not gain or lose any credits.

In the fifth quantum, once again, demand exceeds supply. C has 9 credits, B
has 8 credits, and A has 7 credits. Karma first prioritizes allocating to C giving it
1 extra slice, at which point both C and B have equal credits (8). Next, they both
get 1 extra slice each, at which point the supply is exhausted. The final resulting

allocation is 1 slice for A, 2 slices for B, and 3 slices for C.

In the end, A, B, and C end up with the exact same total allocation (8 slices)
and number of credits (unlike max-min fairness where user allocations had a

disparity of 2x).

We now briefly discuss some additional aspects of Karma design not included

in the above description.

Bootstrapping Karma with initial credits. Recall that, to bootstrap users,
Karma allocates each user an initial number of credits. The precise number of
initial credits has little impact on Karma’s behavior; after all, credits in Karma

essentially capture a relative ordering between users, rather than having any
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absolute meaning. The only importance of the number of credits is to ensure
that no user runs out of credits at any quantum (which, in turn, could lead to
violation of Karma’s Pareto efficiency guarantees): even if spare resources are
available, a user with high demand may not be able to borrow resources beyond
the guaranteed share (line 7 of Algorithm 3) due to running out of credits. Thus,
Karma sets the number of initial credits to a large numerical value to ensure that

no user ever runs out of creditsﬂ

User churn. Fairness is relatively ill-defined when users can join and leave the
system on a short-term basis (e.., when a user runs a short query with large par-
allelism, and then leaves the cluster). Also, recall from our motivating scenarios,
fair resource allocation in private clouds is usually performed for long-running
services. However, Karma still handles user churn since, in many realistic sce-
narios, the set of all users of the system may not be known upfront during sys-
tem initialization. For users that join and leave over longer timescales, Karma
handles user churn with a simple mechanism: its credits. When a new user
joins, either the resource pool size remains fixed and the fair share of all users
is reduced proportionally or the resource pool size increases and the fair share
of users remains the same. The credits of the existing n — 1 users do not change,
and the new user is bootstrapped with initial credits equal to the current average
number of credits across the existing n — 1 users. Intuitively, users who have do-
nated more resources than they have borrowed will have above-average credits,
and those who have borrowed more than they have donated will have below-

average credits. As such, initializing the new user with the average number of

For example, in a system with 100 users with fair share of 100 slices, setting initial credits
to say 103 will ensure that even a worst-case user with highest possible demand (10000 slices)
during all quanta cannot run out of credits for ~ 31 years, which is good enough for all practical
purposes.
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credits (heuristically) puts the new user on equal footing with an existing user
that has borrowed and donated equal amounts of resources over time. When a
user leaves the system, the fair share of the remaining users is increased propor-
tionally (or resource pool size reduces while maintaining the same fair share),

and there is no change in their credits.

Users with different fair shares. To generalize the algorithm to users with dif-
ferent fair shares, users with larger weights are charged fewer credits to borrow
resources beyond their guaranteed share when compared to users with smaller
weights. Intuitively, this enables users with larger weights to obtain more re-
sources than users with smaller weights for the same number of credits. We
achieve this by updating Line 20| of Algorithm 3|to decrement credits by # in-
stead of 1, where w; is the normalized weight of the corresponding user, and n is
the number of users. Algorithm [4 presents the full description of the weighted
version of Karma’s algorithm. For users with different fair shares, as we will

discuss in §5.4.3) this generalization leads to the same properties and guaran-

tees, with only a minor difference.

System parameters, and interpretation for «. Karma has only one parameter:
@; one can think of resource slice size and quantum duration as parameters,
but these are irrelevant to Karma’s guarantees: they hold for any slice size and
quantum duration, as long as demands change at coarser timescales than the
quantum duration. The a parameter in Karma provides a tradeoff between in-
stantaneous and long-term fairness. Providers can choose any ¢ depending on
the desired properties. Intuitively, an @ smaller than 1 leads to a larger portion of
shared slices, giving Karma’s algorithm more flexibility in adjusting allocations

to achieve better long-term fairness.
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Algorithm 4 : Karma with different fair shares.

demand[u]: demand of user u in the current quantum
credits[u]: credits of user u in the current quantum
alloc[u]: allocation of user u in the current quantum

fu: fair share of user u
wy,: normalized weight of user u (—)

Ju
2k Ji

a: guaranteed fraction of fair share

Every quantum do:

1: shared_slices « (1 —a)- (3 fi)
2: For each user u,

3:

4
5
6
7
8
9

10:
11:
12:
13:
14:
15:
16:
17:
18:

19:
20:

21:

increment credits[u] by (1 - ) - %

donated_slices[u] =max (0, « - fi— demand[u])

alloc[u] =min (demand[u], a - f;)

: donors « all users u with donated_slices[u] > 0
: borrowers « all users u with
alloc[u]<demand[u] & credits[u]>0

: while borrowers # ¢ and
(3>, donated_slices[u] >0 or shared_slices > 0) do

b* < borrower with maximum credits
if donors # ¢ then
d* < donor with minimum credits
Increment credits[d*] by 1
Decrement donated_slices[u] by 1
Update the set of donors (line 6)
else
Decrement shared_slices by 1

Increment user b* allocation by 1
Decrement credits[b*] by - vih*
Update the set of borrowers (line 7)

5.4.3 Karma theoretical properties

In this section, we present a theoretical analysis of Karma. Recall from
that, similar to all prior works, users are considered selfish and strategic (that is,
are willing to misreport their demands to maximize their allocations), but not
adversarial (that is, do not lie about their demands simply to hurt others’ allo-
cations). For the purpose of our theoretical analysis, we assume that Karma is

initialized with a large enough number of initial credits so that users do not run
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Figure 5.4: The phenomenon of users (left) gaining a small factor of improvement in
their allocations by specifying demands less than their real demands, by exploiting
knowledge of all future demands of all users; (right) any imprecision in the knowledge
of future demands of all users could result in a significant reduction in useful alloca-
tions of the lying user. The resource pool has 8 slices, and 4 users with fair share of 2
and guaranteed share of 0 (@ = 0).

out of credits during the execution of the algorithm (recall, we discussed how
to achieve this in practice in §5.4.2). All our results hold for @ = 0; extending
our results to @ > 0 is an interesting open question. Here, we present results

assuming that all users have equal fair shares. For generalization of our proofs

to the case of users with different fair shares, we refer the reader to [69].

We define Pareto efficiency on a per-quantum basis. An allocation is said to
be Pareto efficient if it is not possible to increase the allocation of a user without
decreasing the allocation of at least one other user by a similar total amount dur-
ing that quantum. Note that, Pareto efficiency on a per-quantum basis implies

Pareto efficiency over time.

Theorem 2. Karma is Pareto efficient.
Karma'’s Pareto efficiency follows trivially from the observation that similar to
max-min fairness, Karma allocation satisfies the two properties: (1) no user is

allocated more resources than its demand, and (2) either all resources are allo-

cated or all demands are satisfied.
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For strategy-proofness, we make two important notes. First, if one assumes
that the system has a priori knowledge of all future user demands, the resource
allocation problem can be solved using dynamic programming; however, for
many use cases, it is hard to have a priori knowledge of all future user demands.
This leads to our second note: Karma is solving an “online” problem (that is, it
does not assume a priori knowledge of future user demands), and thus, we
prove online strategy-proofness [8] defined as follows: assume that all users are
honest during quanta 0 to g — 1; then, a mechanism is said to be online strategy-
proof if, for any quantum g, a user cannot increase its allocation during quantum

g by lying about its demand during quantum gq.

Theorem 3. Karma is online strategy-proof.

To prove Theorem [3| we actually prove a stronger result stated below. Karma’s

online strategy-proofness trivially follows from this.

Lemma 1. A user cannot increase its useful resource allocation by specifying a demand

higher than its real demand in any quantum.

The proof for the lemma is a bit involved, but intuitively, it shows the follow-
ing. The immediate effect of a user specifying a demand higher than its ac-
tual demand is that if the user is allocated more resources than its actual de-
mand, these extra resources do not contribute to its utility, but do put the user
into a disadvantageous position: not only can this user lose credits (either be-
cause it’s asking for resources beyond its guaranteed share, or because it could
have gained credits if this extra resource could have been allocated to some bor-
rower), but also because other users get fewer resources; this makes other users

be favored by the allocation algorithm in the future while making the lying user
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less favored. Thus, the user cannot increase its long-term “useful” allocation
by specifying a demand higher than the real demand in any quantum. Specif-
ically, it is possible that when a user over-reports its demand during quantum
¢q', the user receives an increased instantaneous allocation during some future
quantum g > ¢’; however, we are able to show that, in this case, the user will
also receive reduced instantaneous allocation(s) during other quantum(s) in be-
tween ¢’ and g, leading to either a lower or equal total allocation over the period
between ¢’ and q. The hardness in the proof stems from carefully analyzing such
cascade effects: a small change in users’ resource allocation in any quantum can
result in complex changes in future allocations that may lead to higher instanta-
neous but equal or lower total allocations in future quanta. Once we prove this

lemma, the proof for Karma’s online strategy-proofness follows immediately.

Before presenting the proof of Lemma|l| we first establish some preliminar-
ies that will be useful for the remainder of this section. We denote x™ = max(x, 0).
The set of users is denoted with [1]. We denote with r{ the allocation of user i
in quantum ¢. We also denote with R! the cumulative allocation of user i up to
quantum ¢, i.e. R = ', r. By definition, R? = 0. Since we focus on the @ = 0
case, we note that the number of credits user i earns in quantum ¢is f —r}. Using
the notation of this section, this means that Karma prioritizing users with the
most credits is equivalent to prioritizing users with the least cumulative allo-
cation. Every quantum ¢, each user i’s real demand is d;. The useful allocation
of user i on quantum ¢ is u} = min(r},d;). The total useful allocation of user i
after quantum ¢ equals the sum of useful allocations up to that quantum, i.e.
Ul = Yo ul = Y. min(r7,df). Without loss of generality, we are usually going
to study the possible deviations of user 1, i.e. how much user 1 can increase

its allocation by lying about its demand. We use the symbols c?l?, 7, f?ﬁ, i, Uf to
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denote the claimed demand and resulting outcome of some deviation of user 1.

We first prove a couple of auxiliary lemmas needed for the proof of Lemma

Lemma 2. Fix a quantum t and let i, j be two different users. If the following conditions

hold

o vl < ?tandrl < d., ie user i gets more resources on quantum t when user 1

deviates and user i could have gotten more resources when user 1 does not deviate.

o ri > Foand ¥, < dj, i.e. user j gets less resources on quantum t when user 1

deviates and user j could have gotten more resources when user 1 deviates.

t t Pt pr ;
then R; > R’ and R; < R’ implying

(5.1)

It should be noted that the conditions for i (similarly for j) can be simplified
if i has the same demand in both outcomes (which is trivially true if i # 1): if

ri < 7! the other inequality is implied as d; = d; and 7 < d_.

Proof. Because of the conditions, we notice that r; < d; and r; > 0 (the last in-
equality is true because of 7; < 3; which guarantees that 7; > 0 and r; > 7). This
implies that it would have been feasible to increase r; by decreasing rj. This
implies that R; > R}; otherwise Karma would have prioritized user j and given
it some of the resources user i got. With the analogous inverse argument (we
can increase 7; by decreasing ) we can prove that R < IAQ;. This completes the

proof. ]

The main technical tool in our proof is the following lemma bounding the

total amount all the users have “won” because of user 1 deviating, i.e. Zk(f?; -
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R))*. So rather than bounding the deviating user 1’s gain directly, it is better
to consider the overall increase in all users combined. More specifically, the
lemma upper bounds the increase of that amount after any quantum, given that
user 1 does not over-report her demand. The bound on the total over-allocation
SR — R)* then follows by summing over the time periods. The bound on
the increase of Y (R! — R))* after any quantum is different according to three

different cases:

e [f all users” demands are satisfied, then the increase is at most 0.

e If user 1 is truthful the increase is again at most 0 so in these steps over-
allocation can move between users but cannot increase. This is the reason

working with the total over-allocation is so helpful.

e If user 1 under-reports the increase is bounded by the amount of resources

she receives when she is truthful.

Lemma 3. Fix any t > 1. Let {R'"™"};e(,) and {I?j‘l},-e[n] be the cumulative allocations up
to quantum t — 1. Assume that {d.};c(,) are some users’ demands and that {c?f Yicin) are the
same demands except user 1’s, who deviates but does not over-report, i.e. d < di. Then
it holds that

> (R-R) = D (R - R

keln] ke[n] (52)
<ri1|d; < di]

When all demands are satisfied, user 1 clearly cannot change other users’
allocations by under-reporting. We will use Lemma 2| to show that if user 1 is
truthful on quantum ¢, then the Lh.s. of is at most 0; as the mechanism
allocates resources such that the large R — R are decreased and the small R/ — R!

are increased. Finally, if user 1 under-reports its demand then the (at most)
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ry resources user 1 does not get might increase the total over-allocation by the

same amount.

Proof. Define P' = {i € [n] : R! > R!} for all . Suppose by contradiction:

Z (R -Ry) - Z (R =R > F1d < df]

keP! kep'-1
Because Y cp (R = RN < 3 p i (RI! — REY), the above inequality implies

> G -r)>n|d < d (5.3)

keP!

Because user 1 does not over-report its demand, it holds that 3}, r, > >, 7, i.e.
the total resources allocated to the users does not increase when user 1 deviates.

Combining this fact with we get that

Yl -#)y>ni|d <d (5.4)

ke Pt

We notice that because of (5.3), there exists a user i € P’ for whom # > r/;
because of (5.4), there exists a user j ¢ P’ for whom ri. > . Additionally for that

Jj we can assume that d’; = d; because:

e If user 1 does not deviate then for all &, cf,’( =d,.

o If c?ﬁ < di, then (5.4) implies 3 pr 141 (rj< - ?11) > 0,i.e. j # 1 and we assumed

that only user 1 deviates.
Thus we have cff < d! (since no user over-reports), c?;. =dj, F; > r,and 7, <r}.
Now Lemmaproves that R'—R' < f(’;. —R’. This leads to a contradiction, because

iePandj¢P,ie R -R>0>R -R, O
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Now we prove Lemma [}

Proof of Lemmall} Fix a quantum T and let {d'};, be any demands (that possibly
involve user 1 both over and under-reporting). We are going to show that if
user 1 changes every over-report to a truthful one, then its utility on quantum
T is not going to decrease. Let T, < T be the last quantum where user 1 over-
reported. For all users i and quanta ¢ € [1, 7], let c?l? = c?l?, except for 071T * which is
1’s actual demand (note that cZIT 0 < a?lTO). Let 7, R, i1, U be the result of demands
d. We will show that U [ > U [, i.e. user 1 does not prefer the demands {c?l?},',,
over the demands {c?l? }ir.. If we apply this inductively for every quantum before
T where user 1 over-reports, we are going to get that over-reporting is not a

desirable strategy.

Up to quantum T, — 1 all users’ demands in d and d are the same and thus
so are the allocations: for all i, IAQI.TO_] = RiTO_l and Ul.T"_l = UI.T"_I. Because c?lTU >d/"
and fori # 1, cfiTO = cfiTO, user 1 may earn some additional resources on T, i.e.
710~ 7" = R1° — R[* = x, for some x > 0, while other users i # 1 get less resources:
#1o — 7" = R1* — RI® < 0. We first note that the x additional resources that user 1
gets are in excess of 1’s true demand, meaning they do not contribute towards

1’s useful allocation:

UT() — I’éT()

ATO
U_l 1

1

—R"—x=0 (5.5)

1

Additionally, because user 1 does not over-report dor din quanta 7y + 1 to
T (by assumption 7 is the last quantum before T where user 1 over-reports), it
holds that for ¢ € [Ty+1, T], user 1’s useful allocation is the same as the resources

it receives: it} = 7| and &, = 7|. This fact, combined with (5.5) proves that

Vte [Ty, T], U'-U =R, —R' —x (5.6)
1 1 1 1

160



Thus, in order for this over-reporting to be a strictly better strategy, it must
hold that RT — RT > x. We will complete the proof by proving that the opposite
holds. Since there is no over-reporting in periods t € [T, + 1,T] we can use
Lemma [3| where we use cff < cff in place of c?l? < d! and summing (5.2) for all

t € [Ty + 1, T] and noticing that ! = d| we get
(R -RD) = (R -RP) <0
% %

The above, because (I?,f -RDH* >0, I?,{" - I_?,f(’ <0ifk#1,and I?lTO — R1T° =x>0,

proves that RT — RT < x. This completes the proof. O
Building on Lemma I} we now prove Theorem

Proof of Online strategy proofness. Fix a quantum ¢ and assume that all users’ de-
mands are truthful up to quantum 7 — 1. To prove that Karma is online strategy-
proof we need to prove that given these conditions, user 1 cannot increase its
utility on quantum ¢. Because over-reporting demand never leads to increased
utility, user 1 can increase its utility only by under-reporting. However, simply
under-reporting (without altering past allocations) can only decrease user 1’s

allocation. This completes the theorem’s proof. O

While analyzing Karma properties, we encountered a new, surprising, phe-
nomenon that may be of further theoretical interest: we show that a user that
knows all future demands of all other users can report a demand that is lower than
its actual demand in the current quantum to increase its allocation in future
quanta by a small constant factor. However, any imprecision in the knowledge
of all future demands of all other users could result in the user losing a factor of

Q(n) of its total allocation.
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Lemma 4. A user cannot increase its total useful allocation by a factor more than
1.5% by specifying a demand less than its real demand in any quantum. Gaining this
useful allocation requires the user to know the future demands of all users. If the user
does not have a precise knowledge of all future demands of all users, it can lose its useful

allocation by a factor of 22 (for n > 3) by specifying a demand less than its real demand.

We provide intuition for this phenomenon using an example (Figure [5.4). In
the left figure, user A is able to gain 1 extra slice in its overall allocation by
under-reporting its demand (reporting 0 instead of 8) in the first quantum. By
under-reporting, its allocation in the first quantum reduces, enabling it to get
more resources during the second quantum when it competes with user C. In
the third quantum, it is able to recover the resources it lost in the first quantum
from user B, resulting in an overall gain. To see the flip-side, if the demands
of other users had been as shown in Figure (right), then user A sees a 3x

degradation in overall allocation.

Before presenting the full proof of Lemma [4, we provide a brief intuitive
proof sketch. To prove the first part of the Lemma [}, we consider an arbitrary
user Alice and an arbitrary time period, and compare two scenarios—one where
Alice is truthful (hereby called the truthful scenario) and one where Alice is
deviating by under-reporting her demand during some quantum (hereby called

the deviating scenario).

Our key insight for the proof is that bounding the increase in total allocation
of all users is easier than reasoning about the increase in total allocation of an
individual user (Alice) since even a small change in Alice’s demand during one
quantum can result in cascading effects on the total allocation of other users as

well. To that end, we prove the following claim: the total amount of resources
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all the users have earned in excess in the deviating scenario compared to the
truthful one can be at most as large as Alice’s total allocation in the truthful
scenario. We prove this claim based on the following observation: whenever
Alice under-reports her demand she is effectively “donating” the allocation she
would have gotten in the truthful scenario to the other users whose allocations
in the deviating scenario increase. Since Karma is Pareto efficient, the total gain
in allocation across users during this quantum is limited by the amount donated
by Alice which is in turn bound by Alice’s own allocation during this quantum
in the truthful scenario. By applying this reasoning iteratively across all quantd?,
we can show that the total increase in allocation across all users cannot exceed
the total allocation of Alice in the truthful scenario. This already implies a 2x

upper bound on the maximum increase in total allocation that Alice can achieve.

To tighten the upper bound, we prove a second claim: if Alice receives higher
total allocation in the deviating scenario compared to the truthful scenario, then
there must exist some other user Bob who gained an even larger increase in
total allocation than Alice. Putting together the above two claims allows us to
establish the desired upper bound. Based on the first claim, the total gain in
allocation across all users cannot exceed Alice’s total allocation in the truthful
scenario. This implies that the sum of total gains across Alice and Bob cannot
exceed Alice’s total allocation in the truthful scenario. Since Bob’s gain is at least
as large as Alice’s gain (based on the second claim), this implies that Alice’s gain
is at most half the total allocation of Alice in the truthful scenario—a gain of at

most 1.5%, thus proving the first part of Lemma

21t turns out that Alice under-reporting in a given quantum cannot cause cascading increases
in total allocation across users in future quanta if Alice does not under-report in future quanta.
This is because Karma prioritizes allocation to users with high credits (or equivalently low total
allocations).
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The second part of the lemma is proven by first creating a set of demands
where a user can under-report its demand during quantum ¢ to earn increased
total allocation by some quantum ¢’ > g. Then we create a set of demands that
are identical up to quantum g but vastly different from quanta ¢ + 1 to ¢’. If the
user (in the hope of facing the first set of demands) under-reports its demand
on quantum ¢ but ends up facing the second set of demands then this results in
vastly different allocations by quantum ¢’. By correctly picking the two sets of

demands we get the desired bounds.

We now present the full proof of both parts of Lemma {4

Proof of Lemma |4|— upper bound on potential increase. Lemma 1 implies that itisno
loss of generality to assume that user 1 does not over-report its demand, since
any benefit gained by over-reporting can be gained by changing every over-
report to a truthful one. This means that instead of U! < 1.5U! we can show
R < 1.5R!. Towards a contradiction, let ¢ be the first quantum when user 1 gets
more than 1.5 more resources by some deviation of demands, i.e. R) > 1.5R!
and R < 1.5R""'. This implies that # > r|, which in turn entails that there
exists a user j for whom 7; < r’, since the total resources allocated when user 1
is under-reporting cannot be less than those when 1 is truthful. Because 7| > r{,
o< rfi, c?ﬁ <dj, and c?’/ = dj, we can use Lemma 2/and get IAQ’I - R < R’/. - Rfl This

inequality, R/ — R\ > 0, and Lemma by summing (5.2) for every quantum up to

t, implies
2(R - R)) < (R -R})+ (R, - RY)
t
<SR -R) <Y =R,
k =1
The above inequality leads to R < 1.5R!, a contradiction. O
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We now prove that if users in Karma misreport their demand, they might

lose a large amount of useful resources.

Proof of Lemma [4]— decrease in useful allocation. Consider n users and f = 1. We
will examine the first 3 quanta of two scenarios. In the first scenario, only users
A, B, and C have non-zero demands, meaning we can ignore the other users.
In Table 5.1) we see the demands of the users, as well as the resources they get

allocated if they are truthful.

t 1 2 3

A [n@) n(3) n(@)

B |[n(%) 00 n(¥)

C 0(00) n(Z) 0(0)
others | 0 (0) 0(0) 0(0)

Table 5.1: Example where it is in A’s best interest to lie by misreporting a 0 demand on
the first quantum. Each cell has the demand of the user and the parentheses contain the
resources allocated if every user is truthful.

It turns out that it is in A’s best interest to lie on the first quantum and report

a demand of 0. This leads to A getting % resources, compared to %, had A been

truthful.

Now we examine the second scenario in Table where every user other

than A has the same demand.
t \ 1 2 3
A nn) n() n()
others | 0(0) 1(1) 1(1)

Table 5.2: Example where if A misreports its demand according to the demands of
Table 5.1} they lose resources. Each cell has the demand of the user and the parentheses
contain the resources allocated if every user is truthful.

Comparing Tables 5.1 and [5.2] we notice that A has the same demand for

all quanta. This means that if A decides to misreport 0 demand on the first
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quantum, in order to maximize its resources according to the first scenario, A
would lose resources in the second one. More specifically, in the second scenario
misreporting leads to A getting only 2 resources, compared to n + 2 resources

for truthful reporting, i.e. misreporting is a factor of * worse. O

All the above discussed properties and guarantees hold for the generalized algo-
rithm where users have different fair shares (Algorithm ). The only difference,
is that the upper bound factor in Lemma [4 changes from 1.5x to 2x. We refer

readers to [69] for the corresponding proofs.

Recall that Karma focuses on long-term fairness without a priori knowledge of
future user demands. To that end, the following theorem summarizes Karma’s

fairness guarantees:

Theorem 4. For any quantum q, given fixed user allocations from quantum 0 to quan-
tum g — 1, and user demands at quantum g, Karma maximizes the minimum total

allocation from quantum 0 to quantum q across users.

The proof for the above theorem follows from the prioritized resource allo-
cation mechanism of Karma. Given allocations from quantum 0 to ¢g—1, the user
with the least total allocation up to quantum g — 1 will have the largest number
of credits. In quantum ¢, Karma will prioritize the allocation of resources to
this user (until it is no longer the one with the minimum total allocation, after
which it will prioritize the next user with the minimum total allocation, and so
on), thus maximizing the minimum total allocation from quantum 0 to ¢ across

users—this is the best one can do in quantum ¢ given past allocations.
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5.5 Integrating Karma with existing disaggregated memory

systems

We have implemented Karma on top of Jiffy [118], an open-sourced elastic dis-
aggregated memory system. Jiffy has a standard distributed data store architec-
ture (Figure [5.5(a)): resources are partitioned into fixed-sized slices (blocks of
memory) across a number of resource servers (memory servers), identified by
their unique sliceIDs (referred to as blockIDs in Jiffy). A logically centralized
controller tracks the available and allocated slices across the various resource
servers and stores a mapping that translates sliceIDs to the corresponding re-
source server. We have implemented Karma as a new resource allocation algo-

rithm at the Jiffy controllerf}

Users interact with the system through a client library that provides APIs
for requesting resource allocation and accessing allocated resource slices. Users
express their demands to the controller through resource requests which specify
the number of slices required. The controller periodically performs resource
allocation using the Karma algorithm and provides users with the sliceIDs of
the resource slices that are allocated to them. Users can then directly access
these slices from the resource servers through read or write API calls without
requiring controller interposition. In the rest of this section, we discuss the key

data structures and mechanisms required to integrate Karma with Jiffy.

Karma employs three key data structures to efficiently implement the poli-

cies and mechanisms outlined in karmaPool, a credit map, and a rate map.

3Karma can thus directly piggyback on Jiffy’s existing mechanisms for controller fault toler-
ance [118, Section 4] to persist its state across failures.
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karmaPool. Recall from that the karmaPool tracks the pool of donated
slices and shared slices, and needs to be updated when resource allocations
change. Also, the resource allocation algorithm should be able to efficiently
select donated slices from a particular user while satisfying borrower demands
(§5.4.2). To this end, the karmaPool is implemented as a hash map, mapping
userIDs to the list of slicelDs corresponding to slices donated by them. The list
of sliceIDs corresponding to shared slices is stored in a separate entry of the
same hash map. When resource allocations change, the corresponding slicelDs
are added to or removed from the corresponding lists. As such, karmaPool sup-

ports all updates in O(1) time.

Credit Tracking. Karma employs two data structures for tracking and allocating
credits across various users: a rate map and a credit map. The rate map maps
each user to the rate at which it earns or spends credits every quantum as a
result of donating or borrowing slices. The rate is positive for a donor, and is
equal to the number of its donated slices that are borrowed by other users; it
is negative for a borrower, and is equal to the number of slices allocated to it
beyond its guaranteed share. The credit map, on the other hand, maps each

user to a counter corresponding to its current credits.

Separating the rate map and credit map facilitates efficient credit tracking
at each quantum: Karma simply iterates through the rate map entries, and up-
dates the credit counters in the credit map based on the corresponding user
credit rates. Since the rate map only contains entries for users with non-zero
rates, Karma can efficiently update credits for only the relevant users. Karma re-
computes allocations—and therefore rates—only when user demands change;

in quanta where demands are unchanged, advancing credits requires nothing
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Figure 5.5: Karma Design. See §5.5|for details.

more than a pass over the rate map. At the same time, employing a hash-map
for each of them permits O(1) updates to the user credit rate or number of credits

while performing resource allocation.

Borrowing and donating slices. Karma realizes its credit-based prioritized al-
location algorithm (§5.4.2) using two modules at the controller. First is a slice al-
locator that maintains the karmaPool to track and update slice allocations across
users, and, second a credit tracker that maintains the current number of credits
for any user (via Credit Map) and how it should be updated (via Rate Map).
Figure shows these modules along with the data structures they manage.

The slice allocator intercepts resource requests from users, periodically exe-
cutes the Karma resource allocation algorithm (Algorithm 3) to compute alloca-
tions based on the user demands, and updates slices in the karmaPool accord-
ingly. It interacts with the credit tracker to query and update user credits. A
naive implementation of Algorithm 3|runs in O(n - f - log n) time, where n is the

number of users, and f is the fair sharqﬂ Instead of computing allocations one

4The loop in Lineof Algorithmtakes O(n- f) iterations. If we were to maintain min/max
heaps ordered by credits for the donor and borrower sets, the donor/borrower with the mini-
mum/maximum credits could be found in O(1) time; however, each iteration changes the credits
of the corresponding donor and borrower, and updating the two heaps accordingly would take
O(log n) time per iteration.
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slice at a time, we use an optimized implementation that carefully computes
them in a batched fashion, that reduces the runtime to O(nlogn). This enables

the slice allocator to support resource allocation at fine-grained timescales.

Our optimized implementation builds on the observation that the loop in
Line [10] of Algorithm [3|is essentially a water-filling process over user credits.
Consider the case where the supply of slices exceeds the borrower demand.
Here, the demands of all borrowers can be met, so the only question the loop
resolves is which donors’ slices are used; and, each slice drawn from a donor in-
creases that donor’s credits by exactly one. As such, the loop repeatedly draws
a slice from the poorest donor until it is no longer the poorest, effectively raising

the credits of the poorest donors in lockstep, one credit level at a time.

Instead of replaying this process one slice at a time, our implementation sorts
donors by their credits once, and then advances the active set of donors—those
currently at the lowest credit level—in batches. Specifically, it computes the
largest number of slices A that can be drawn from each active donor before the
state of the process qualitatively changes, that is, the minimum of (i) the smallest
number of residual slices available for donation across active donors (beyond
which that donor leaves the active set), (ii) the gap to the credit level of the
next-poorest donor (beyond which new donors join the active set), and (iii) the
residual borrower demand divided by the size of the active set (beyond which
the loop terminates). It then advances all active donors by A slices at once, and
assigns the last few slices individually once the residual demand drops below
the size of the active set. Since each batch is delimited by an event that either
adds a donor to or removes a donor from the active set (or terminates the loop),

and each donor joins and leaves the active set at most once, the loop takes O(n)
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batches rather than O(n - f) single-slice steps.

To make each batch cheap, we maintain the active set in a min-heap ordered
by the number of residual slices available for donation, augmented with a global
offset that is shared across all its elements. The offset lets us decrement the resid-
ual counts of all active donors uniformly in O(1) time—the operation performed
once per batch—while insert, find-min and delete-min continue to take O(log n)

time.

Shared slices are modeled as a pseudo-donor with arbitrarily large credits,
so that they are drawn from only after all donated slices have been exhausted.
The case where borrower demand exceeds supply is handled symmetrically: all
donated slices are used, slices are handed out to the richest borrowers (drain-
ing their credits in lockstep), and the same batching applies with the active set
being the borrowers at the highest credit level. Overall, our implementation
runs in O(nlogn) time, dominated by the initial sort of users by credits, and is

independent of the fair share f (equivalently, the total number of slices).

Consistent hand-off of resources. Since users are allowed to directly access
slices from resource servers, we need to ensure consistent hand-off of slices from
one user to another when slices are reallocated. For example, say user U, has
a slice during a given quantum, and in the next quantum, this slice is allocated
to user U,. We need to ensure that (1) U,’s data is flushed to persistent storage
before U, overwrites it (2) U, should not be able to read /write to the slice after
U, has accessed it (for example, there could be in-flight read /write requests to

the slice which were initiated before U, gets to know its allocation changed).

Karma ensures the above by maintaining a monotonically increasing se-
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quence number and current userID for each slice, at both the controller (within
the karmaPool) and the resource servers (as slice metadata). On slice allocation,
its userID is updated and its sequence number is incremented at the controller,
and the sequence number is returned to the user. Subsequent user reads and
writes to the slice specify this userID and sequence number. A slice read suc-
ceeds only if the accompanying sequence number is the same as the current
slice sequence number, while a slice write succeeds only if the accompanying
sequence number is the same or greater than the current sequence number. If
a write necessitates an overwrite of the current slice content and metadata, the
old slice content is transparently flushed to persistent storage (e.g., S3) before the
overwrite. In our example above, U,’s first access to the slice after re-allocation
will trigger a flush of U,’s data to S3 and update the slice sequence number. Fol-
lowing this U,’s accesses to this slice will fail since the current sequence number
of the slices is higher. U, can then read/write this data from persistent storage.
Implementing consistent resource hand-off in Jiffy required minor changes to
the controller (to track sequence numbers per slice), memory servers (to per-
form sequence number checking), and the client library (to tag requests with

sequence numbers).

5.6 Evaluation

We have already established Karma properties theoretically in In this sec-
tion, we evaluate how Karma’s properties translate to application-layer bene-
tits over an Amazon EC2 testbed with real-world workloads. Our evaluation

demonstrates that:
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* Karma reduces the performance disparity between different users by ~ 2.4x
relative to classic max-min fairness, without compromising on system-wide

utilization or average performance.

e Karma incentivizes users to share resources, quantifying Karma’s online

strategy-proofness property.

We primarily focus on the shared cache use case from for the following
reason. While datasets for the shared data analytics clusters use case are pub-
licly available (e.g., Google and Snowflake datasets), they do not provide user
queries that may impact our final conclusions. For the shared cache use case,
we do have all the information we need: these datasets provide information on
the working set size of each user over time, which can be fed into an end-to-end
multi-tenant in-memory cache system running on Amazon EC2. We, thus, focus

on this use case.

Experimental setup. Our experimental setup consists of a distributed elastic in-
memory cache shared across multiple users backed by a remote persistent stor-
age system. For the cache, we use Jiffy [118], augmented with our implemen-
tation of Karma (§5.5) and other evaluated schemes. If the evaluated scheme
does not allocate sufficient slices to a user on Jiffy to fit its entire working set,
the remaining data is accessed from remote persistent storage. When slices are
reallocated between users across quanta, the corresponding data is moved be-
tween Jiffy and persistent storage through the consistent hand-off mechanism
described in We deployed our setup on Amazon EC2 using c5n.9xlarge
instances (36 vCPUs, 96GB DRAM, 50Gbps network bandwidth). We host the
Jiffy controller and resource servers across 7 instances and use 25 instances for

the users/clients that issue queries to Jiffy. We use Amazon S3 as the persistent
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storage system.

Workload. We use the publicly available Snowflake dataset [219] that pro-
vides dynamic user demands in terms of memory usage for each customer from
Snowflake’s production cluster. We use these demands as the dynamic work-
ing set size for individual users. For each user, we issue data access queries
using the standard YCSB-A workload [53]] (50% read, 50% write) with uniform
random access distribution, with queries during each quantum being sampled
(according to the YCSB parameters) within the instantaneous working set size
of that user. If a query references data that is currently cached in Jiffy, then
it is serviced directly from the corresponding resource server; otherwise, it is

serviced from the persistent storage.

Default parameters. Unless specified otherwise, we randomly choose 100 users
(out of ~ 2000 users) over a randomly-chosen 15 minute time window (out of a
14-day period) in the Snowflake workload. To test for extreme scenarios, we set
the length of each quantum to be one second (that is, a total of 900 quanta). The
tair share of each user is 10 slices, and the total memory capacity of the system is
set to the number of users times the fair share (1000 slices). Each slice is 128MB
in size, while each query corresponds to a read or write to a 1KB chunk of data

(the default size in the YCSB workload).

Compared schemes. We compare Karma to strict partitioning and max-min
fairness, since they correspond to the two most popular fair allocation schemes,
and represent extremes in resource allocation and performance. When evaluat-

ing Karma, we set the number of initial credits to a large value| The fraction of

>As discussed in the precise value is unimportant. Here, we set it to 900, 000, so that
even if a user was allocated the full system capacity for the entire duration (1000 x 900) it would
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fair share that is guaranteed () is 0.5 by default.

Metrics. We evaluate system-wide resource utilization, along with both per-
user and system-wide performance—key metrics for any resource allocation
mechanism. For performance, we measure both throughput and latency (aver-
age and 99.9th percentile tail). We define performance disparity for an allocation
scheme as the ratio of median to minimum performance (that is, throughput

or latency) observed across various users. For any given user, we define wel-

>, allocations
>.;demands /

fare over time ¢ as that is, the fraction of its total demands satisfied

minyserswelfare
maxyserswelfare

by the allocation scheme. We define fairness as (higher is better, 1 is

optimal), as a measure of welfare disparity between users.

We now evaluate Karma'’s benefits in terms of reducing disparity across users’

application-level performance as well as resource allocation.

Karma reduces performance disparity between users. Figure shows the
throughput distribution across users for our compared schemes; the y-axis is
presented in log-scale to focus on the users at the tail of the distribution, which
observe the most performance disparity. Since Karma strives to balance fair-
ness over time, it significantly narrows the throughput distribution across users
compared to the two baselines: the ratio between the maximum and minimum
throughput across all users is 7.8x with strict partitioning and 4.3x with max-
min fairness, but only 1.8x for Karma. As Figure shows, Karma lowers
the throughput disparity across users by 2.4x compared to max-min fairness.
Karma also reduces average latency disparity (Figure by 2.4x and 99.9th
percentile latency disparity (Figure by 1.2x compared to max-min fair-

ness by enabling a tighter distribution for both latencies.

not run out of credits.
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Figure 5.6: Understanding Karma benefits. (a) Karma enables a much tighter through-
put distribution across users (colored arrows show the absolute gap between median
and minimum throughput across users). (b, c) It also enables a tighter distribution
of average and tail latencies across users (again, colored arrows show the absolute
gap between median and maximum latency across users). (d) Karma achieves much
lower throughput disparity—ratio of median to minimum values of throughput across
users—than classic max-min fairness. (e) It also significantly reduces the gap between
the users with minimum and maximum overall allocations, (f) while achieving similar
system-wide performance as max-min fairness.

Equitability in performance across users for a scheme is closely tied to how
fairly resources are allocated across users. Specifically, because of the large gap
between elastic memory (Jiffy) and S3 latencies (50-100x), accesses to slices in
S3 result in significantly lower throughput than accesses to slices in elastic mem-
ory. As a result, users” average throughput ends up being roughly proportional
to their total allocation of slices in elastic memory over time. Similarly, since a

larger total allocation results in a smaller fraction of requests going to S3, aver-

age and tail latencies also reduce.
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Karma reduces disparity in allocations. We now quantify disparities in over-
all allocations obtained by users across our compared schemes via our fairness
metric in Figure Due to dynamic demands, strict partitioning exhibits
very poor fairness, since users with very bursty demands end up getting much
lower total allocations than users who have steady demandsf] While max-min
fairness observes better fairness compared to strict partitioning, the best-off user
still receives 4x higher allocation than the worst-off user, resulting in poor ab-
solute fairness. Karma achieves significantly better fairness with the best-off
user receiving only 1.5x higher allocation than the worst-off user. It is able to

achieve this by prioritizing the allocation of resources beyond the fair share to

users with more credits (§5.4.2).

Karma achieves Pareto efficiency and high system-wide performance. Karma
achieves the same overall resource utilization as max-min fairness (~ 95%). This
is because Karma is Pareto efficient (§5.4.3) similar to max-min fairness and thus
achieves near-optimal utilization. We find that the optimal utilization is < 100%

since some quanta observe total user demands less than system capacity.

Max-min fairness observes 1.4x higher system-wide throughput (that is,
throughput aggregated across all users) than strict partitioning (Figure [5.6(1))
since it permits allocations beyond the fair share, allowing more requests to
be served on faster elastic memory. Karma observes system-wide performance
similar to max-min fairness for similar reasons; the slight variations are at-

tributed to variance in S3 latencies.

We now empirically demonstrate that Karma incentivizes users to donate re-

®Note that only useful allocations are considered—strict partitioning guarantees a fixed allo-
cation at all times, but resources may remain unused when demand is low.
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Figure 5.7: Karma incentivizes resource sharing. All metrics are computed as averages
(with error bars) for three random selections of users being non-conformant.

sources instead of hoarding them, to improve their own as well as overall sys-
tem welfare. To this end, we vary the fraction of users using Karma that are
conformant or non-conformant. A conformant user is truthful about its demands
and donates its resources when its demand is less than its fair share. A non-
conformant user, on the other hand, always asks for the maximum of its demand

or its fair share (that is, it over-reports its demand during some quanta).

Resource utilization and system-wide performance improve with more con-
formant users. Figure and Figure show that Karma’s system-wide
utilization and performance improve as the fraction of conformant users in-
creases. This is because as more users donate resources when they do not need
them, other users can use these resources, improving overall utilization and per-
formance. When none of the users are conformant, since no one ever donates
any resources, Karma essentially reduces to strict partitioning, hence achieving
low overall utilization and performance. When all users are conformant, Karma
achieves optimal utilization and performance, similar to classic max-min fair-

ness.

Becoming conformant improves user welfare. Figure shows the aver-

age welfare gain non-conformant users would achieve if they were to become
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Figure 5.8: Sensitivity analysis with varying instantaneous guarantee (). (a, b) Karma
matches the resource utilization and system-wide performance of max-min fairness in-
dependent of @ (c) Smaller values of a result in improved long-term fairness.

conformant. When non-conformant users become conformant, it leads to signif-
icant (1.17-1.6x) welfare gains for them, empirically validating Karma’s prop-
erty that users have nothing to gain by over-reporting their demand (§5.4.3).
Note that the gain varies with the number of conformant users in the system—
the gains from non-conformant users becoming conformant are higher when the
percentage of conformant users is low. As expected, the gains show diminishing
returns as more users in the system become conformant as overall utilization is

already high.

We now show sensitivity analysis with the only parameter in the Karma
algorithm—the instantaneous guarantee («). Figure 5.8/ shows he results with
varying a. Karma continues to match the resource utilization and system-
wide performance of max-min fairness independent of a (Figure and
Figure 5.8(b)). Varying a has an impact on the long-term fairness achieved
by Karma (Figure 5.8(c)), with smaller values of « resulting in improved fair-
ness, thus validating our discussion in Even for @ = 1, Karma is able to
achieve significantly better fairness compared to max-min fairness. This is be-
cause, while it allocates resources up to the fair share identically to max-min

fairness, it prioritizes allocation beyond the fair share based on credits.
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5.7 Related work

There is a large and active body of work on resource allocation and scheduling,
exploring various models and settings; it would be a futile attempt to compare
Karma with each individual work. We do not know of any other resource al-
location mechanism that guarantees Pareto efficiency, strategy-proofness, and
fairness similar to Karma for the case of dynamic user demands; nevertheless,

we discuss below the most closely related works.

Max-min fairness variants in cloud resource allocation and cluster schedul-
ing. Many works study variants of max-min fairness for cloud resource alloca-
tion and cluster scheduling [16,23}48,78|82-84140,(145,179-181, (195|198, 231],
including recent work on ML job scheduling [42,85,/146,(165,(176]. We make
three important notes here. First, while dominant resource fairness (DRF) [78]]
has generalized max-min fairness to multiple resources, it makes the same as-
sumptions as max-min fairness: user demands being static over time; our goals
are different: we have identified and resolved the problems with max-min fair-
ness for the case of a single resource but over dynamic user demands. It is an

interesting open problem to generalize Karma for the case of multiple resources.

Second, cluster scheduling has been studied under several metrics beyond
fair resource allocation (e.g., job completion time, data locality, priorities, etc.).
Themis [146] considers long-term fairness but defines a new ML workload-
specific notion of fairness, and is therefore not directly comparable to Karma.
Our goals are most aligned with those works that study fair allocation under
strategic users while guaranteeing Pareto efficiency. To that end, the closest to

Karma is CARBYNE [83]. However, CARBYNE not only assumes non-strategic
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users but also, for the single-resource case (the focus of this chapter), CARBYNE
converges to max-min fairness. As discussed earlier, generalizing Karma to
multiple resources remains an open problem; a solution for that problem must

be compared against CARBYNE.

Finally, fairness in application-perceived performance is only indirectly re-
lated to fairness in resource allocation: other factors like software systems (e.g.,
hypervisors and storage systems) and resource preemption granularity can im-
pact performance. Similar to other mechanisms [20, 23, 44, 78, 82-84, (106, (144,
145,[181/(188)[198}201,219,231,238], Karma’s properties are independent of these
system-level factors; while our evaluation shows that Karma properties trans-
late to application-level benefits, absolute numbers depend on the underlying

system implementation.

Allocation of time-shared resources. Generalized Processor Sharing
(GPS) [174] is an idealized algorithm for sharing a network link which assumes
that traffic is infinitesimally divisible (fluid model). For equal-sized packets and
equal flow weights, GPS reduces to Uniform Processor Sharing [174, Section 2],
which is equivalent to max-min fairness. GPS guarantees fairness over arbi-
trary time intervals only under the assumption that flows are continuously back-
logged [174, Section 2]. This assumption implies that flows always have demand
greater than their fair share, making it trivial to guarantee a max-min fair share
of the network bandwidth over arbitrary time intervals. Classical fair-queueing
algorithms [28,60,155,197241] in computer networks approximate GPS with the
constraint of packet-by-packet scheduling. Under this constraint, varying-sized
packets and different flow weights make it hard to realize fairness efficiently;

thus, the technical question that these algorithms solve is to achieve fairness
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approximately equal to GPS with minimal complexity. Karma focuses on a dif-
ferent problem—we show that GPS guarantees (equivalent to max-min fairness)
are not sufficient when demands are dynamic and present new mechanisms to

achieve fairness while maintaining other properties for such dynamic demands.

Stride [221] scheduling essentially approximates GPS in the context of CPU
scheduling [221} Section 7], and thus the above discussion applies to it as well.
DREF-Q [77] generalizes DRF to support both space and time-shared resources,
but is explicitly designed to be memoryless similar to max-min fairness, and
therefore suffers from similar issues for long-term fairness. Least Attained Ser-
vice (LAS) [31,/124,171] is a classical job scheduling algorithm that has been
applied to packet scheduling [31], GPU cluster scheduling [85], and memory
controller scheduling [122]. For & = 0, Karma behaves similarly to LAS, and for
« > 0, Karma generalizes LAS with instantaneous guarantees. Moreover, our
results from establish strategy-proofness properties of LAS for dynamic

user demands, which may be of independent interest.

Theory works. Several recent papers in the theory community study the prob-
lem of resource allocation for dynamic user demands. Freeman et al. [72] and
Hossain et al. [92] consider dynamic demands under a different setting, where
users can benefit when they are allocated resources above their demand; un-
der this setting, they focus on instantaneous fairness (which is non-trivial since
users can be allocated resources beyond their demand). Karma instead focuses
on long-term fairness under the traditional model, where users do not benefit
from resources beyond their demands. Sadok et al. [191] present minor im-
provements over max-min fairness for dynamic demands. Their mechanism

allocates resources in a strategy-proof manner according to max-min fairness
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while marginally penalizing users with larger past allocations using a param-
eter 6 € [0,1). For both § = 0 and 6 — 1, the penalty goes to 0 for every past
allocation, and the mechanism becomes identical to max-min fairness; for other
values of ¢, the penalty is at most a §(1 — §) < 1/4 fraction of past allocation
surplus, and it reduces exponentially with time (users who were allocated large
amounts of resources further in the past receive an even smaller penalty). Thus,
for all values of ¢, and in particular, for § = 0 and § — 1, their mechanism suffers
from the same problems as max-min fairness. Aleksandrov et al. [§] and Zeng et
al. [240] consider dynamic demands, but in a significantly different setting than
ours where resources arrive over time. Finally, Fikioris et al. [69] is a follow-up
work that extends Karma theoretical analysis to the scenarios where users have
different fair shares, multiple users collude with each other and more than one

resource type is allocated.

Pricing- and credit-based resource allocation. Another stream of work related
to Karma is pricing-based and bidding-based mechanisms for resource alloca-
tion, e.g., spot instance marketplace and virtual machine auctions [5,(12}73,229),
244,245]. While interesting, this line of work does not focus on fair resource
allocation and is not applicable to use cases that Karma targets. XChange [227]
proposes a market-based approach to fair resource allocation in multi-core ar-
chitectures but focuses on instantaneous fairness rather than long-term fairness,
unlike Karma. It assigns a “budget” of virtual currency to each user which can
be used to bid for resources. This budget is however reset during every time

quantum, and therefore information about past allocations is not carried over.

Credits are used in many other game theoretic contexts [68,(170,189], e.g.,

in peer-to-peer and cooperative caching settings to incentivize good behavior
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among participants with static demands [55|(178,232]. However, we are not
aware of any credit-based mechanisms that deal with resource allocation in the

context of dynamic user demands.

5.8 Broader implications

In this chapter, we considered the problem of allocating disaggregated mem-
ory resources across multiple users. We demonstrated that the classical max-
min fairness algorithm for resource allocation loses one or more of its desir-
able properties—Pareto efficiency, strategy-proofness, and/or fairness—for the
realistic case of dynamic user demands. We presented Karma, a resource al-
location mechanism for dynamic user demands, and theoretically established
Karma guarantees related to Pareto efficiency, strategy-proofness, and fairness
for dynamic user demands. Experimental evaluation of a realization of Karma
in a multi-tenant disaggregated memory system demonstrated that Karma’s
theoretical properties translate well into practice: it reduces application-level
performance disparity by as much as 2.4x when compared to max-min fairness

while maintaining high resource utilization and system-wide performance.

Beyond disaggregated memory resources, Karma’s core mechanisms apply
more broadly to the allocation of any resource of a single type (e.g., compute,
network bandwidth, GPUs). Indeed, applying Karma to other use cases is an
interesting direction for future work and may require additional extensions (e.g.,
handling all-or-nothing or gang-scheduling constraints which are prevalent in

the context of GPU resource allocation [42}(146]).
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CHAPTER 6
CONCLUSION AND FUTURE DIRECTIONS

This dissertation advances the status-quo of disaggregated memory manage-
ment through four key contributions. In Chapter 2, we built an in-depth un-
derstanding of the host interconnects that facilitate memory accesses. In Chap-
ter 3, we extended our understanding to include cache-coherent interconnects
for memory disaggregation (e.g., CXL), and characterized the impact of data
placement across local and disaggregated memory on application performance.
In Chapter [4, we presented Colloid, an operating system memory management
mechanism that builds on our understanding of host interconnects to adapt data
placement in a way that maximizes the performance of applications running
atop disaggregated memory architectures. In Chapter |5, we presented Karma,
a mechanism for allocating disaggregated memory resources across tenants un-

der dynamic demands.

provided a discussion of the broader technical challenges that need to be
addressed in order to realize the ideal vision of memory disaggregation. We
now discuss specific directions of future work motivated by this dissertation

both in the context of memory disaggregation and more generally.

Memory management mechanisms beyond Colloid. Our discussion of Colloid
in Chapter [4 focuses on minimizing average access latency. However, the end-
to-end latency of memory requests also includes address translation latency—
the time the processor’s MMU takes to translate from virtual to physical ad-
dresses. Address translation latency depends on the choice of page size for
different regions of the application’s virtual address space. Using hugepages

minimizes the average address translation latency due to improved TLB lo-
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cality; however, it may lead to sub-optimal average access latency, since the
hottest data cannot always be placed in lower-latency memory. On the other
hand, using pages presents the opposite trade-off. Neither extreme of using all
(huge)pages is guaranteed to maximize application performance in the general
case. To that end, it would be interesting to extend operating system memory
management mechanisms to jointly optimize page size determination and page
placement algorithms to minimize the average sum of translation and access
latencies. Furthermore, as briefly illustrated in Chapter [ the placement of not
just data pages, but also page table pages, impacts application performance.
To that end, designing memory management mechanisms that adapt the place-

ment of both data and page table pages is an interesting future direction.

Memory bandwidth management. Traditionally, OS memory management has
focused on virtualizing memory capacity. As discussed in Chapters |1| and
memory bandwidth is increasingly becoming a prominent bottleneck. Our ob-
servations in Chapter 2| show that the memory bandwidth allocations received
by co-located applications are an artifact of workloads characteristics and low-
level hardware details (e.g., credits, and latencies of host interconnects). This
makes it difficult to provide applications predictable memory bandwidth al-
locations and more generally host network resources. It would be interesting
to explore abstractions, mechanisms and hardware interfaces to enable operat-
ing system controlled virtualization of memory bandwidth (for both local and
disaggregated memory). Building on such mechanisms, it would also be inter-
esting to apply an algorithm like Karma (discussed in Chapter5) to (re)allocate

memory bandwidth across applications over time.

Managing memory distributed across coherence domains. As discussed in
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memory disaggregation over interconnects like CXL does not necessar-
ily guarantee hardware cache coherence across all hosts. This results in multi-
ple coherence domains each containing one or more hosts. In fact, even all the
memory within a single modern host is not guaranteed to be hardware cache-
coherent. For example, GPUs are often connected to CPUs over the traditional
peripheral interconnect (PCle) which is not cache-coherent. As a result, the CPU
memory and the GPU memory form two separate coherence domains. Another
example where memory is distributed across coherence domains is in wafer-
scale chips which contain hundreds of thousands of processors each with their
own independent memories that are not hardware cache-coherent. Managing
memory distributed across coherence domains raises basic questions regarding
the virtual memory abstraction provided by the operating system. For example,
the operating system could continue to provide applications with the abstrac-
tion of a single virtual address space, in which case it would have to implement
the necessary synchronization mechanisms at the software-level. Alternatively,
it could expose multiple address spaces to the application/compiler. It would
be interesting to explore this design space while drawing upon insights from
classical distributed shared memory literature and potentially revisiting classi-

cal trade-offs given the properties of host interconnects.

The host as a distributed system. In Chapters 2| and |3, we demonstrated that
the performance of data transfers with the host is governed by the interplay be-
tween the processor, peripheral and memory interconnects. This suggests that
these interconnects should collectively be viewed as a network interconnecting
the various devices within a host. Furthermore, as discussed above, memory in
modern hosts is often distributed across multiple coherence domains. Finally,

in modern hosts, any individual compute, memory or network device can fail
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independently without necessarily rendering the entire host unavailable. Con-
sequently, it may be unnecessarily expensive and/or inefficient for the OS to
continue abstracting the host as a unit of failure. All the above observations put
together suggest that it may be better to model each host itself as a distributed
system (revisiting an old idea [24,25])—that is, a collection of independent de-
vices connected over a host network. We believe it would be very interesting
and timely to rethink operating system and distributed system design and prin-
ciples through this lens. By providing a framework to understand the properties
and performance of the host network, the contributions of this dissertation lay
the foundation for such an endeavor (as the properties and performance of a
distributed system often depend on the minimal set of assumptions that can be

made about the underlying network).
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